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OVERVIEW

The Grandstream GXV3450, GXV3470, and GXV3480 are certified as Zoom Phone Appliances. Beginning
with firmware version 1.0.1.31, the GXV3450/3470/3480 series comes with the Zoom app pre-installed,
offering users added convenience. These devices can also be easily provisioned from the Zoom web portal.
For more information on certified Zoom Phone Appliances, please visit the Zoom website at the following
link:

https://support.zoom.us/hc/en-us/articles/4402412141453-Certified-Zoom-Phone-Appliances

Beyond provisioning, users can manually toggle between Zoom Mode and Generic Mode through the
GXV34xx web Ul. This flexibility enables customization to suit individual preferences, whether users want
it to function as a standard SIP device or integrate seamlessly with the Zoom app for calls and meetings.

This document provides a guide on provisioning and configuring the Grandstream GXV3450, GXV3470,

and GXV3480 as Zoom Phone Appliances. It is intended for use by both Zoom administrators and users.
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ZOOM WEB PORTAL PREPARATION

This section offers a step-by-step guide on how to add the Grandstream GXV3450, GXV3470, and
GXV3480 to the Zoom web portal, using the GXV3480 as an illustrative example.

Prerequisites

1. Zoom Phone Account: A valid subscription to a Zoom Phone plan is necessary before assigning an
account to the GXV34xx endpoints.
2. Admin and User Access: Both administrators and users need access to the Zoom web portal,

available at https://zoom.us.

Create Zoom Users

The Zoom administrator should first create a Zoom User account. Once this account is created, it can then

be assigned to a GXV34xx phone. The following steps outline the process for creating a user:

1. Navigate to User Management -> Users. Click + Add Users to create new Zoom users.

Add Users

Add users with their email addresses

You can add users of all types to your account. If you enter the email address of account owners, all users on
their accounts will be added to this account.

zoomgxv3480example@mycompany.com

User Type ® (O Basic  © Licensed On-Prem

[ Meeting (10 available) v ]

Figure 1: Add Zoom Users

2. A Zoom activation email is sent to the email address used in creating the user. Follow the instructions

in the email to activate the Zoom account.

3. Navigate to Phone System Management > Users & Rooms. Click Add.
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Zoom Products Solutions Resources Plans & Pricing Schedule Join Host + Web App v

ADMIN
Users Zoom Rooms Common Areas Cisco/Polycom Rooms
Dashboard

> User Management
Plan Details
» Team Chat Management

Device Management Import  Export to CSV

> Room Management

Q Search by Name, Ext. or Numbe: ( Department v | Enter department full name Package (All) v Status (All) v

> Workspaces Management

v Phone System Management

Users & Rooms

= Desk

Name $ Ext. $ Package Numbesr(s) User Status Group
Phone(s)

Auto Receptionists

Call Queues

7088 US/CA Unlimited - - Active
Shared Lines

Figure 2: Add Users and Rooms

4. Click Choose for option “Users”. When the pop-up window opens, select the desired user, and click on

Confirm.

Choose from Users

| Q search by Name or Email Address

Name % Email Address $

Page Size 10

Figure 3: Choose User

5. Click Assign for option “Package”. On the new window, select the Calling plan, for example US/CA

Unlimited Calling Plan. Click Save to complete adding users under Phone System Management.
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Search Support 1.888.799.9666 Contact Sales  Request a Demo

zoom Products Solutions Resources Plans & Pricing Schedule Join Host v Web App v

ADMIN Users & Rooms > Users > Add

Dashboard
Add Users

> User Management
You can assign extension numbers to existing users in your account. After that, you can assign calling
> Team Chat Management plans to those users who need to make outbound calls. You can add up to 100 users each time.

> Device Management
Users Chosen: 1
> Room Management X
> Workspaces Management Choose
v Phone System Management

>ackage
e

Auto Receptionists US/CA Unlimited Calling Plan X
Pro Features - Unlimited Domestic

Call Queues

Shared Lines
5 Specify a template to be assigned to users
Group Call Pickup

Paging

Cancel e
Phone Numbers

Figure 4: Assign Calling Plan to User

6. Select the newly added user, click Assign and select Assign Numbers.

Z2O0OM rProducts  Solutions  Resources  Plans & Pricing Schedule Join Hostv  Web App v

Department Ent r Package (All) Status (All)
ADMIN

Dashboard
User Management
Team Chat Management Phor

Device Management

708 US/CA Unlimited - - Active

Room Management

Workspaces Management Assign Packages

tem Management 709 US/CA Unlimited - ffline Actlive -
Users & Rooms

Phor

Figure 5: Assign Number to User

7. Select the desired DID and click Confirm to assign the DID to the user.
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Assign Numbers

Country/Region

-

L United States v

. J

‘ Q Search w Number Type (All) vw Get Numbers

-] Number Area Number Type Voice Capability

La Puente, California,
O

. Toll Number Incoming & Outgoing
United States

Babcock, Texas, United . .
(210) Stat Toll Number Incoming & Outgoing
ates
La Puente, California, . .
O Toll Number Incoming & Outgoing

United States

Page Size 10 v Total 3

Figure 6: Select DID Number for User

Add Zoom Phone Appliance

1. The Zoom admin signs into the Zoom Web Portal.

2. In the navigation menu, click Device Management - Device List.

Zoo' l l Products Solutions Resources Plans & Pricing Schedule Join Hostv  Web App v
Recordings X
Devices  Groups Account Settings
Settings
Scheduler | Q search J Upgrade v +Import Export D
Analytics & Reports
—_——
All Platform OS v [ All Managed Devices v || AllZoom Device Types v || All Zoom Partner Devices v
ADMIN g

All Status v

Dashboard
Device Name Platform OS App Version Assignment L]

> User Management

> Team Chat Management

v Device Management

Overview

Device List
Order List

Figure 7: Add a GXV34xx Phone
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Click the “More” button (...) on the top-right corner, then click Add Zoom Phone Appliance.

Enter the following information:

o Display Name: Enter a display name to identify the phone.

e MAC Address: Enter the 12-digit MAC address of the Grandstream GXV34xx device.

o Device Type: Select the vendor as Grandstream and model (GXV3450/3470/3480) using the drop-
down menu.

e Assign to: Enter the username or email of the newly created user in previous steps.

e Click Save.

Add Zoom Phone Appliance

Display Name GS_GXV3480

MAC Address * CO074AD0O00000

[ )
( )
evca ype | Grandseam 9
[ )
( )

Assign to

Assign to Common Area

After you assign a Zoom Phone Appliance to a user, the user
need to accept to sign in through PERSONAL > Personal
Devices.

Save Cancel

Figure 8: Fill in GXV34xx Information

5. After the admin assigns a Zoom Phone Appliance to a user, the device assignment status is “Waiting

for confirmation”.

Analytics & Reports

All Platform OS v H All Managed Devices v || All Zoom Device Types v \ All Zoom Partner Devices v
ADMIN ; T : ) i
All Status v
Dashboard
Device Name Platform OS App Version Assignment ! i
> User Management
> Team Chat Management
2 GS_GXV3480 Grandstream GXV3480 (  Edit
Zom Waiting for confirmation

Overview

Goto 1 ‘ < o > 10/page v 1result(s)
Order | ist

Figure 9: Waiting for User Confirmation
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6. The admin needs to make sure the confirmation operation is within Device Management -> Device
List > Edit > Device Operation Time for Zoom Phone Appliances. Otherwise, the user may

encounter an error.

Device Operation Time for Zoom Phone Appliances O

Set the operation time for your devices

[ Q) 07:00 AM to 07:00 AM ]

Sun Mon Tue Wed Thu Fri
Sat

Figure 10: Update Operation Time

Confirm Zoom Phone Appliance Assignment

1. The Zoom user (not Zoom admin) will receive an email and needs to sign in and confirm the assignment
through PERSONAL -> Personal Devices. Click “Confirm”. If this assignment is not confirmed, the

Zoom account sign-in will fail.
L =4
Personal Devices

Profile

Meetings

. Devices Status User Status More
Webinars
Phone Vaiting for confirmatiol
o Offline . Edit
Personal Contacts confiim
Whiteboards
Notes

Figure 11: User Confirm Assignment

Do you want to sign into this device?

Once confirmed, you will be automatically logged into this device

and ready to use.

Figure 12: User Confirm Assignment - (Cont.)
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Z0OOM ACCOUNT PROVISION

This section outlines the steps for provisioning the Grandstream GXV34xx to register with the Zoom Phone
Appliance. For brand new, out-of-the-box phones, zero-touch provisioning will occur automatically. For
phones that have been previously used, it is recommended to perform a factory reset before adding the

device MAC address to Zoom for provisioning.

Provision Prerequisites

Before proceeding with provisioning, please ensure that the following prerequisites are met.

1. Ensure that the GXV34xx device has obtained an IP address and has network access.

By default, the GXV34xx is set to DHCP mode. If the router the phone is connected to does not support
DHCP, you will need to configure a static IP manually. To find the GXV34xx's IP address, navigate through

the phone's LCD while in Generic Mode: Settings App - Status > Network Status.

2. Ensure that the GXV34xx device has been upgraded to the latest firmware (version 1.0.1.31 or higher),

which includes support for Zoom Mode.

Phones must be upgraded to firmware that supports Zoom. For the latest GXV34xx firmware updates,

please visit the Grandstream website: https://www.grandstream.com/support/firmware

For detailed firmware upgrade instructions, please refer to the steps outlined in the admin guide:

https://documentation.grandstream.com/knowledge-base/gxv34x0-admin-quide/#upgrading-and-

provisioning.

3. Ensure that the GXV34xx device is equipped with an individual certificate, specifically of the
ECDSA+SHA384 certificate type.

Zoom's enhanced security protocols require that Grandstream devices support Individual Certificates using
the ECDSA+SHA384 encryption standard. Prior to initiating Zoom provisioning, it is essential to verify that
the Grandstream devices are equipped with certificates of ECDSA+SHA384. Please refer to the

Grandstream Certificate Verify Website and the Quick Guide on how to use the website to check device

certificate status and upgrade if necessary.
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Provision to Zoom Phone Appliance

After confirming that the Grandstream devices are equipped with the ECDSA+SHA384 certificate type,

please proceed with the following steps:

1. From web Ul of the phone, Navigate to Maintenance = Upgrade.
2. Select Advanced Settings tab: Click Reset to Factory Reset.

Upgrade

Account . -
Firmware Config File GUI Customization File Provision Advanced Settings

Send HTTP Basic Authentication by Default

Enable SIP NOTIFY Authentication (3

X Maintenance

Enabled Authentication Server Validation ®

Upgrade CA Certificate (® Manage certificate

Sys agnostics
System Diagnostics User Certificate ® Manage certificate

Deniitylcue mDNS Override Server @ Use type A

o e ©

Safe Mode (®»

Voice Monitoring

Scheduled Tasks

Figure 13: Factory Reset

3. Click OK to confirm and initiate factory reset.

@ Factory reset will erase all your settings. Please
confirm to continue.

Cancel m

Figure 14: Factory Reset - (Cont.)

4. The device will automatically download and apply the configuration from Zoom'’s provisioning server.
Firmware will be upgraded automatically if Zoom provisions device to upgrade to a different firmware
from the device itself and it can take several minutes for the device to finish downgrading the firmware
file and display the upgrade prompt.

The provisioning and upgrading process may take several minutes and involve multiple reboots. Please

wait until the update is complete and the reboots have finished before proceeding.

Page| 12
Grandstream GXV3450/3470/3480 Zoom Phone Appliance User Guide

D




GRANDSTREAM

CONNECTING THE WORLD

After provisioning, the device will switch to Zoom mode and display the sign-in interface.

19:00

Friday, Jan 26 .‘

m Test Meeting

Figure 15: Login Interface

For the initial provisioning, the device will prompt the user to set a PIN to unlock the screen lock.

Set PIN

1 2 3
Set PIN to unlock Zoom screen lock
4 5 6
7 8 9
0

Set Up Later

Figure 16: Screen Lock PIN
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Z0OM PHONE APPLIANCE SETTINGS

When in Zoom Mode, users can access both Zoom app settings and System Settings, similar to what is
available in Generic Mode, through the GXV34xx LCD. However, please note that the range of options

available in the System Settings is limited when in Zoom Mode.

System Settings from Device

If the device has signed in the Zoom account, tap More 2> Settings = General, scroll down to System
Settings to access the device settings.

18:59 ¢ General Lines
o Ringtone Volume >
Home t zhang (you) 2
o Available
eoe
ese
T Video Preview 0
o Always show video preview dialog when joining a video
meeting
History
Silence Ringer
Voicemail
8 This device will not ring on incoming calls when this option
is on
Contacts
LX) System Settings
More

Send Information to Zoom

Reboot

Figure 17: System Settings when Signed-in

If the user has not yet signed in, tap on the background area of the LCD. The settings button will appear at
the bottom right corner.
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19:01

Friday, Jan 26 -‘

m Test Meeting

Figure 18: System Settings when Sign-out

H General X
Settings
Microphone .
GXV3480 Domain zoom.us >
Speaker
GXV3480

System Settings

Camera
Built-in Camera Front

Reboot
Advanced

Statistics

About

Figure 19: System Settings when Sign-out (Cont.)
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Synchronize System Settings by Admin

The admin can modify the system settings and apply these changes to the device. To do this, navigate to
the Zoom Web Portal, then go to Device Management > Device List. Click on Edit next to the added
device. From this section, the admin can update settings such as access to the web Ul, the admin password

for the web Ul, and more. By default, the webUI access is disabled after GXV34xx is provisioned from

Zoom.
G Devices  Groups Account Settings
Dashboard
‘ Q to \ Upgrade ~ + Import Export
> User Management —_—
> Team Chat Management . —mm
All Platform OS v \ All Managed Devices v All Zoom Device Types v All Zoom Partner Devices v
v Device Management ; ’ ) :
All Status v
Overview
Device Name Platform OS App Version Assignment ! -]
Device List
Order List
L0141 5.16.0.3769 Unassigned Edit
Enroliment e ’
Update Management
Goto 1 ] < o > 10/page v 1result(s)
System Config ‘7/‘ 07

ZOO| l I Products Solutions Resources Plans & Pricing Schedule Join Host v Web App v
Settings Grandstream GXV3480
Data & Privacy ﬂ @ .
General Display
Analytics & Reports
ADMIN General
Dashboard
Screen Lock PIN Using default setting
> User Management Once reset, you can set up a new PIN on the device. @
> Team Chat Management Reset PIN
v Device Management
Overview Access device's local web interface O Modified Reset
Ensure the device is restarted when changing this setting.
It may only apply to devices with this function.
Order List
Enroliment
Set admin password for devices C) Modified Reset
Update Management Sets the administrator password on the device. Ensure
the device is restarted when changing this setting. Due to
System Config password requirements across vendors, these settings
may not apply to all models. (9
Figure 20: Synchronize System Settings
In-Meeting Views

Users have the option to adjust the video scaling for a meeting using the Scale to Fit feature. When this
feature is enabled, the video will expand to fill the entire screen. This setting is accessible in several

scenarios.
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1. After signing in, the user can access the Scale to Fit option by tapping the following sequence on the

LCD: More > Settings > Advanced > Scale to Fit, as shown below:

19:04 ¢ Advanced Lines

ﬁ t zhang (you) 2

Home In-Meeting Views

oe Available
HH Scale to Fit

Always default to scaling and cropping videos
to full height while in Speaker View

History

&)

Voicemail

Contacts

More

Figure 21: Scale to Fit

2. During a meeting, the user can tap on View, then scroll to locate the Scale to Fit option.

Speaker Thumbnail

Hide Non-video Participants

Hide Self View

Scale to Fit

Q)
\!J -‘ Speaker

Mute Stop Video View Whiteboard More

Figure 22: Scale to Fit during Meeting
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