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SoftwareUCM is a powerful communication management system that provides businesses with control over their telephony
infrastructure. By deploying SoftwareUCM on AWS, organizations can take advantage of cloud scalability, flexibility, and
reliability. This setup eliminates the need for on-premises hardware, allowing for easier management, automated backups, and
increased resilience.

This guide provides a step-by-step walk-through for setting up a virtual machine on AWS, importing the SoftwareUCM image,
and configuring it for optimal performance.

Prerequisites
Before proceeding with the instructions in this guide, users should ensure the following criteria are met:

o An AWS account with appropriate permissions to create and manage EC2 instances, S3 storage, and IAM roles.

o Ensure that you have a SoftwareUCM virtual machine set up and ready to be exported.

Export the SoftwareUCM Virtual Machine from VMware

Before deploying SoftwareUCM on AWS, start by exporting your virtual machine from your hypervisor.

Note:

This guide uses VMware Workstation as an example, but any supported hypervisor can be used.

1. Open the VMware Workstation and locate the SoftwareUCM virtual machine you want to export.

@ SoftwareUCM - VMware Workstation

Fle Edit View VM Tabs Help | ~ ) 2 0O 8 g
Library X /7y Home (] softwareUCM
O Type here to search v

[_|:|' SoftwareUCM

= [ My Computer
Im] SoftwareUCM
[[] SoftwareUCM1

P> Power on this virtual machine

[[7 Edit virtual machine settings

~ Devices
EMemory 2GB
:jj“liprocessors 2
[\Hard Disk (SATA) 40 GB
() CD/DVD (IDE) Using file D:\S...
0 Network Adapter NAT
[<]USB Controller Present
<’ Sound Card Auto detect
(=1 Printer Present
[_IDisplay Auto detect

+ Description
Type here to enter a description of this virtual

machine.

2. Right-click on the VM and choose Export OVF Template.


https://documentation.grandstream.com/wp-content/uploads/2025/02/Vmware_Workstation.webp

@ SoftwareUCM - VMware Workstation

File Edit View VM Tabs Help Jp ~ [©)] o OB [[j]
[Er New Virtual Machine... Ctrl+N -
SoftwareUCM
5 New Window =
Open... crld+0 sareUCM
Scan for Virtual Machines...
Conﬁgure Auto Start VMs this virtual machine
Close Tab Ctrl+W I machine settings
[FL Connect to Server... Ctrl+L
Export to OVF...
(Expe ) 268
Exit s 2
£\ Hard Disk (SATA) 40 GB
(=) CD/DVD (IDE) Using file DAS...
1 Network Adapter NAT
USB Controller Present
<} Sound Card Auto detect
(= Printer Present
[CIDisplay Auto detect
¥ Description
Type here to enter a description of this virtual
machine.
3. Select the OVA format and specify a location to save the file.
'@ SoftwareUCM - VMware Workstation - o x
File Edit View VM Tabs Help P~ o @ L@ [0 E O
ey = ‘ i) Home 7‘ [C] Softwareucr ‘
:
(B Export Virtual Machine to OVF
= [ My Computer
] SoftwareUCM | =
<« > v ~ » Documents > Virtual Machines > v C Search Virtual Machines
Organize v New folder E
e Name . Date modified Type Size
;_!j . 7 SoftwareUCM1 2/28/2025 11:47 AM File folder
=2 ums 2/28/2025 11:48 AM File folder

> @ OneDrive - Pers

O Desktop ~ #
- Downloads #
= Documents #
P8 Pictures »

@ Music »

File nam4| SoftwareUCM.ovi |

Save astype: | Open Virtual Machine Format files (*.ovf:".ova)

~ Hide Folders

l I‘t'Ilwy IP address: Network information is not available

4. Locate the virtual machine in .vmdk format. This file will be used to create an AMI (Amazon Machine Image) in AWS.
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SoftwareUCM1 x i

& -4 ¥ [ [0 » Documents » Virtual Machines > SoftwareUCM1
@ Mew ~ Tl Sort ~ = View ~ e
) Home Name Date modified Type Size
D SoftwareUCM.mf 2/28/2025 11:50 AM MF File 1KB
Gallery
[ SoftwareUCM.ovf 2/28/2025 11:50 AM Open Virtualizatio.., 12 KB
> b OneDrive - Pers:
| % SoftwareUCM-disk1.wvmdk 2/28/2025 11:50 AM VMware virtual dis... T2 KB
SoftwareUCM-filel.iso 2/28/2025 11:50 AM Disc Image File 2,240,512 KB

& Desktop »

i Downloads #

Create an AWS S3 Bucket

1. Log in to your AWS Management Console.
2. Navigate to the Amazon S3 service and click on Create bucket.

3. Provide a unique name for your bucket and configure the settings as shown below.

= AmazonS3 > Buckets » Create bucket @

Create bucket .

Buckets are containers for data stored in 53

General configuration

‘Amazon Web Services Region
China (Beijing) cn-north-1

Bucket. tat.

softucm-shhwang-test

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules far bucket naming [

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

L Choose bucket

Format: s3://bucket/prefix

Object Ownership o

Control ownership of objects written to this bucket from other Amazon Web Services accounts and the use of access control lists (ACLs). Object ownership determines who can specify access to objects.

© ACLs disabled (recommended) O ACLs enabled
All objects in this bucket are owned by this account. Access to this bucket and its objects is specified using Objects in this bucket can be owned by other Amazon Web Services accounts. Access to this bucket and
only policies its objects can be specified using ACLs.
Object Ownership

Bucket owner enforced

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control Lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to this bucket and its objects is
blocked, turn on Block all public access. These settings apply only to this bucket and its access points. Amazon Web Services recommends that you turn on Block all public access, but before applying
any of these settings, ensure that your applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can customize the individuzl
settings below to suit your specific storage use cases. Learn more [3

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Block public access to buckets and objects granted through new access control lists (ACLs)

Block public access to buckets and objects granted through any access control lists (ACLs)
Block public access to buckets and objects granted through new public bucket o access point policies

Block public and cross-account access to buckets and objects through any public bucket or access point policies

4. Configure the bucket settings as needed and click Create bucket.

Default encryption i

Server-side encryption is automatically applied to new objects stored in this bucket.
Encryption type | Info

© Server-side encryption with Amazon 53 managed keys (SSE-53)

(O Server-side encryption with Amazon Key Management Service keys (SSE-KMS)

(O Dual-layer server-side encryption with Amazon Key Management Service keys (DSSE-KMS)
Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon 53 pricing page. [

Bucket Key

Using an §3 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to Amazon KMS. S5 Bucket Keys aren't supported for DSSE-KMS. Learn more [2
O Disable

© Enable

» Advanced settings

(@ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

o E


https://documentation.grandstream.com/wp-content/uploads/2025/02/SoftwareUCM_vmdk_file.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Create-S3-Bucket1.webp
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Upload the .vimdk File to the S3 Bucket

1. In the S3 console, locate the bucket you just created.

2. Click on the bucket name, select Upload then click Add files.

= AmazonS3 > Buckets > softucm-shhwang-test 6]

softucm-shhwang-test i

Objects Properties Permissions Metrics Management Access Points
— —_—
Objects (0) (C) (IO copys3 urI 10 Copy URL ¥ Download Open [2 Delete ) ( Actions ¥ ) ( Create folder -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [7 to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant
them permissions. Learn more [2

| Q@ Find objects by prefix 1 o]

Name A | Type v | Last modified v | size v | Storage class v

No objects

You don't have any objects in this bucket.

(7 upload )

= AmazonS3 > Buckets > softuem-shhwang-test > Upload

Upload i

Add the files and folders you want to upload to $3. To upload a file larger than 160GB, use the Amazon Web Services CLI, Amazon Web Services SDKs or Amazon $3 REST APl Learn more [3

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0) Remove Add folder

All files and folders in this table will be uploaded.

| @ Find by name | 1

Name v | Folder v Type v | Size

No files or folders
You have not chesen any files o folders to upload.

Destination info

Destination
s3://softuem-shhwang-test [

» Destination details
Bucket settings that impact new objects stored in the specified destination

» Permissions
Grant public access and access to other Amazon Web Services accounts.

» Properties

Speify storage class, encryption settings, tags, and more.

3. Select the .vmdk file you exported from VMware and click Upload.

n

Amazon$3 > Buckets > softucm-shhwang-test > Upload

Upload i

Add the files and folders you want to upload to 3. To upload a file larger than 160GB, use the Amazon Web Services CLI, Amazon Web Services SDKs or Amazon S3 REST API. Learn more [3

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (1 total, 3.5 GB) Remove Add files ) ( Add folder )

All files and folders in this table will be uploaded.

| @ Find by name

[0 | Name v | Folder v | Type v | size v

[0  softwareUCM-disk vmdk - - 35GB

Destination info

Destination
s3://softuem-shhwang-test [2
» Destination details

Bucket settings that Impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other Amazon Web Services accounts.

» Properties

Specify storage class, encryption settings, tags, and more.

Cancel

4. Wait for the upload to complete. This may take some time depending on the size of the file.


https://documentation.grandstream.com/wp-content/uploads/2025/02/Upload-vmdk-file-to-bucket.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Add-vmdk-file.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Upload-Button.webp

D Uploading

Total remaining: 1 file: 3.1 GB (87.21%)
Estimated time remaining: 5 minutes

Transfer rate: 10.0 MB/s

Upload: status

Close

[ (@ After you navigate away from this page, the following information is no longer available.

Summary
Failed
@ ofiles, 0 B (0%)

Succeeded
© 0 files, 463.4 MB (12.79%)

Destination
53://softucm-shhwang-test

Eilac and faldere Confinuratinn

@ Upload succeeded

For more information, see the Files and folders table.

Upload: status

[ (@ After you navigate away from this page, the following information is no longer available.

Summary
Failed
© Ofiles, 0B (0%)

Succeeded
@ 1file, 3.5 GB (100.00%)

Destination
$3://softucm-shhwang-test

Files and folders Configuration

Files and folders (1 total, 3.5 GB)

| @ Find by name | 1
Name | Folder v | Type v | size v | status v | Error v
SoftwareUCM-disk.vmdk [2 - - 35GB @ Succeeded -
Import the Image Using AWS EC2 Image Builde
1. Navigate to the EC2 Image Builder service in the AWS Management Console.
2. Click on Import Image.
e EC2 Image Builder > Images
EC2 Image Builder < Images
Image pipelines Owned by me Shared with me Managed by Amazon | Waiting for action (0)
Images
Image versions (1) i ‘@ —
¥ Saved resources Image resource names start with the recipe name and version that they're built from. Select the Name/Version link ta see all of the build versions.
Components Filter platform Filter type Filter source
Image recipes | @ Find images by name | (Any v | | Anytype v | [ Anyimageso... v 1 ]
Container recipes
—— ol taez | paticn s | s % | coxioaskos el

2. Select the .vmdk file from the S3 bucket you uploaded earlier.



https://documentation.grandstream.com/wp-content/uploads/2025/02/Upload-in-progress.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Upload-successful.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Import-Image1.webp

= EC2ImageBuilder > Images > Importimage

Import image
General
Enter a name and description for the base image that is being imported.
Name Version
| softucm-ami | [ 100 |

Maximum of 126 characters. Letters, numbers, spaces, -, and _are allowed _Format: major.minorpatch

Description - optional

Enter description

Maximurm 1024 characters.

Base image operating system

Image Operating System (0S)

Image Builder supports Amazon Linux, Windows, Ubuntu, CentOS, RHEL, and SLES.

| Amazon Linux v |
0S version

| Amazon Linux 2023 )

VM import configuration

Specify the location of your import source, and optionally configure security, encryption, licensing, and other settings to transform your VM source into your base image.

Import source  info

Import disk container files (created when you export your VM from its virtual environmen?) as the source for your Image Builder image.
w Disk container 1

| © 53 bucket ] ‘ © Snapshot ID

53 URI

| Q s3://bucket/prefixjobject View [2

Enter the location in Amazon 53 where your disk images are stored.

Description - optional

| Enter description

Maximum of 255 characters.

%
( Add disk container |

Choose an object in $3 X

S3 buckets > softucm-shhwang-test

Objects (1/1) ©

| Q Find object by prefix < 1
Key v | Lastmodified v | size v
[ O [ SoftwareUCM-diskvmdk February 24, 2025, 01:50 (UTC+00:00) 35468 ]

3. In the IAM Role section, select vmimport. This is the default IAM role for importing images. Ensure that this role has the
necessary permissions to access the S3 bucket where the .vmdk file is stored.

VM import configuration
Specify the location of your import source, and optionally configure security, encryption, licensing, and other settings to transfarm your VM source into your base image.

Import source | info
Import disk container files {created when you export your VM from its virtual environment) as the source for your Image Builder image.

v Disk container 1

Source

[ © 53 bucket | O snapshotip

53 URI

| Q s3://softucm-shhwang-test/SoftwareUCM-diskvmdk X \ ( View E) (" Brawse s3 )

Enter the location in Amazon S3 where your disk images are stored.

Description - optional

| Enter description

Maximum of 255 characters.

Add disk container]

1AM role | info

Specify an 1AM role to use during the import process, or choose Create new role to create a new one.

vmimport
| por

Create new role [4

» Advanced settings - optional

You can define the Base image encryption, License configuration settings and custem name for this Image.

4. To verify that the role has the necessary permissions, search for IAM in the AWS Management Console and access it.

5. In the IAM dashboard, click on Roles in the left-hand menu. Search for the vmimport role in the list of roles.


https://documentation.grandstream.com/wp-content/uploads/2025/02/Import-Image2-1024x775.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Select-S3-vmdk-file2.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/IAM-Role-vmimport.webp

e 1AM > Roles

Identity and Access <
Management (IAM)

(‘Q search am

Dashboard

¥ Access management

User groups

Users

Roles

Pelicies

Identity providers

Aceount settings

Root access management New
¥ Access reports

Access Analyzer

Archive rules

Analyzers

6. Click on the vmimport role to view its details. Under the Permissions tab, you will see the policies attached to the role.

Roles (8) 1o

An 1AM role s an identity you ean ereate that has specific parmissions with eredentials that are valld for short durations. Roles ean be assumed by entities that you trust

Q search

0

Role name

AWS-S3-TESTER

AWSServiceRoleForBackup
AWSServieeRoleForElastiel sadBalaneing
AWSServiceRoleForimageBuilder

AWSServiceRoleforSupport

AwSSer

Roles Anywhere inio

eRoleForTrustedAdyisor

Oo0OOooO0OD0ODOoODODO

Trusted entities

Amazon Web Services Service: s:

1 more. [2
Amazon Web Services Service: backup
Amazon Web Services Service: backup (Service-Linked Role)

Amazon Web n(se

- Linked Role), and 1 more. [2

Services Service:
Amazon Web Services Service: support (Service-Linked

Amazon Web Servi

Amazon Web Services Service: vmie

Ensure that the role has the following permissions

© 1 5 feis > vmingon

Identity and Access <
Management (1AM}

Q seacniant

—
 Access management

e gougs.

Rotes

Pecies

[ ——
v Accass raports

s e

v il
Sisaon sctity

Servcecommotpelces

prowp—
4 sty Conter (3

Y

vmimport ...

Summary

Creatian date
Do 27, 2016, 0644 MTC|

Lastaciiey
Nt ot in st

Tust rolationships

Vou e o 5 10 e

Q sewen
01 potiey mamers

(SR - pe—

vemimport

25 yerstons 22-18a7
et {

i

xn
6] s cniam: 76681423346 roiassmimpert
Madmum ssssion deration

e

Tags  Revoks sesslons

(o)

Fltr by Tyse
Aty v
E™ v | Atachedentiien

Cusomer nire o

» Permissions boundary (ot set)

Simutate (2 )

wemeve | ( hadpremiions ¥ )

{8 copysson ) (ka2

7. Click Import and wait for the image creation process to complete. This may take some time.

EC2 Image Builder

Image pipelines

Images

<

Saved resources
Components

Image recipes

Container recipes
Infrastructure configurations
Distribution settings

Image workflows

Documentation [2

e EC2 Image Builder > Images

<

Import for softucm-ami
page.

in-progress. The import process may take a while, you can view the status in the Image build version details

ARN: arn:aws-cniimagebuilder-cn-north-1:076681423346:image/softucm-ami/1.0.0/1

Images

Owned by me

Image versions (0) info

Shared with me

Managed by Amazon | Waiting for action (0)

(_ View details

Image resource names start with the recipe name and version that they're built from. Select the Name/Version link to see all of the build versions.

Filter platform Filter type Filter source
| Q Find images by nome | | Ay v | | Anytype v | | Anyimageso.. ¥ 1 8
Name / Version A Type v Platform v Image source v Creation time v ARN v
Noitems

No items to display.

e EC2 Image Builder > Images > softucm-amif1.0.0

EC2 Image Builder

Image pipelines

Images

4

Saved resources
Components

Image recipes

Container recipes
Infrastructure configurations
Distribution settings

Image workflows

Documentation [2

<

Images (1) info

| @ Findimage by attribute

o
(m]

Image v

[softucm-ami/1.0.0]/1

Image status v

@ Available

Type v | Platform v | Creation time

AMI Linux

Launch an EC2 Instance from the AMI

February 24, 2025, 02:13 (UTC+00:00)

0]
P
\g) Actions ¥
1 f
v ARN

I5) armiaws-cn:imagebuilder:cn-north-1:07

»

1. Once the image import is complete, navigate to the EC2 service in the AWS Management Console.

2. Click on Launch Instance and select the AMI you just created.


https://documentation.grandstream.com/wp-content/uploads/2025/02/IAM-Roles.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/permissions-policies.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Import-in-progress.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Import-successful.webp

e EC2 > AMIs @
EC2 < Amazon Machine Images (AMIs) (1/1) o ©) (12 Recycte sin ) (2 €c2 image Buitder ) (" Actions ¥ ) E

("ownedbyme ¥ | [ Q. Find AMi by attribute or tag 1 @
Dashboard :
Eueits Name & v | AMiname v | amip v | Source v | Owner v | visibilit,
> Ireteia import-ami-0f253dcd02¢237269  ami-0alicd0acd59778%9a  076681423346/import-ami-0f253dcd0... 076681423346 Private
1 >
Instances

Instance Types
Launch Templates
Spot Requests.
Reserved Instances
Dedicated Hosts
Capacity Reservations

w Images
AMIs

AMI Catalog

3. Choose an instance type that meets your performance requirements and configure the instance settings as needed.

= EQ > Instances > Launch an instance ®

Launch an instance i

¥ Summary
Amazon EC2 allows you to create virtual machines, or instances, that run on the Amazon Web Services Cloud. Quickly get started by following the
simple steps below. Number of instances | Info
|1
Name and tags it
Name Software Image (AMI)
p » AWS-VMImport service: Linux - ..read more
| softucm-Test Add additional tags ami.0a11cd03c4587789a

Virtual server type (instance type)
t3.micro

¥ Application and OS Images (Amazon Machine Image) it ) i
Firewall (security group)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch -

your instance. Search or Browse for AMIs if you don't see what you are looking for below

Storage (volumes)

1 volume(s) - 40 GiB

| @ search our full catalog including 1000s of application and OS images

AMI from catalog Recents My AMIs Quick Start Cancel -

Review commands

Name Q
import-ami-0f253dcd02c237269

Browse more AMIs
Description including AMIs from

AWS-VMImport service: Linux - AlmaLinux 9.4 (Seafoam Ocelot) - 5.14.0-427.13.1.2l9_4.x86_64 Amazon Web Services,
Marketplace and the
Image ID Community

ami-0a11cd0ac459778%

Username (@
root

Published Architecture Virtualization Root device type ENA Enabled
2025-02-24T02:23:34.0002  x85_64 hvm ebs Yes

Instance type

t3.micro Free tier eligible

Family:t5  2vCPU 1 GiBMemery Current generation: true

On-Demand SUSE base pricing: 0.0657 CNY per Hour O Augenerations
On-Demand Linux base pricing: 0.0657 CNY per Hour v

On-Demand Ubuntu Pro base pricing: 0.0897 CNY per Hour Compare instance types
On-Demand Windows base pricing: 0.1287 CNY per Hour

On-Demand RHEL base pricing: 0.2629 CNY per Hour

Additional costs apply for AMIs with pre-installed software

¥ Key pair (login)

4. Launch the instance and wait for it to initialize.

EC2 > Instances > Launch an instance @ |

@ Success

Successfully initiated launch of instance (i-0e34c 32)

» Launch log
Next Steps
Create billing and free tier usage Connect to your instance
alerts

Once your instance is running, log into it from
To manage costs and avoid surprise bills, set up your local computer.
email notifications for billing and free tier

—
usage thresholds. ( Connect to instance [3
P
(_ create bilting alerts [2 > Learn more [2

Access SoftwareUCM on AWS

Once the EC2 instance is running, you can access the SoftwareUCM system through the AWS Management Console.


https://documentation.grandstream.com/wp-content/uploads/2025/02/Lauch-instance-from-AMI.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Instance-type.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/Intsnace-lauch-successful.webp

= EC Instances -0e34c815b32b81c32 Connect to instance

Connect to instance

Connect to your instance i-0e34¢815b3abB1¢32 (SoftUCM-Test) using any of these options

EC2 Instance Connect Session Manager SSH client

Instance ID Serial port
G i-0e34¢815 €32 (SoftUCM-Test) 0 ttyso

Cancel Connect

SoftwareucMm 10g17\[ support

Password:

Last failed login: Mon Feb 24 06:43:05 UTC 2025 on ttySe

There were 5 failed login attempts since the last successful login.
Last login: Thu Feb 20 17:11:50 on ttyl

Please enter select:
SoftwareUCM Management
System Status.

System Settings.
Maintenance.
API Configuration.

Exit.

Note:

Due to AWS network limitations, the Multi-Tenant mode is not supported when running SoftwareUCM on AWS.


https://documentation.grandstream.com/knowledge-base/softwareucm-installation-guide-aws/?hkb-redirect&nonce=a87e233ca3&check=4safd&redirect=helpdesk.grandstream.com&otype=ht_kb_article&oid=106571&source=widget
https://documentation.grandstream.com/wp-content/uploads/2025/02/EC2-Serial-console.webp
https://documentation.grandstream.com/wp-content/uploads/2025/02/SoftwreUCM-Login.webp
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