Live Chat — User Guide

Overview

Live Chat feature is an online customer service solution that allows website visitors to directly create instant messaging sessions or make calls to
customer service staff. This will help visitors contact you to solve their problems or learn more about your services, easily connecting all of your
customers.

The integration method of the Live Chat feature is very simple. You can simply integrate the link of the Live Chat feature to your website.

Applicable Scenarios:

1. Website Customer Service: Integrate customer service entry to your official website, e-commerce platform, products website, etc.

2. Hotel Room Customer Service: Provide a live chat QR code in the room, allow customers to scan the QR code, and contact the customer
service staff.

3. Social Media Customer Service: Provide a customer service link or QR code in your email, Facebook, Twitter, Ins, and other messages.

4. Product After-sales: Provide customer service QR code in your hardware products or software products, and customers can scan it for free to
contact after-sales service staff.

Learn more about his service: https://ucmrc.gdms.cloud/customer

Configure Live Chat on UCM

You need to create a Live Chat on your UCM and configure it.

Prerequisites: You have purchased a UCMRC plan for your UCM device.

Basic Live Chat Configuration

1. The administrator can log in to the Web Ul of the UCM, and find the “Live Chat” configuration page under the “Message” tab:
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2. Click the "Add"” button to create a “Live Chat":
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https://documentation.grandstream.com/wp-content/uploads/2025/08/UCM_Live_Chat_Settings-1.webp
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Create Live Chat

Fill in the name of the Live Chat. It will be displayed on the chat session page of the agent (customer service), and the agent
will know which Live Chat the visitor is accessing through.

Select the destination number, which is the extension or queue number of this Live Chat (receiving message).
Select the display language on the visitor’s Live Chat interface.

If disabled, this live chat will no longer be available for use.

Select whether to allow visitors to make calls.

Select whether to allow visitors to make phone calls before an agent (customer service) receive the session.

Select the WebRTC trunk of the phone customer service which is applicable. You can create it in Extension/Trunk -> WebRTC
Trunk in advance. It is recommended that the destination number of the WebRTC Trunk be the same as the destination
number of the live chat, so that after transferring the chat to a call the receiver will be the same agent.

UCM6300 Series WebRTC Trunk — Guide
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Chat Settings

Select the profile picture that visitors will see. You can upload a picture or use the default picture.

Fill in the name of the agent that visitors will see.

Select whether to display the extension name of the agent
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When the session ends, the visitor can view the chat history during this configured period. After this time, the chat history

Visitor Side Chat L
Isttor side Lhat Log cannot be viewed.

Retention Time (Days) ) o ) )
Note: If the session never ends, the visitor will always see the chat history.

This link can be embedded onto web pages. Clicking it will connect visitors to the configured Live Chat destination. This link

Live Chat Link Address i i i
can also be entered directly into the browser address bar for testing purposes.

3. After creating the Live Chat successfully, you can get a link to the Live Chat, or click to copy the code of the Live Chat, and embed it into your own
website.

Note

o You can generate a QR code from your live chat link, which your customers can scan this QR code to make calls or send you messages.

o Live Chat links can carry parameters such as name, email, or phone number. The format is live chat link +
"&name=xxxx&email=xxxx&phoneNumber=xxxx". The “xxxx" is the parameter you need to fill in, such as your hotel room number, your product
model number, etc. After the customer opens this link, the customer will fill in the information and send it to you.

Example:
https://xxxx.a.gdms.cloud/liveChat/?liveChatAccess =xxxxxx&name=xxx&email=xxxx&phoneNumber=xxxx

Advanced Live Chat Settings

Users can configure advanced options to control Live Chat behavior by opening the settings for a specific Live Chat via its gear icon in the Live Chat
list.
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On the Advanced Settings page, users can configure the following:

Live Chat > Advanced Settings: Test Live Chat
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Live Chat Advanced Settings

When enabled, visitors must fill in their information before initiating a Live

Collect User Info
Chat.

User Info Click “Edit” to customize the prompt requesting visitor details. You can
specify which fields are required and choose whether visitors must agree to



https://documentation.grandstream.com/wp-content/uploads/2025/08/Live_Chat_Advanced_Settings-1.webp
https://documentation.grandstream.com/wp-content/uploads/2025/08/Advanced_Settings_Page.webp

the privacy policy, with the option to edit the policy content. The default
fields are:

e Name
e Email

e Phone Number

When enabled, the agent’s Wave interface will only display Live Chats that
are unassigned or assigned to them. Chats taken by other agents will not
Display Sessions Taken by Other Agents be sh d g y g

e shown.

Note: Wave administrators can view all sessions regardless of this setting.

Enable Chatbot Activates the automated reply function.

Chatbot When enabled, allows selection of an existing Chatbot to handle sessions.

Once the Chatbot is enabled, choose one of the following modes:

e Automatic Reception: All Live Chat sessions are handled entirely by the
Chatbot. No message notifications are sent to Wave extension users
Chatbot Mode (agents) unless the visitor clicks “Transfer to Agent”.

e Chat Assistance: The Chatbot automatically replies to visitors while also
notifying Wave extension users (agents) in real time, allowing them to
take over the conversation at any time.

Required only when the Chatbot is enabled in “Automatic Reception” mode.
If the Chatbot cannot respond automatically, it sends a configured fallback
Transfer to Agent message.
When the visitor clicks “Transfer to Agent”, a notification is sent to the
assigned agent.

Used when the Chatbot is disabled. Defines the message displayed when
Welcome Message - . .
visitors enter the Live Chat interface.

Used when the Chatbot is disabled. Automatically replies to the first
message sent by a visitor.

Note: If an After Hours Prompt is set, it will be used instead during its
configured time period.

Reply to First Message

Allows setting different automatic replies for specific time periods (start
time, end time).

e When the Chatbot is enabled, this message is only sent if the visitor
After Hours Prompt clicks “Transfer to Agent” or sends a message the Chatbot cannot
answer.

e When the Chatbot is disabled, this message automatically replies to the
visitor’s first message during the defined time period.

Advanced Messaging

The UCM Web Ul includes an Advanced Messaging tab where users can create and control automated reply flows for Live Chat, as well as assign a
single chatbot to multiple channels simultaneously.
1. Go to Advanced Messaging — Chatbot.

2. Click "Add Chatbot”, then:
o Enter a name and description.

o Select “Live Chat” channel.

3. Configure the default reply flow (e.g., greetings, FAQs).

4. Assign the Chatbot to Live Chats via Advanced Settings.
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Security Settings

Users can control the access security of the Live Chat feature, you can set “Live Chat Message Attack Defense” in Security Settings — Fail2Ban:

& ucme308

Security Settings

Cd System Settings Static Defense Dynamic Defense Fail2Ban SSH Access

General Se

Basic Defense

SIP Defense

Once the number of chat attempts from
an IP address has reached the Max
Retries value configured for this defense,
the IP address will banned for the

amount of time configured in the
Banned Duration field.

Live Chat Message Attack Defense

Listening port number

* Max Retries 5

* Max Retry Duration (s) 5

Live Chat Message Attack Defense

Max Retries Set the times for the same IP address to access the Live Chat web page during the configured time.

Max Retry Duration Set the duration that limits the number of times to access the Live Chat web page from the same IP address.

Integrate Live Chat On Website

The chat feature and call feature in the Live Chat feature are compatible with browsers on PCs and mobile devices. It can be integrated anywhere.
There are 2 integration methods:
o Method 1:

You can copy this link to your website, email, or any messages. Your customers will be able to create instant chats for messaging or make calls
through this link:
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Welcome, please enter your relevant information so that we can
better serve you.

Live Chat Portal

o Method 2:

You can click the Live Chat icon to copy the code or download the Javascript code file:

To add live chat to your website page, not only supports embedding Live Chat
Link Address in the website, but also supports embedding the following JavaScript
code snippet in the website, which will generate a live chat entry button in the
lower right corner of the webpage. You can:

ok, Download Code Copy Code

Download/Copy Live Chat Code
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After embedding into your website, an online chat entrance will be generated in the lower right corner of the website. Visitors can click to see the
Live Chat interface. Please refer to the screenshot below:

Welcome, please fill in your relevant
information so that we can better serve you.

| agree to process my personal data
according to GDPR and use cookies for
chatting/support purposes. The duration
is 30 days.

Live Chat Portal

Create Sessions or Make Calls (by Visitors)

Visitors can tap to view the interface below through your integrated Live Chat entrance on PCs and mobile devices.
If you have configured the option “Collect Visitor Information” for your Live Chat, visitors must enter the corresponding information before sending
messages and making calls.

Hello, may | help you?

hello

We are offline, please leave us a message.

I'would like a more detailed introduction to this product

@ Detail.pdf
51.3 KB
Download

The session has been received.

® 0

Enter messages
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Live Chat

If you have configured it to allow making calls in live chat, your customers will see a call button at the top of the live chat interface. After clicking
this button, the customer can make a call to the live chat’s configured destination number, and it will call the customer service number of the session

receiver first.

Note: If the WebRTC Trunk has been configured to allow video calls, customers will see the button n and customers can tap to turn on the

camera for video calls.

Support

/1

W

DTMF Camera

Live Chat Audio

Support

Live Chat Video
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Reply to Live Chat on Wave (by Customer Service)

Agents can receive Live Chat messages from visitors after logging in to the Wave Desktop application or Wave Web client, and agents can reply to
messages directly through Wave.

1. After receiving messages, agents can click the "Reception” button or send a message to receive a visitor for this live chat and a visitor's session
can only be processed by one Wave agent.
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Live Chat on Wave

Note: In the reception queue, other service staff can also view the session and reply to the message. You can also expand this list to see sessions
processed by other agents:

b Livechat Eeceived by Others ]

Sam

[Draft] Thank you very .

Collapse Live Chats

2. After customer service receives the session, the action button will appear in the upper right corner of the chat:

2 ) Sghuang O & & =@ .-

® Online | livechat63157

Live Chat Actions

Options on the right upper corner of the chat window.

[24]: The user can click this option to view the CRM contact corresponding to this phone number. This entrance can be seen only if the user has

installed and logged into the CRM.

(3 : The user can click this option to forward the session to another Wave client user. After forwarding the session, the user will exit this session,
and the other Wave client user will continue chatting with this visitor.

« : The user can click this option to mark this session as processed, which means the visitor's problem has been resolved, and the session will be

deleted from the session list.

@& : The user can click this option to initiate a video or audio call with the selected contact or visitor. Once the call is accepted, the conversation

will switch to a real-time video or audio session.

=a : The user can click this option to search within the current chat to quickly locate specific messages or keywords without manually scrolling

through the conversation history.
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.-« : The user can click this option to access additional actions for the current chat. Available options include adding the contact to personal
contacts and downloading the chat history.

: You can click the profile picture of a visitor to view the information about the visitor. You cannot view the details if you have not configured
the feature “Collect Visitor Information” for live chat.

Ellen

Perzonal Phone
123445556 (O
Emai

ellen@gmail.com

Client Information

View Resolved Live Chat Sessions

You can view all live chat sessions in your queue, including those hosted by yourself and others.

1. You can click the button

in the upper right corner of the session list to view resolved live chat sessions:

~ Ellen
- livechat548 (Fro
-- ¢ ; thar (' start Chattin
¥ LiveChat received by others -t 2
Ellen (4 Resolved Sessions
Jack received the session frd

View Resolved Sessions

2. The following screenshot shows a list of resolved sessions. The search feature has been supported.
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Answer Calls (by Customer Service)

Customer service staff can log into the Wave Desktop application or web client, and receive calls from visitors, as well as video calls (The WebRTC
trunk of the live chat allows making video calls).

e Johnson(livechat548)

Wave Live Chat Call

a Talking to Jehnsen

]
00:01:30 ¢~ P~

Mic Camera
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Wave Video Chat

If you have more than one customer service staff and more calls, you can use the “Switchboard” feature:
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Learn more about Live Chat:
Switchboard Instructions
WhatsApp User Guide
Telegram User Guide

WeDbRTC Trunk Instructions
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