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Captive Portal — Authentication via Facebook

Overview

The Captive Portal feature on Grandstream GWN Networking Solutions allows administrators to define a customized Landing
Page (Splash Page) that is displayed on Wi-Fi clients’ browsers when attempting to access the internet. Once connected to a
GWN Access Point, clients are forced to view and interact with this page before internet access is granted.

By integrating Facebook Login (Social Login Authentication), businesses can offer a frictionless, one-click login experience for
their guests. Instead of asking users to remember complex passwords or fill out long registration forms, guests can securely
authenticate using their existing Meta (Facebook) credentials.

Captive portals with social authentication are highly effective in environments offering free Wi-Fi hotspots, including:

o Hospitality & Retail: Hotels, coffee shops, and restaurants.
o Public Venues: Airports, shopping malls, and business centers.

o Marketing: Businesses looking to increase brand visibility, drive users to their primary website, or collect demographic
insights via Facebook Analytics.
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Prerequisites

Before configuring the Captive Portal, ensure you have the following hardware and account requirements ready.

Hardware Requirements
You will need an active internet connection and at least one of the following Grandstream networking setups:

o Grandstream Access Point: A standalone GWN series Wi-Fi access point.
o Grandstream Wireless Router: A GWN series router with built-in Wi-Fi capabilities.

o Wired Router + Access Point: A Grandstream wired router (e.g., GWN70xx series) acting as the controller, paired with at
least one GWN Access Point to broadcast the Wi-Fi network.

Account Requirements

o Meta Developer Account: An active, verified Meta for Developers account (developers.facebook.com).

o Meta App Credentials: You must have already created a Meta App configured for “Facebook Login” and have your App
ID and App Secret ready.

1. Meta App Configuration

Once your Meta Developer account and Business Portfolio are set up, you need to create and configure the specific App that
will handle your Wi-Fi portal’s authentication requests.


https://documentation.grandstream.com/wp-content/uploads/2026/04/illustration-facebook-auth.webp
https://developers.facebook.com/

1.1 Create the App
To begin, you need to create a new app container within your Meta Developer workspace.

1. Navigate to your Meta Apps dashboard (developers.facebook.com/apps).
2. Click the green Create App button in the top right corner.

3. Follow the on-screen prompts.

o0 Meta My Apps Required actions @) Docs w More w Q Search... Q .
Apps Q_ Search by App Name or App ID Create App
Filter by Admin Apps

(®) All Apps (14)

e okok

) App ID: 922543757070874
Restricted (2) Mode: Live

Type: None
Archived
Required actions (3)

) Administrator
Business portfolio Clear
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1.2 Add the Facebook Login Product
Your app needs the specific toolset designed to handle social logins.

1. Once your app is created, you will be taken to the App Dashboard.
2. In the left-hand navigation menu, locate and click Add Product.

3. Find the Facebook Login card and click Set Up to add it to your app.
0O Meta My Apps Required actions € Docs w Tools w Support w

T okok v App ID: 922543757070874 App Mode: Development . Live

ﬁ Dashboard

Required actions
My products

{é} App settings v

App roles v

Q Alerts 1 v °

@ App Review v Facebook Login

Products The world's number one social login product.
Facebook Login v Heaiiines —
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1.3 Configure OAuth Settings (Critical Step)

This is the most important step on the Meta platform. You must tell Facebook exactly which web address (your Grandstream
controller) is allowed to request logins.

1. In the left-hand menu, under Facebook Login, click Settings.


https://developers.facebook.com/apps
https://documentation.grandstream.com/wp-content/uploads/2026/04/step-1-create-the-app.webp
https://documentation.grandstream.com/wp-content/uploads/2026/04/step-2-add-product-facebook-login.webp

2. Locate the Valid OAuth Redirect URIs field.

3. Paste the exact redirect URL provided by your Grandstream controller (https://cwp.gwnportal.cloud:8443/GsUserAuth.cgi?
GsUserAuthMethod=3).

4. Scroll down to the Login from devices setting and toggle it to Yes.

5. Click Save Changes at the bottom of the page.

0QMeta My Apps Required actions €)  Docs v Tools w Support w Q search.
" okek - App ID: 922543757070874 App Mode: Development () Live App type: None
{2} Dashboard Client OAuth settings
Required actions Client O/
s tf

d prevent abuse by locking down
yif

if not used
{c:)} App settings v

- Web OAuth login Enforce HTTPS
= Enables web-based Client OAuth Logir f HTTPS for redirect URIs
2] App roles v DK, Strongly
Q Alerts D v o | Force Web OAuth reauthentication o | Embedded browser OAuth login

° 1w e to enter their 2 Redirect URIs for Client
rd in order to log in on the OAuth Login.
@ App Review v
Use Strict Mode for redirect URIs
Products Add Product Only allow redirects that exactly match the Valid OAuth Redirect URIs. Strongly recorr
Facebook Login ~
-I hitps://cwp.gwnportal.
Quickstart

Copy to clipboard
Activity log

v Login from devices o | Loginwith the JavaScript SDK

o s o
= i Enables the OAuth clie cat
i= Activity log devices li

Allowed Domains for the JavaScript SDK

Login and signed-in functionality of th Script SDK will only be available on these domains

Allowed Domains for Ihe JavaScript SDK
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1.4 Retrieve Credentials & Go Live

Finally, you need to gather the unique keys that will connect your Access Point to this app, and publish the app so guests can
use it.
1. In the left-hand menu, navigate to App settings > Basic.

2. Here, you will find your App ID and App secret (you may need to re-enter your password to reveal the secret). Copy
both of these down you will paste them into the Grandstream interface in the next section.

3. Make sure you have entered a valid URL in the Privacy policy URL field (Meta requires this for public apps).

4. At the top of the screen, click the toggle to change the App Mode from Development to Live.

0Q Meta My Apps Required actions e Docs w Tools w Support w Q Search..

— okok - App ID: 922543757070874 | Asp Mode: Development @ Live | App type: None

ﬁ Dashboard

App ID App secret
Required actions il e TR =
922543757070874 296be46bfe3d4740f3533 A Reset
[} App settings| ~ For your security, do not share this with anyone
Display name Namespace
Advanced okok
2] App roles v i
i App domains Contact email @
Q Alerts 1 v
R Privacy policy URL Terms of Service URL
@ App Review v
https://www.grandstream.com Terms of Service for Login dialog and app details
Products Add Product
User data deletion @ App icon (1024 x 1024)
Facebook Login A Data deletion instructions URL - =]
Settings You can also provide a link
Quickstart
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https://documentation.grandstream.com/wp-content/uploads/2026/04/step-3-facebook-login-settings-valid-oath-redirect-uris-and-enable-login-from-devices.webp
https://documentation.grandstream.com/wp-content/uploads/2026/04/step-4-app-settings-%E2%86%92-basic-turn-on-app-mode-develoment-to-live-and-copy-app-id-and-app-secret.webp

2. Grandstream Access Point Configuration

With your Meta App ready and credentials in hand, it is time to configure your Grandstream GWN Access Point (or Router) to
broadcast the network and enforce the Facebook Captive Portal.

2.1 Create a New Captive Portal Policy

First, you need to define the rules for how the splash page will behave.

1. Log in to your Grandstream GWN web interface (or GWN.Cloud / GWN Manager).
2. On the left-hand navigation menu, go to Captive Portal > Policy List.

3. Click the blue + Add button to create a new policy.

=i Captive Portal / Policy List

Name Authentication Type

Login for free

Social Login Authentication
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2.2 Configure the Policy Settings
In this menu, you will link the Grandstream hardware to your Meta App using the credentials you copied earlier.

1. Name: Enter a descriptive name for your policy (e.g., Facebook Captive Portal).

2. Splash Page: Set this to Internal.

3. Authentication Type: Select Social Login Authentication from the dropdown menu.

4. Facebook: Check the box next to Facebook to reveal the credential fields.

5. App ID & App Secret: Paste the exact App ID and App Secret you retrieved from the Meta Developer dashboard.
6. Use Default Portal Page: Check this box to use Grandstream’s built-in, mobile-responsive Facebook login page.

7. Click Save.


https://documentation.grandstream.com/wp-content/uploads/2026/04/create-policy-1.webp

Edit

Basic Auth Rule

Name Facebook Captive Portal

Splash Page | Internal

Authentication Type | Social Login Authentication

Client Expiration (2) | 7 Day(s)
Client Idle Timeout (2) | 24 Hour(s)
Unauthenticated Client Timeout (2) 24 Hour(s)

Facebook (2)

Facebook App Id 922543757070874

Facebook App Secret | sresssssssnsiinniinnnn

Twitter (2)
Google (2)

Use Default Portal Page
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Note: When you select Facebook authentication, the GWN system automatically configures the necessary “Pre-
Authentication Rules” in the background to allow guest devices to securely reach Facebook’s login servers before they
have full internet access.

2.3 Create or Edit an SSID

Next, you need a Wi-Fi network (SSID) to broadcast this new Captive Portal policy to your guests.

1. Navigate to the SSIDs menu on the left sidebar.

2. Click the blue + Add button to create a new guest network, or edit an existing one.

=< SSIDs
+ Add Configure WP Series Devices
Name £ SSID Band Wi-Fi VLAN ID
2.4GHz & 5GHz N x
2.4GHz & 5GHz v X

23 Create or Edit an SSID

2.4 Apply the Captive Portal to the SSID
Finally, attach the policy you just created to this Wi-Fi network.

1. SSID: Name your Wi-Fi network (e.g., Facebook Wi-Fi). This is what guests will see on their phones.
2. Security Mode: For public captive portals, this is typically set to Open (the portal itself acts as the gateway).

3. Enable Captive Portal: Check this box to activate the portal on this specific SSID.


https://documentation.grandstream.com/wp-content/uploads/2026/04/create-policy-2.webp
https://documentation.grandstream.com/wp-content/uploads/2026/04/create-policy-3.webp

4. Captive Portal Policy: Click the dropdown menu and select the policy you created in Step 2.2 (e.g., Facebook Captive
Portal).

5. Click Save at the bottom, and don't forget to click Apply at the top of the GWN interface to push the changes to your
Access Points.
Edit

Wi-Fi Device Membership

SSID (2 Facebook Wi-Fi
Enable SSID
Client IP Assignment (2 Bridge
VLAN
SSIDBand (2) | 2.4GHz & 5GHz

Access Security

Security Mode Open
MAC-Based RADIUS (2)

Enable Captive Portal

Captive Portal Policy

Use MAC Filtering grandstream

Facebook Captive Portal

Client Isolation
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3. Client Verification

Now that the Meta App and Grandstream Access Point configurations are complete, it is highly recommended to verify the
user experience by connecting to the newly created guest network using a mobile device.

3.1 Triggering the Captive Portal

1. On a smartphone or tablet, navigate to the Wi-Fi settings and select the guest SSID you configured (e.g., Facebook Wi-Fi).
2. The device should automatically launch its captive portal browser and display the Grandstream Splash Page.

3. Check the Accept Terms Of Use box, then tap the Connect With Facebook button.


https://documentation.grandstream.com/wp-content/uploads/2026/04/create-policy-4.webp

Sign in to face
https://cwp.gwnportal.cloud

o
N

GRANDSTREAM

CONNECTING THE WORLD

f Connect With Facebook

« Accept
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3.2 Facebook Authorization

1. The portal will securely redirect the user to Meta’s authentication servers.

2. If the user is already logged into the Facebook app or browser on their device, they will see a prompt to continue with
their existing profile. (If they are not logged in, they will be asked to enter their Facebook email and password).

3. The user taps Continue to grant the portal authentication access.

Sign in to face
https://m.facebook.com

6o

You previously logged into okok
with Facebook.

Would you like to continue?

Cancel

By continuing, okok will receive ongoing access to the
information you share and Meta will record when okok
accesses it. Learn more about this sharing and the
settings you have.

okok's Privacy Policy
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https://documentation.grandstream.com/wp-content/uploads/2026/04/on-the-phone-face-1.webp
https://documentation.grandstream.com/wp-content/uploads/2026/04/on-the-phone-face-2.webp

3.3 Successful Connection

1. Once Facebook validates the login, a success token is passed back to the Grandstream Access Point.
2. The portal will display an “Authentication successful!” message.

3. The splash page will close, and the guest device is now granted full access to the internet.

Sign in to face
https://cwp.gwnportal.cloud

Authentication successfull!
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https://documentation.grandstream.com/wp-content/uploads/2026/04/on-the-phone-face-3.webp
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