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INTRODUCTION

This guide explains how to integrate Grandstream IPPBX systems with Amazon Storage Service (S3) to store system backup
files in customer-owned cloud storage. This integration is intended for recovery, compliance, and long-term retention,
independent of the primary Grandstream IPPBX storage.

Amazon S3 provides highly durable, off-site storage, allowing administrators to maintain an additional copy of PBX
configuration data outside the appliance or cloud instance. When configured, the PBX automatically uploads backup archives
to a designated S3 bucket using secure IAM credentials.

The procedures in this guide walk through:

o Preparing an Amazon S3 bucket and IAM user.
o Configuring the PBX to connect securely to that bucket.

o Performing manual and scheduled backups to S3.
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PREREQUISITES

To complete this integration, please ensure the following:

o The Grandstream PBX is upgraded to a firmware release that introduces Amazon S3 storage integration (For more
information, refer to the Supported Models section).

o Administrator access to the PBX web Ul with integration privileges.
o An AWS account with the ability to create and manage S3 buckets, as well as IAM users and access credentials.
o Stable internet access from the PBX to AWS.

o A dedicated IAM user limited to access only the target S3 bucket.

AMAZON S3 CONFIGURATION

This section covers the preparation steps required in Amazon S3 before the PBX can store backups. You will create a dedicated
backup bucket and an IAM user with restricted permissions that the PBX will use to upload backup files securely.

Create an S3 Bucket
Follow the steps below to create the bucket that will store IPPBX backup files.

1. Sign in to the AWS Console and open Amazon S3.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Amazon_S3_Integration_Diagram-01.webp

Services

s3
Features Scalable Storage in the Cloud

Documentation

Top features

Knowledge articles
Marketplace

Blog posts

Events ier

Tutorials chive Storage in the Cloud

Family

Large Scale Data Tran:

Navigating to the Amazon S3 Service from the AWS Console

2. Before creating the bucket, select the correct AWS Region in the console header (top-right). The bucket will be created in
this region.

United States ® C
N. Virginia us-east-1
Ohio us-east-2
N. California us-west-1
Oregon us-west-2

Asia Pacific
Mumbai ap-south-1
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Sydney ap-southeast-2
Tokyo ap-northeast-1

Canada
Central ca-central-1

Europe
Frankfurt eu-central-1
[=ED eu-west-1
London eu-west-2
Paris eu-west-3
Stockholm eu-north-1

South America

53o Paulo sa-east-1

There are 17 Regions that are not enabled for

Manage Regions Manage Local Zones

Selecting the AWS Region

3. Click Create bucket.
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https://documentation.grandstream.com/wp-content/uploads/2025/12/Search_S3_Storage_Service.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/AWS_Region_Setting.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Create_S3_Bucket_Option.webp

Amazon S3 Bucket Creation

4. On the Create bucket page, review the value shown under AWS Region (for example: eu-north-1, us-east-2, etc.)

5. Under Bucket type, select “General purpose”.

General-purpose buckets are recommended because they automatically store data across multiple Availability Zones (for high
durability) and support the full set of standard Amazon S3 features used by the PBX backup integration.

6. Enter a Bucket name.

7. Leave Object Ownership set to “ACLs disabled (recommended)”. This ensures the bucket owner always retains control of
backup files and access is managed using IAM policies instead of object-level ACLs, reducing complexity and
misconfiguration risk.

Create bucket i«

Buckets are containers for data stored in 53,

General configuration

AWS Reglon
Europe (Stockholm) ew-north-1

Bucket type info

0 Ge Directory
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Bucket Creation Configuration Settings

8. Ensure that Block all public access remains enabled. This setting enforces private-only access paths since backups must
never be exposed publicly.

Block Public Access settings for this bucket
Public access is granted 1o buekets and objects through access control lists (ACLS), bucket policies, aecess point policies,
s 3t you turn on Block all pu s, but before applying any of these sottings, ensure that your applications will work corractly without public access, If you require some level of

a7 il In order 1o ensure that public access to this bucket and its abjects is blocked, wrm on Block all public access. These settings

3pply only 1o this bucket and its access points. AWS recomn
public access to this bucket or abjects within, you can customize the individual settings below to 5

your specific storage use cases. Learn more &

2 Block all public access
Tuming this setting on (s the same as tuming on al Four settings below. Each of the following settings are independent of one angther

Block public access to buckets and objects granted through new access control lists (ACLs)
Block public access to buckets and objects granted through any access control lists (ACLs)

Block public access to buckets and objects granted through new public bucket or int policies

Block public and cross-account access to buckets and objects through amy public bucket or access point policies

Bucket Public Access Settings

9. (Optional but recommended) Enable Versioning and Default Encryption before creating the bucket. Versioning allows
rollback to previous backups if one becomes corrupted, and encryption ensures backup data is protected at rest.

10. (Optional) Enable Object Lock only if your organization requires immutable backups. Object Lock prevents backup files
from being deleted or overwritten for a defined retention period. It is typically used in regulated environments (WORM
compliance).


https://documentation.grandstream.com/wp-content/uploads/2025/12/Bucket_Configuration_Parameters.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Block_Public_Access_Settings.webp

Bucket Versioning

50 versioning to preserve, retrieve, and restore every version of every abject stored in your Amazon S5 bucket. With versioning, you can easity recover from

Tags - optional
You can use bucket tags to analyze. manage and specify permissions for a bucket. Learn mare
© You can use s3ListTag , <3 TagRe: and 531 APIs 1o manage tags on 53 general purpose buckets for access control in addition t cost allocation and resource organization. To ensure 3 seamiess transition,
please provide permissions to s3:List , 55 and actions. Leam mors &8

( Addnewtag )

Default encryption i
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© Server-side encryption with Amazon 53 managed keys (SSE-53)
Server-side encryption with AWS Key Management Service keys (SSE-KMS)
Duai-tayer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
Bucket Key

Disable
© Enable

¥ Advanced settings

Object Lock

© Disstsie
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(D Object Lack works only in versioned buckets. Enabling Object Lock automatically enables Versioning.

Bucket Versioning Encryption and Object Lock Settings

11. Click Create bucket. After creation, you will see a confirmation message and be redirected to the bucket details page.

@ Successtully created bucket “ucm-backup-storage-bucket”

To upload files and folders, or to configure additional bucket settings, choose View detalls.

General purpose buckets ([IETET Ty Directory buckets

General purpose buckets (1) im0 c Empty Create bucket » Account snapshot i Ty
Buckets are containers for data stored in S3. [
Q ; 3 ™ Storage Lens provides visibilty into storage usage and activity trane
Name a | AWS Region v | Creation date v
uem-backup-storage-bucket Europe (Stackholm) eu-narth-1 December 29, 2025, 15:09:38 (UTC+01:00) » External access summary - new it

Updsted duiy

Bucket Creation Confirmation Page

12. Record the bucket name and region, both of which are required when configuring Amazon S3 on the PBX.

Create an IAM User and Access Keys

The PBX connects to Amazon S3 using an IAM user. It is strongly recommended to create a dedicated IAM user with restricted
permissions instead of using a root or administrative account.

Follow the steps below to create credentials for the PBX.

1. Open the AWS Console and go to IAM—Users—Add users.
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Navigating to IAM Users in the AWS Console

2. Click on “Create user”.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Optional_Bucket_Configuration_Parameters.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Bucket_Created_Successfully.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/IAM_Users_Settings.webp

Users (0) we @ s -
An 1AM user is an identity with long-term eredentials that is used 1o interact with AWS in an account

Q, Search 1 ]
User name a Path ® | Group: ¥ | Lastactivity v | MFA ¥ | Passwordage v | Consolelastsign-in ¢ | Access keyID @ | Active key age v | Acce
No resources to display
Creating a new IAM user in the AWS Console
3. Enter a username (for example: ucm-s3-backup).
4. Leave “Provide user access to the AWS Management Console” unchecked.
Specify user details
User details
User name
ucm-s3-backup
The user name can have up to 64 characters. Valid characters: A-Z, 3-2, 0-9, and + @ _ - (hyphen)
Provide user access to the AWS Management Console - optional
In a rs with SigninLocalDevelopmentAccess permissions can use the same console eredentials for programmatic access
[ @ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you can generate them after you create this IAM user.
Learn more L
ace QD

Configuring IAM User Details

5. On the Set permissions page, select Add user to group. Using a group makes it easier to manage backup permissions
later if additional systems are added.

6. Click Create group and name the group something descriptive, such as “ucm-backup-group”.

7. Select Create policy to configure the permissions for this user group.

Create user group X

Create a user group and select policies to attach to the group. We recommend using groups to manage user permissions by
job function, AWS service access, or custom permissions. Learn more (B

User group name
Enter a meaningful name to identify this group.

Maximum 128 characters. Use alphanumeric and '+=_@-_' characters.

Permissions policies (1109) @

Filter by Type
lass X | | All types v | 14 matches 1 @
Policy name |2 - | Type v Use... ¥ ‘ Descr
9§ AmazonDMSRedshift53Role AWS managed None Provi
E &8 AmazonS3FullAccess AWS managed None Provit
. §# Amazons30bjectLambdaExecutionRolePolicy AWS managed None Provic
B AmazonS30utpostsFullAccess AWS managed MNone Provic

Create User Group Policy

8. On this page, name the policy and define permissions using either the Visual editor or the JSON editor (advanced).
o Method 1 (Visual editor):

o Choose Service — S3, then enable:

O GetBucketLocation (under Read)

o putObject (under Write)

o Specify the resources by clicking “Add ARN” under bucket, entering the previously created bucket name, then
repeat under object and enter the same bucket name with * as “Resource object name” to allow access to
objects inside the bucket.

o Method 2 (JSON editor): Paste the policy below and replace YOUrR-BUCKET-NAME with your S3 bucket name.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Create_IAM_User.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Specify_User_Details.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Create_Permission_Policy.webp

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::YOUR-BUCKET-NAME",
"arn:aws:s3:::YOUR-BUCKET-NAME/*"
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9. Save the policy, return to the Create user group window, refresh the list, select your new policy, and click Create user
group.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Visual_Permission_Editor.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/JSON_Policy_Editor.webp

Create user group X

Create a user group and select policies to attach to the group. We recommend using groups to manage user permissions by
job function, AWS service access, or custom permissions. Learn more |2

User group name
Enter a meaningful name to identify this group.

ucm-backup-group

Maximum 128 characters. Use alphanumeric and "+=,_.@-_' characters.

Permissions policies (1111) @

Filter by Type
(O, backup-p| X) | Customerma... ¥ | 1 match . 1 > @S
Policy name (2 A | Type v | Use... ¥ Description
= backup-policy Customer marn... Permis... -

Creating an IAM User Group

10. Complete the user creation wizard by assigning the created group and confirming.

Set permissions
Add user to an existing group or create a new one. Using groups ks a best-practice way to manage user's permissions by job functions. Learn more

Permissions options

| © Add user to group Copy permissions Attach policies directly
Add user to an existing group, or create a new group. We Copy 3l group memberships, attached managed policies, and inline Attach 2 managed policy directly to a user. As 3 best practice, we
recommend using groups to manage user permissians by job policies from an existing user recommend attaching policies to & group instead. Then, add the
function. user to the appropriste group.

User groups (1/1) @ ( create group )

Q Ssearch | 1 @
Group name (A a | users v | Attached policies 2 v | Created v
{ uem-backup-group 0 backup-policy 2025-12-29 (Now) ]

¥ Set per boundary - optional

Set a permissions boundary to control the maximum permissions for this user. Use this advanced feature used to delegate permission management to others, Learn more

Use a permissions boundary to control the maximum permissions
You can select one of the existing permissions policies to define the boundary.
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Assigning the IAM User to the Backup Group

11. Open the user, go to Security credentials, and click Create access key.
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Creating an IAM Access Key for the Backup User

12. Choose Application running outside AWS, then generate and save:
o Access Key ID

o Secret Access Key


https://documentation.grandstream.com/wp-content/uploads/2025/12/Create_User_Group-1.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Select_Group_for_User.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Create_Access_Key.webp

13. Click Download .csv file and store it in a secure location.

@ This is the only time that the sseret access key can be viewed or downlasded. You cannot recover it Later. However, you can create 3 now access key amy fime.

@ Actuss key best practices & Retrieve access keys ..
alternatives
e 2 - cprir Access key
@ Set description tag If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.
Sazm 5 Access key Secret access key
(@) Retrieve access keys
0 AKIAZKDIDCHYOIPELYHS - Rl
Access key best practices

= Never store your access ke in plain text, in a code repasitory, or in code.
« Disable or delete access key when no longer needed

« Enable least-privilege permissions.

« Rotate access keys reqularty.

For more details about managing access keys, see the bast practices for managing AWS access keys.

3] |
Viewing and Downloading the IAM Access Key

Notes:

o This is the only time AWS will display the Secret Access Key. If it is lost, you must create a new access key.
o These keys will be entered later in the PBX Amazon S3 configuration.

o Keep these credentials secure. If exposed, disable and regenerate them immediately.

PBX CONFIGURATION

This section describes how to connect the PBX to the Amazon S3 bucket created earlier and how to use S3 as a backup
destination. After configuration, the PBX will securely upload backup files to the designated S3 bucket.

Configure Amazon S3 Connection

Once the S3 bucket and IAM credentials are prepared, the next step is to configure the PBX so it can store backup files in
Amazon S3.

Follow the steps below.

1. Log in to the PBX web Ul using an administrator account with integration privileges.
2. Go to PBX Settings—Storage Device Management—Amazon S3.

3. Toggle Enable to activate the Amazon S3 configuration fields.

4. Fill in the fields as follows:

Select the AWS Region where your bucket was created (for
example: Europe (Stockholm) eu-north-1).

Region
& If only a text field is available, enter the AWS Region code (for
example: eu-north-1, us-east-2).
Enter the exact name of the S3 bucket you created (for example:
Bucket ucm-backup-storage-bucket). Bucket names are case-sensitive and
must match exactly.
Kev ID Paste the Access Key ID from the IAM user created earlier. The
e
v field is masked immediately after entry for security.
Paste the Secret Access Key from the downloaded CSV file. The
Secret Key

field is masked immediately after entry for security.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Access_Key_Created.webp

5. Click Start under Test Connection. If the test succeeds, a confirmation banner appears, indicating that the PBX can reach
the S3 bucket using the provided credentials.

Storage Device Management
@ Amazon 53 connection is normal!

NAS SFTP USB Disk/SD Card File Management Amazon S3
Enable Q
* Region © Europe (Stockholm) eu-north-1 ) to AWS Documentation to

(D if there is no option, enter the AWS Region code, for example,
enter “us-east-2" for the eastern part of the United States (Ohio).

* Bucket © ucm-backup-storage-bucket

xKeyID C sssssccsssscsssssees

* Secret Key @

Test Connection

(D It is recommended to test connection during the initial setup and
after changing settings to confirm it is working property.

Successful Amazon S3 Connection Test

6. After a successful test, click Save.

Using Amazon S3 for Backups

Once Amazon S3 is configured and enabled, the PBX can store backup archives directly in the configured S3 bucket.

Note:

Only backup files are uploaded to Amazon S3. Other system data (such as call recordings and voicemails) continues to use the
primary storage configured on the PBX.

Create a Manual Backup to Amazon S3
To create a manual backup to Amazon S3, please follow the steps below:

1. Log in to the PBX web Ul.
2. Navigate to Maintenance—Backup—Backup/Restore.

3. Click Backup to create a new backup task.

Backup

Backup/Restore Data Sync

(i) Backup files must be _tar or .tgz, named with alphanumeric characters, dashes (-) and underscores (_).

I Backup H Schedule Backup Upload

Scheduled Backup Task List

Name 5 Storage Location 5 Start Time 3

Creating a New Manual PBX Backup

4. Select the configuration components you want included in the backup.

5. Under Storage Location, choose Amazon S3.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Amazon_Connection_Test_Successful.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Manual_Backup_Button.webp

Note:

Amazon S3 can be selected only when S3 integration is enabled and the connection test has succeeded.

Backup > Create New Backup

(@ Backups may take some time if backing up large amounts of data. It is recommended to use extemal storage devices such as SD cards, USB flash drives, etc. EXT4 is the recommended file system for external storage devices.

= Choose Storage Location Amazon S3 Amazon 53
= File Name © backup_test2
Choose Backup Files Al Config File IM Message IM Files CDR Records Recording Files Fax Files Voicemail Voice Prompt Files
Queue Statistics Report ZeroConfig Storage Meeting Report
D Selecting “Voicemail® will als back up Selecting “ZeroC: will ot back up uploaded device firmware,

Manual PBX Backup Settings

6. Click Execute to start the backup.
The PBX creates the backup file locally and uploads it to the configured S3 bucket using the IAM credentials provided. If the
upload fails, check S3 connectivity, IAM permissions, and bucket region configuration.
Configure Scheduled Backups to Amazon S3
Scheduled backups allow regular automated upload to Amazon S3.

1. Go to Maintenance—Backup/Restore.

2. Click Schedule Backup to create a new scheduled backup.

Backup

Backup/Restore Data Sync

(i) Backup files must be .tar or .tgz, named with alphanumeric characters, dashes (-) and underscores ().

’ Backup ’ Schedule Backup ’ Upload ‘

Scheduled Backup Task List

Name 5 Storage Location 5 Start Time 5
Creating a New Scheduled PBX Backup

3. Specify the date, time, and recurrence (e.g., daily, weekly, monthly, or custom).
4. Select the components to include in the backup.

5. Under Storage Location, choose Amazon S3.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Manual_Backup_Settings.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Schedule_Backup_Button.webp

Backup > Create New Schedule Backup

(D Backups may take some time if backing up large amounts of data. It is recommended to use extemal storage devices such as SD cards, USE flash drives, etc. EXT4 is the. ke system for

(@ SFTP server can be configured in the PBX Settings-»Storage Device Management -» SFTP page.

(@ Confguring multiple scheduled backups at the same time may affect performance. It is recommended to schedule them for non-working hours o to set intervals for different backup tasks.

Schedule Backup
«Name @ Schedule Backup
* Choose Storage Location Amazon 53 Amazon 53
* Date 2025-12-30 =
* Time 17:00
* Repeat Every Day
Choose Backup Files Al Config File @ IM Message IM Files CDR Records. Recording Files Fax Files Voicemail Voice Prompt Files

Queue Statistics Report ZeroConfig Storage Meeting Report

(D) Selecting "Voicemail” will also back up assigned name announcements. Selecting “ZeroConfig Storage” will not back up uploaded device firmware.

Scheduled PBX Backup Settings

Note:

Amazon S3 can be selected only when S3 integration is enabled and the connection test has succeeded.

6. Save and apply the scheduled backup settings.

The PBX will automatically generate and upload backups to S3 at the configured times.

Verify Backups on Amazon S3
Once a backup task (manual or scheduled) completes, verify the S3 bucket to confirm that the backup file has been uploaded.

1. Sign in to the AWS Console.
2. Open Amazon S3—Buckets.

3. Select the bucket configured for PBX backups.

e Amazon S3 > Buckets

Amazon S3 <
General purpose buckets ([T Directory buckets
¥ Buckets
General purpose buckets
roose buckes @ Eemm) o) Cooe) QD
Directory buckets General pu buc (2) 1ot 0 Copy mpty ele

Buckets are containers for data stored in 3.
Table buckets

Vector buckets New Q Find buckets by name 1 @
¥ Access management and Name a | AWS Region v | Creation date v |
security amazon-s3-ucm-bucket Canada (Central) ca-central-1 December 29, 2025, 17:02:52 (UTC+01:00)

Access Points
| ucm-backup-storage-bucket Europe (Stockholm) eu-north-1 December 29, 2025, 15:09:38 (UTC+01:00)

Access Points for FSx

Selecting the S3 Bucket Used for PBX Backups

Inside the bucket, the PBX creates a folder named after its MAC address. This allows multiple devices to share the same S3
bucket without overwriting each other’s backups.

4. Open the folder whose name matches the PBX MAC address.

Amumnsd ¢ ucm-backup-storage-bucket ...

B——— Objects  Matadata | Properties i Matrics

Directory buckets

Tt bucets Objects (1) © (Docomyssums ) (T comyvms ) (& vownions ) (openiz ) (Cowie =
Vector buckets New Objects are the funcamental entities stored in Amazon S5. You can use Amazon S3 invertory 2 to get a bt of al bjects in your bucket. For athers to access your objects, you'll need ta explicitly grant them permissions. Leam more (1

¥ Access managemant and Q Find obyects by prefix 1 ®
security

Ao okt Name a | Type 9 | Last modified v | s v | Storageclass v

Accuss Points for Fx [) Co74AD453E4D/ Folder

Access Grants

Opening the Main PBX Backup Folder

5. Inside the folder, confirm that backup files exist.


https://documentation.grandstream.com/wp-content/uploads/2025/12/Scheduled_Backup_Settings.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Target_Backup_Bucket.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Backup_Folder_in_Storage.webp

— ETe— g6

Aeumen 33 ¢ CO74AD453E40/

* Buckets

Generat purpose busckees Objecis | Propesibes
Objects (2) 5 Covy L pen 2 . (Cactions » ) (Create rotaer ) (@RISR
Objects are the fundamental entities stored in Arazon S5 You can use Amaz tory & to get a It of all objects in your bucket. For athers to access your objects, youll need to explicitly grant them permissions. Leam mare &
* Access management and Qr " " 1 ]
security
Name & | Tyee ® | Last modified v | S v | Storage class v
= December 30, 025, 121750 " andare
B backup tess2 g g reoanen 99M8  Standard
December 30, 2025, 122059
[ backup_tesst g ™ i 199M8  Standard

¥ Storage management and
insights

Verifying Backup Files Stored in the PBX Folder

If the folder is empty or missing, check the backup job result in Backup—Backup/Restore—Sync History.

Syne History
Name 3 Type 2 Task Status 2 Stant Time 3 Repest Options
Realtime Backup Backup Executed 20251230 12:21 :"f;:’“[ 1)
. No Repeat -
Reattime Backup Backup Executed 2025.12:30 12:18 e 0}
No Reoeat =
X - Faited 202512 ]
Reattime Backup Backup 2025-12:30 12:16 v T
No Repeat
k a0 " 20251230 12114 L
Realtime Backuo Backup 2025-12:30 12:1 i, o
No Res
Reattime Backup Backup f 2025-12-30 12:12 l; i ot o
) Mo Repeat
Reattime Backup Backup Executed 20251230 12:10 i o

Reviewing Backup Sync History

SUPPORTED MODELS

The Amazon S3 integration is available only on specific Grandstream PBX platforms and firmware releases. Use the table
below to verify whether your system supports this feature before proceeding with configuration.

Models Firmware Requirement

UCM630x 1.0.31.7+

UCM630xA 1.0.31.7+

CloudUCM 1.0.29.7+

SoftwareUCM 1.0.33.7+



https://documentation.grandstream.com/wp-content/uploads/2025/12/Backup_Files_in_S3_Storage.webp
https://documentation.grandstream.com/wp-content/uploads/2025/12/Backup_Sync_History.webp
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