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OVERVIEW

GDMS and GWN Manager support SAML (Security Assertion Markup Language) to provide external authentication and Single
Sign-On (SSO) using third-party identity providers such as Microsoft Entra ID (Azure AD), AD FS, and Duo.

This guide outlines how to configure SAML information on supported third-party identity providers as well as how to use
SAML SSO on GDMS (Cloud) and GWN Manager (On-Prem).

SAML COMPONENTS

When using SAML, there are two key elements:

o lIdentity Provider (IdP): The authority for the user's identity. It validates user credentials and provides identity attributes
by knowing the user's username, password, and any groups/attributes (Example: Microsoft Entra ID, AD FS, Duo).

o Service Provider (SP): The application that the user wishes to use. In this case, the GDMS platform and GWN Manager.

SAML SSO LOGIN METHODS

SAML SSO login supports two methods:

Method 1: Users authenticate directly from a third-party identity provider portal (such as Entra MyApps or Duo
Dashboard) and are redirected to the platform.

Method 2: Users access the GDMS or GWN Manager login page directly and are redirected to the configured SAML
identity provider for authentication.

SAML SSO WITH MICROSOFT ENTRA ID

Firstly, users need to sign up for an Azure account by visiting this web page:
https://www.microsoft.com/en-us/security/business/identity-access/microsoft-entra-permissions-management

This section mainly introduces how to configure Microsoft Entra ID (formerly known as Azure AD) as the identity provider (IdP)
for GDMS.

Step 1: Add a new application in Azure

1. Sign in to the Microsoft Entra admin center as a Cloud Application Administrator or higher.

2. Go to Identity — Applications — Enterprise applications — New application.


https://www.microsoft.com/en-us/security/business/identity-access/microsoft-entra-permissions-management
https://entra.microsoft.com/
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference#cloud-application-administrator

Entra admi

B Diagnose & solve problems

Favorites

*

Identity

Overview

Users

Groups

Devices

é& & 2 O O ¢

Applications

App registrations

Protection

W o

Identity Governance

&

External Identities

show more

ke

Protection

[

Identity Governance

L

Learn & support

P Search resources, services, and docs (G+/)

Home » Enterprise applications | All applications > Browse Microsoft Entra Gallery > Enterprise applications

=== Enterprise applications | All applications
ABC

& New support request

Add a New Application

() Refresh L Download (Export) O preview info Columns [&) preview features A7 Got feedback?
N Overview
@ oOverview View, filter, and search applications in your organization that are set up te use your Microsoft Entra tenant as their Identity Provider.
~
X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
Manage F Search by application name or object ID Application type == P X ppl ID starts with X +? Add filters
i H Al applications 0 applications found
o B Private Network connectors Name 7L  Object ID Application 1D Homepage URL Created on Ty Certificate Expir... Active Certificat... Identifier URI (
o & User settings Mo results
< >
B8 App launchers
~
=] Custom authentication extensions
Security
& Conditional Access
v @ Consent and permissions
v Activity
> D sign-inlogs
@il Usage & insights
E Audit logs
-
S a Provisioning logs
Access reviews
~ @ Admin consent requests
% Bulk operation results
v
Troubleshooting + Support
A

3. In the Browse Microsoft Entra Gallery section, click Create your own application.
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= Create your own application

Q'_‘" Got feedback?

4. Enter your application name, such as “"GDMS", and select “Integrate any other application you don’t find in the gallery

(Non-gallery)”.
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Creating an Application in Azure

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application

(O Register an application to integrate with Microsoft Entra ID (App you're developing)

Integrate any ather application you don't find in the gallery (Non-gallery)

Create

5. Click Create to successfully create the application. You can view the application in the list.
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Step 2: Create an application role in Azure

1. Sign in to the Microsoft Entra admin center, go to Identity — Applications — APP registrations,

have created.

Certificate Expiry St...

Active Certificate Ex... identifier URI (Entity...

- 133d07 1021-aae...

and click on the app you


https://documentation.grandstream.com/wp-content/uploads/2024/11/1-New-Application.png
https://documentation.grandstream.com/wp-content/uploads/2024/11/2-Create-your-own-application.png
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https://documentation.grandstream.com/wp-content/uploads/2024/11/4-GDMS-App-Created.png
https://entra.microsoft.com/
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2. Click APP roles on the left, and then click Create app role. Then fill in the display name, select “Both” for type, and the

Azure App Registrations Page

Value must be consistent with the SAML role value expected by the Service Provider, such as “Admin.A".
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3. After successful creation, you can see this role in the list.
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App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets
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How do | assign App roles

Display name Description Allowed member types Value D State

User User Users/Groups 18d14569-c3bd-439b-... Enabled
msiam_access msiam_access Users/Groups b89632174-c057-4f7e-9... Enabled
Admin A Admin A is an admin Users/Groups Admin.A 7328cbcc-cc39-425¢-9.. Enabled

List of App Roles

Step 3: Add users to the application in Azure

1. Sign in to the Microsoft Entra admin center, go to Identity — Applications — Enterprise applications, find and select
the app you created in the application list.

2. Then, click Users and groups on the left bar and select Add user/group.
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https://documentation.grandstream.com/wp-content/uploads/2024/11/7-Created-app-role-Admin.png
https://entra.microsoft.com/
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5. Then click Assign. After the assignment is successful, you can see the selected users and the assigned roles in the list.

(These users can then log in to GDMS/GWN Manager with a single sign-on)
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Step 4: Set up SSO in Azure

1. Sign in to the Microsoft Entra admin center, go to Identity — Applications — Enterprise applications, find and click the
app you have previously created.

2. Click Single Sign-on on the left and click SAML on the page.
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3. First, within the Basic SAML Configuration section, click Edit.

Set up Single Sign-On with SAML
An 550 implementation based on federation protocols improves security, reliability, and end uger experiences and is easier 1o
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth, Leam

mare

Read the configuration guide

L

" for help integrating GDMS-550.

Basic SAML Configuration

& Edit

Identifier (Entity ID) https://account.gdms.cloud/app/saml/sso/073

216 Saelef

Reply URL (Assertion Consumer Service URL)  httpsy//account.gdms.cloud/app/saml/sso/07
e16 aelef

Sign on URL Optional

Relay State (Optional)
Logout Url (Optional)

https://www.gdms.cloud
hittps:/faccount.gdms.cloudfapp/saml/SingleLogout

App Basic SAML Configuration

4. Copy the information from the GDMS/GWN platform and fill in the following information:

Identifier (Entity ID) Fill in the Entity ID displayed on the SAML SSO page in Users (as shown in the picture, click one-click copy)

Reply URL Fill in the ACS URL displayed on the SAML SSO page in Users (as shown in the figure, click one-click copy)
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https://documentation.grandstream.com/wp-content/uploads/2025/09/13-Basic-SAML-Configuration.webp

Specify the Service Provider URL that users should be redirected to after successful authentication.

e For GDMS, enter: https://www.gdms.cloud

Relay State e For GWN Manager, enter the access URL, which may be either: https://<gwn-manager-domain>:<port> or

https://<gwn-manager-ip>:<port>

Note: Although this field appears optional, it is required for this integration. You must configure it to prevent user
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Add reply UR

Sign on URL (Optional)
Sign an URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in poge URL for
your application. This field is unnecessary i you want to perform identity provider-initiated single sign-on.

Enter a sign on URL |

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value i typically @
URL or URL path that takes users to @ specific location within the application.

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Copying the Entity ID and ACS URL to Entra ID

5. Then, within the Attributes & Claims section, click Edit.
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givenname user.givenname
surname user.surname
emailaddress user.mail

name user.userprincipalname
Unique User |dentifier user.userprincipalname

SAML Attributes Claims Section

6. Click Add new Claim.

Home > App regisirations > Enterprise applications | All applications > GDMS Test | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims - X
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Add a New Claim

7. Add the following SAML claims in Microsoft Entra ID. The claim names (URIs) must match the requirements of the target

platform.
Claim Name Source attribute
Claim 1 (Role) https://account.gdms.cloud/saml/attribute/role user.assignedroles
o Primary:
user.userprincip
GDMS Claim 2 (Email) https://account.gdms.cloud/saml/attribute/emailaddress alname
o Fallback:
user.mail
Claim 3 (Other Email) https://account.gdms.cloud/saml/attribute/otheremail user.mail
Claim 1 (Role) https://<gwn-manager-host>[:port]/user/saml/attribute/role user.assignedroles

o Primary:

) ) https://<gwn-manager-host> user.userprincip
GWN Manager Claim 2 (Email) ] ] alname
[:port]/user/saml/attribute/emailaddress
o Fallback:

user.mail

Claim 3 (Other Email) https://<gwn-manager-host>[:port]/user/saml/attribute/otheremail ~ user.mail
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Note:

For Entra ID integrations, it is recommended that the Email claim must be set to user.userprincipalname. When using user.mail
instead, please ensure that the Contact Email field is populated to avoid any SSO failures.
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2 New support request Preferred language Fax number
Entra User Properties
8. Download the metadata file for configuration on GDMS.
9 SAML Certificates
Token signing certificate 2 Edit
Status Active
Thumbprint TCBR0DET ST~ ~ im0~ "FEA3D3EEEBBO3EOTCIFS
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Motification Email - .onmicrosoft.com
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D
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Step 5: SAML SSO in GDMS/GWN Manager

1. Download the metadata of the GDMS application you created from Azure.

& Edit
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Home > App registrations > Enterprise applications | All applications > GDMS Test | SAML-based Sign-on > SAML-based Sign-on > Attributes & ¢ Enterprise applications | All applications > GDMS Test
A Home )
SAML-based Sign-on X
B Diagnose & solve problems
7 upload metadata file ? Change single sign-on mode = Test this application &7 Got feedback?
% Favorites ~ Overview R — . .
Relay State (Optional)
Deployment Plan Logout Url (Optional) 0
D Identi Ca .
& # Diagnose and solve problems
O overview tr i
Manage Attributes & Claims 2 edit
R users e Il properties givenname user.givenname
sumame user.surname
*#  Groups s & Owners emailaddress user.mail
1l
4. Roles and administrators name y user.userprincpaname
& Devices v Unique User Identifier user.userprincipalname
& users and groups
[} Applications ~
SAML Certificates
I Enf ise applications  Provisioning
) _ Token signing certificate Va
App registrations B application proxy chatus active & Edit
G Self-service Thumbprint 7CBFODB7ACCDFC67A0DD3IEAIDIEEEABOIEOTCTFS
B Pprotection B Expiration 10/29/2027, 10:58:23 AM
Notification Email Suginhuang@sqghuang8080.onmicrosoft.com
{21 identity Governance ~ App Federation Metadata Url [ tipsogin.microsoftoniine.com/33eabldd-e735... 1y
Security Certificate (Bases4) Download
B External identities R & Conditional Access Certificate (Raw) Download
Federation Metadata XML
Show mare Permissions
@ Token encryption Verification certificates (optional) 7 edit
£ Protection ~ Required No -
Activity Active 0
. Expired 0
& Identity Governance v D sign-in logs
Usage & insights o
- e v Set up GDMS Test
E Audit logs
& Learn & support ~ & You'll need to configure the application to link with Microsoft Entra ID.

Provisioning logs

Downloading the SAML Metadata File

2. Log in to the GDMS or GWN Manager platform as a super administrator and navigate to Users—-SAML SSO.

Note:

Only the super administrator account has the permission to configure SAML SSO.

3. To configure the identity provider, click “Add SAML IdP” and fill in the information:

GDMS Unified Communications Q
Users
Users Role Organization Associated Company Account Security Settings
SAML 5SSO role
+ SAML SSO Configuration Process User Guide

Set up the SAML IdP
Set up the SAML IdP within the GDMS using
the metadata provided by the 1dP

Set up roles
Add the role associated with the SAML idP
configuration

Configure IdP Service (O
Click the Entity ID and ACS URL to copy the
data and complete the configuration in the

L # 4 8,

SAML IdP

SAML SSO a

*S50 Access Code@

Remark

Metadata T,

* IdP Entity 1D

Adding SAML IdP in GDMS

SAML IdP

SAML 550 D
S50 Access Code abc_test

Remark Azure 550

Metadata T,

IdP Entity ID https://sts.windows.net/33ea ee-

d9c... [T I8 y

X.509 cert SHA1 fingerprintC TCBFOL wis et s ¢ i it rr e e JBOSEQ7CTFS

¥

S50 Login URLC https:/flogin.microsoftonline.com/33___ . _.CC . Jeee-
d9cez 222702 /sami2 p.

S50 Logout URLG https://flogin.microsoftonline.com/33es" STTT fetr heee-
d9cool_TIZ/sam|2 y.
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SAML SSO Enable or disable. If disabled, users will no longer be able to use the configured SSO authentication to log in.

Used to enter this SSO Access Code on the GDMS/GWN Manager login page, and can log in through this IdP service

SSO Access Code o
authentication.
Remarks Enter your remarks.
Metadata Upload the “Federation Metadata XML file downloaded from Azure.

4. After adding the IdP, configure the SAML SSO role as described in section [SAML SSO ROLES IN GDMS/GWN MANAGER].
The Role Name must exactly match the role value sent by the IdP.

SAML SSO WITH ADFS

This section describes how to configure AD FS as the Identity Provider for GDMS Cloud and GWN Manager. For more
configuration instructions on ADFS, refer to Microsoft's deployment guide.

Note:

The steps in this article only cover examples of necessary configurations. The exact implementation may vary depending on the
environment, Active Directory implementation, and Windows Server updates. However, the NamelD, Email Address, and Role
attributes described below must be provided in the SAML assertion/token.

Step 1: Add Relying Party Trust in ADFS

1. Open the AD FS management console via Server Manager—Tools—AD FS Management.

N\

©o-

Server Manager * AD FS
_ Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
§ Local Server Active Directory Sites and Services

fiF Al Servers Directory Users
8 ADCS
il ADDS

WIN-LANCTPPOEV7 169.254.208.255,172.16.1.249 Online - Performance counters not started  10/30/2024 429:11 PM  00429-70000-00000-AA114 (Activated)

iE Dashboard

Active and Computers

ADSI Edit

Certification Authority

Component Services

Active Directory FS Management
2. Click on the top-level folder (AD FS) and click Add Relying Party Trust from the Actions menu.

Wp ADFS - O x

3. Click Start to launch the wizard.

% File Action View Window Help

&< 7 m B

=
q iir::: Control Policies Display Nems Eoabled | Typa | Tdentifier Relying Party Trusts
Meraki IDF SAML Tes ¥5-... https//dashboard mersaki [ Add Relying Party Trust...
© Claims Prowder Trusts = oz ¥S-. .. https://owp. penportal. olo View
B Application Groups arub ._\-um.f ol Ho 5 https: /i appl = \..'u:ﬂ.l al. af )
€3 nist portal o [ https: /fportal. mist. com New Window from Here
Weraki SP SAML Tes ¥5-... https. /o ss0.meraki. o o Refresh
us gdns Yaz ¥5- .. https:/faccount, gdms, clou| | =
en ginx Yer ¥S- ..  acoount. gdax. oloud H Hep
Meraki IDP SAML

Add Relying Party Trust
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§i Add Relying Party Trust Wizard x

Yelcome

Steps Welcome to the Add Relying Party Trust Wizard

@ Welcome

Claims—aware applications comsume claims in security tokens to make

authentication and authorization decisions. Hon—claims—aware applications are

@ Specify Display Hame web—hasad and use Windows Intesrated Authentication in the internal network and
can be publizhed throush Web Application Froxy for extranet access. Learnm more

@ Select Data Source

@ Configure Certificate
@ Confizure URL (@ Claims aware f

@ Configure Tdentifiers () Fon claims aware

@ Choose Access Control
Folioy

@ BReady to Add Trust
@ Finizh

< Previous | Cancel

Add Relying Party Trust Wizard

4. Choose to Enter data about the relying party manually. Then click Next.

(® Enter data sbout the relving party manuslly

Use this option to mamually input the necessary data about this relving party
organization.

Selecting Data Source

5. Enter a Display name, such as "GDMS” or “"GWN Manager”, which will be displayed in the management console and to
users connecting to GDMS. Then click Next.

Gl Add Relying Party Trust Wizard >

Specify Display Name

Steps Enter the dizplay name and any optional notes for this relwving party.
@ Welcome Dizplay name:
@ Select Data Source |GDHS|

@ Specify Display Name Hates:

@ Configure Certificate
@ Configure URL
@ Configure Identifiers

@ Chooze Access Control
Foliow

@ Ready to Add Trust
@ Finish

¢ Previous Cancel

Choosing a Display Name

6. Click Next to skip the step of Configure Certificate.
7. Enable Support for the SAML 2.0 WebSSO protocol.
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Enable support for the SAML 2.0 Web330 protocol

The SEML 2.0 =single—sign—on (350) service URL supports Web—browser—bazed claims
providers using the SAML 2.0 Web330 protocol.

Relving party SAML 2.0 530 service UERL:
https: Faccount. gdms. eloud apr

" f4355 zelef|

Example: https:/fwww. contozo. com/adf=1=/

Replying party SAML 20 SSO

8. Enter the Relying Party SAML 2.0 SSO service URL (ACS URL), which can be copied from:
o GDMS: Users—SAML SSO

o GWN Manager: Organization—Users—SAML SSO

(b GDMS Unified Communications 22

D

@ Dashboard Users

& Organization Users Role  Organization

Default @ SAML S50 Role

4 SAML S50 Configuration Process

Associated Com pany Account Security Settings SAML S50

User Guide
A4 Extensio

Configure IdP Service ©

= UCMRC Click the Entity ID and ACS URL to copy the
data and complete the configuration in the
1dP server

EntityID  JACS URL & '(

Set up the SAML IdP
Set up the SAML IdP within the GDMS using
the metadata provided by the IdP

Set up roles
Add the role associated with the SAML I1dP

configuration
! +

©» CloudUCM

(07 voIP Device

olls Call Quality

ACS URL GDMS SAML SSO

9. For the Relying party trust identifier, fill in the Entity ID displayed on the corresponding SAML SSO (as shown in the
figure, click one-click copy). Then click Add and Next.

Belving party trust identifier:

|1ttp5 Sffaccount. gdms. elowdfapp” 0 ST S T T f4385ael:leﬂ| Add
Example: https://f=. contozo. comfadfs/servicestrust
GDMS Unified Communications =32 Q ® world pou123 v
ashboard Users
&% Organiz Users Role Organization ~ Associated Company ~ Account Security Settings ~ SAML SSO
EES @ SAML S50 Role
©» CloudUCM
~ SAML SSO Configuration Process User Guide
ﬂ:__'l Wi vice
Configure IdP Service O Set up the SAML IdP Set up roles

illa call Quality

Click the Entity ID and ACS URL to copy the
data and complete the configuration in the
IdP server

evice Template

Set up the SAML |dP within the GDMS using

the metadata provided by the 1dP

Relying Party Trust Identifier

10. Select the default issuance authorization rule based on your preferred security behavior. For this example, select Permit

everyone. Then click Next.

Add the role associated with the SAML 1dP

configuration
( +
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Step=

@ Welcome

@ Select Data Source

@ Specify Display Hame
@ Configure Certificate
@ Confizure URL

@ Configwre Identifiers

@ Choose Access Control
Folioy

@ Ready to Add Trust
@ Finish

"@ Add Relying Party Trust Wizard

Choose Access Control Policy

Choose an access

control policy:

Hame

Deseription

Fermit evervone Grant access to everwvone.
Fermit evervone and require MFA Grant access to everyone and red
Fermit evervone and require MFA for specifiec sroup Grant access to everyone and red
Fermit evervone and require MFA from extranet access Grant access to the intranet use
Fermit evervone and require MFA from unauthentica .. Grant access to everyone and red
Fermit evervone and require MFA, allow automatic ... Grant access to everyone and red
Fermit evervone for intranet access Grant access to the intranet use
Fermit specific group Grant access to users of ome or
£ >
Foliow

Fermit evervone

permitted access for thiz application

¢ Prerious

[]I do not want to configure access control policies at this time. No user will he

Choosing Access Control Policy

11. Review your settings and complete the wizard.

Ready to Add Trust

Steps

@ Welcome

@ Select Data Source

@ Specify Display Hame
@ Confizuwre Certificate
@ Confizure URL

@ Configure Identifiers

@ Chooze Access Control
Folioy

@ Eeady to Add Trust
@ Finizh

"@ Add Relying Party Trust Wizard

*
The relving party trust has been configured. Review the following settings, and then
click Hext to add the relving party trust to the AD FS configuration database.
Monitoring Identifierz Fnoryption Siznatwre fccepted Claims Organization I 4%

Specify the monitoring settings for this relving party trust.

Relwing party = federation metadata URL:

This relying party s federation metadata data was last checked on:

< never

Thiz relving party was last updated from federation metadata on:

< never

¢ Prerious Canecel

Reviewing Settings

12. Ensure Configure claim issuance policy for this application is checked.
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§i# Add Relying Party Trust Wizard ¥
Finish

HATLE The relving party trust was successfully added

@ Welcome

[«] Configure claims issuance policy for this application
@ Select Data Source

@ Specify Dizsplay Hame
@ Configure Certificate
@ Confizure URL

@ Configure Identifiers

@ Choozse Access Control
Folioy

@ Ready to Add Trust
@ Finizh

Relying Party Trust Added

Step 2: Set NamelD Attribute in ADFS

1. Select the Relying Party Trusts you created and click “Edit Claim Issuance Policy” on the right.

G5 ADFS - O

| nm HEm

w File Action View Window Help - |

| ADFS [ e Actions

1 Service

= Access Control Policies Displey Hane Enabled Type  Identifier Relying Party Trusts

| Relying Party Trusts el Yes #5—... https://dashboard mersaki Add Relying Party Trust...

| Claims Provider Trusts ‘“1 B :“ :::S__' - _I‘“P’: {’,“";m“t'l' _"1° View

= fication Gi aruba_central L] S=... httpz /fappZ-ap. cemtral. 4

Application Groups € nist portal Fo W https: /fportal. mist. com New Window from Here

[ Ves WS-, .. httpz:/feown szo.meraki. oo & Refresh
us gdns Tes Ws-... httpz:/feccount. gdms. clow | T
e gdms Tes WS-... account. gdns. cloud ﬂ Help

https: /faccount. gdms. ol v

Update fram Federation Metadata...

Edit Access Control Policy...

[ Edit Claim Issuance Policy... ]

Disable
Properties
x Delete
H Hepp
Edit Claim Issuance Policy
2. In the Edit Claim Rules dialog, click Add Rule.
S
‘w File Action \View Window Help -

|4 = | 219 H £

L ]

“| ADFS Edit Claim lssuance Policy for GDMS x !

7 Service Issuance TransEorm Rules .
- iEi Relying Party Trusts
| Access Control Policies ifier
Relying Party Trusts 'l'hi following transforn rules specify the claimz that will be sent to the :ffdashboard mersaki Add Relying Party Trust...
— 1 tw. .
-1 Claims Provider Trusts AR AL -JI'{WP-ls\-nporl:l;lo View
) i - R /fappLTap. centr A
i Application Groups 0. Rule Fame Tssued Clains (ffportal mist, com New Window from Here

i gwn gm0 meraki on G Refresh
L/ faccount. gdns. elon| |
mt. gdns. cloud H Hep
A t. gdns. ol

scooun s. alon

Update from Federation Metadata.,

Edit Access Control Policy...

IS | Edit Claim lssuance Policy... |

Disable
Properties
K Delete
H Hep

Remove Bule ..

Cancel Apply
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Add Rule

3. For the Claim rule template, choose to Transform an Incoming Claim. Then click Next.

Claim rule template:

Transform an Incoming Claim P

4. Fill in the Claim rule name, Incoming claim type, Outgoing name ID Format, and select Pass Through all claim values as
shown in the following screenshot. Then click Finish.

% Add Transform Claim Rule Wizard x
Configure Rule
Step= : : 0 0 0 0 n
You can configure this rule to map an incoming claim type to an outgoing claim type.
Ch Bule T Az an option, you can allsn map an incoming claim va:!.ue to an eutgeing claim value.
@ Lhoose B YRR Specify the incoming claim type to map to the outzoing claim type and whether the
@ Configure Claim Bule claim value should be mapped to a new claim walue.
Claim rule name:
|Wan =10 |
Fule template: Transform an Incoming Claim
Incoming claim type: |'|'|'in-:1-:-w5 account name v|
Incoming name ID format: in=peci £1ed]
Dutgeing claim type: Hame ID v|
Outzeing name ID forma Ferzisztent Tdentifier V|
l (@) Pazss through all claim values
Feplace an incoming claim value with a different outgoing claim value
Incoming claim value:
Outgoing claim ralue: Browse. ..
() Replace incoming email suffixz claims with a new email =uffix
Hew email suffix:
Example: fabrikam. com
¢ Previous Cancel
Configuring Claim Rule
Step 3: Set Email Address Attribute in ADFS
1. Select the Relying Party Trusts you created and click “Edit Claim Issuance Policy” on the right.
G ADFS - O x
@ File Action View Window Help - 8 x
«=|2m Hm
=
l:ir:el:Contml Dolicies Display Hune Enabled Type  Identifier Relying Party Trusts =
| Relying Party Trusts eI ol Yos WS- .. https //dashbosrd mersaki Add Relying Party Trust...
Claims Provider Trusts gvn Yes WS-, Thttpz:/fewp. pwnportal elo View ,
- Application Groups _ arubs_central Fe WS- https: /fapp2-ap. central.
1’3 mist portal o Ws— https: //fportal. mist. con Mew Window from Here
[ Ves WS- .. https:/feown szo. meraki.en | Refresh
us gdns Tes W5=... Thttps:/feccount. gdms. clon o
e gdms Tes WS-... account. gdns. cloud ﬂ Help
GDMS -

Update from Federation Metadata..,

Edit Access Control Policy...

l Edit Claim Issuance Policy... ]
Disable

Properties
x Delete
Help

Edit Claim Issuance Policy

2. In the Edit Claim Rules dialog, click Add Rule.
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G
@ File Action View Window
|4= = allll 7 Jlo:)

ADFS
1 Service
Access Control Policies
. Relying Party Trusts
| Claims Provider Trusts
| Application Groups

Help

1 Edit Claim lssuance Policy for GDMS

Izsuance Transform Bules

The following transform rules specify the claimz that will be sent to the

relying party.

*
iEier

|- /7 dashboard merzaka

|/ fowp. penportal. clo

// app2-ap 1

| /fportal mi

i/ ewn sz0. meraki_on

{://faccount. gdms. clou| | ©

mt. gdns. cloud
|: /facoount. gdns. clou
|

0. Fule Hame Tzzued Clains
-"__
Iy
Add Rule. Edit Rule Remove Rule
Cancel Apply
Add Rule

Actions

Relying Party Trusts -
Add Relying Party Trust...
View ]
New Window from Here

G| Refresh

H Hep

GDMS -

on Metadata

Jpdate from Federat
Edit Access Control Policy...
[ Edit Claim lssuance Policy... ]

Dizable
Properties
X Delete
H Help

3. For the Claim rule template, choose to Send LDAP Attributes as Claims. Then click Next.

@ Add Transform Claim Rule Wizard

Select Rule Template

Step=
@ Choose Rule Type

Select the template for the claim rule that you want to oreate from the following
list. The deseription provides details about each claim rule template.

@ Configure Claim Rule

Claim rule template:
Send LIDAF Attributes as Claims

Claim rule template deseription:

Using the Send LDAF Attribute as Claims rule template wou can select attributes
from an LDAF attribute store such as Active Directory to send as claims to the
relving party. Multiple attributes may be sent az multiple claims from a =single
rule using thiz rule tyvpe. For example, wou can use this rule template to create a
rule that will extract attribute values for authenticated users from the
displavHame and telephoneMumber Active Directory attributes and then send thosze
values az two different outgoing claims. This rule may al=zo be used to zend all of
the uzer’ = group memberships. If wou want to only send individual sroup
memberships, use the Send Group Membership as a Claim rule template.

¢ Previous

Cancel

Claim Rule Template Send LDAP Attributes as Claims

4. Fill in the following information and click Finish.

Claim Rule Name

Attribute Store

LDAP Attribute

Outgoing Claim Type

Enter a name, such as “emailaddress”.

Select Active Directory

Select User-Principal-Name

Enter the following based on the service provider:

o GDMS: https://account.gdms.cloud/saml/attribute/emailaddress

o GWN Manager: https://<gwn-manager-host>[:port]/user/saml/attribute/emailaddress

Note: If GWN Manager is not bound to port 443, the port number must be included in the URI.
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You can confizure thiz rule to send the walues of LIOAF attributes az claims. Select an
attribute store from which to extract LDAP attributes. Specify how the attributes will
map to the outgoing elaim twpes that will be izszued from the rule.

Claim rule name:

|emailaddre55

Fule template: Send LDAP Attributes az Claims

Attribute store:

hotive Directory V|

Mapping of LDAP attributes to outgoing claim types:

;Eaﬂriﬁ?bme (Gelect ortype to Outgeing Claim Type (Select or type to add more)
[ Uzer-Principal-Mame ~ ||tps://account gdms cloud /saml/attribute /emailaddresy
[ ] L) .

Mapping of LDAP Attributes

Step 4: Set Role Attribute in ADFS

1. In the Edit Claim Rules dialog, click Add Rule.

I @ ADFS _
J\i File Action View Window Help -2 %
== | @ Hm

5] ADFS Edit Claim Issuance Policy for GDMS * ! |

» [ Service Issuance Transform Rules {6 _
| Access Control Policies e

" Relying Party Trusts The following transforn rules specify the claimz that will be sent to the 1/ dashboard merszaki Add Relying Party Trust...
| Claims Provider Trusts Talying purty. </ ewp. genpertsl. elo)

/fappZ-ap. eentral s View i’
| Application Groups : " ap . &
Pp F 0... |Bdle Naae Tesued Claine i ffportal mist, com Mew Window from Here

fgwn gzo. meraki_ on [G Refresh

/faccount. gdms. clon
mt. géns. cloud Help

:ffaccount. gdus. clon
|eows .~

Update from Federation Metadata...

' Edit Access Control Policy...
$ | Edit Claim Issuance Policy... |
Disable
Properties
K Delete
Help
#dd Bule... || Edit Buls... | [Renove Bule...
Cancel hoply
Add Rule
2. For the Claim rule template, choose to Send Group Membership as a Claim.
Claim rule template:
|Send Group Membership as a Claim o

3. Fill in the following information and click Finish.

Claim Rule Name Enter a name, such as “role”.
User’s Group Select the AD user group that will use this Relying Party Trust.

Enter the following based on the service provider:

o GDMS: https://account.gdms.cloud/saml/attribute/role

Outgoing Claim Type
o GWN Manager: https://<gwn-manager-host>[:port]/user/saml/attribute/role
Note: If GWN Manager is not bound to port 443, the port number must be included in the URI.
. . The value of the role must be the same as the SAML SSO role name configured on GDMS or GWN Manager,
Outgoing Claim Value

such as “Admin.A”.
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You can configure this rule to send a claim based on a user’ = hctive Tirectory group
membership. Specify the group that the user 15 a member of, and specify the outgoing
claim type and walue to 1ssue.

Claim rule name:

|rnle

Fule template: Send Group Membership as a Claim
User = group:
|G'|'|'H"-.GI[F|TS Test | Browse. ..

Outgoing claim type:

|].'I.ttP5:_|"r_|"r&CC|:luIl.t. gdms. cloud/zaml fattribute/role w |

Mutgoing name I0 format:

Outgoing claim walne:

|A-:1min.ﬁ.l |

Claim Rule Template Send Group Membership a Claim

Step 5: Configure Single Logout (Optional)

This step describes how to configure SAML Single Logout for GDMS Cloud and GWN Manager when using AD FS as the
|dentity Provider.

If SAML Single Logout is not configured correctly, users will encounter errors when selecting “Logout from both application
and SSO system”.

Do you want to log out of the third-party 550
account at the same time?

Log out of both S50 system and GDMS

Log out of GDMS only

GDMS Logout Prompt

The following AD FS configuration is required for both GDMS and GWN Manager:

1. Open AD FS Management.

2. Navigate to Relying Party Trusts and right-click the relevant Relying Party Trust (GDMS or GWN Manager) and select

.
Properties.
i ADFS — (g %
G File Action View Window Help e
«=| 2@ B
ADFS Relying Party Trusts Actions
> Service . =
1 . ’ Trusts —
| Access Control Policies Display Name Enabled Type Idertifier Relying Party
g e A | Add Relying Party Trust...
| Claims Provider Trusts View N
| Application Groups Edit Access Control Policy... )
Edit Claim |ssuance Policy... harie Wniclow froam Feve
Disable |G Refresh
I Properties I Help
Delete GDMS -
Hel Update from Federation Metadata...
[+]

Edit Access Control Policy...
Edit Claim Issuance Policy...
Disable
Properties

K Delete

ﬂ Help

Relying Party Trusts Properties

3. Open the Endpoints tab and click Add SAML.
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GDMS Properties X

Manitoring ifi -nicryption Signature Accepted Claims
Organization Endpairts Prooey Endpoints Motes Advanced

Specify the endpoints to use for SAML and W 5-FederationPassive protocols.

LIRL Index  Binding Default Re
SAML Assertion Consumer Endpoints
https://account. gdms .cloud/... 0 POST Mo
Add SAML. ..
Add W 5-Federation... Remove Edit...
QK Cancel FApply

Relying Party Trusts Endpoints Tab

4. Configure the endpoint as follows:

Field Value
Endpoint Type SAML Logout
Binding POST

e GDMS: https://www.gdms.cloud/app/saml/logout

Trusted URL
e GWN Manager: https://<gwn-manager-host>[:port]/user/app/saml/logout

Add an Endpoint >
Endpoint type:
SAML Logout A

Binding:
POST w

=
Index: Y -

Trusted URL:
|I‘rl'tps:ffwww.gdms.cluud!appfsaml;"lngnuﬂ |

Example: hitps://sts contoso com/adfs/s

Response URL:

Example: hitps://sts contoso.comAogout

QK Cancel Apphy

Trusted URL Configuration

Step 6: Configure Token-Signing Certificate

1. In the management console, go to AD FS—Service—Certificates. Select a valid certificate under Token-signing.


https://documentation.grandstream.com/wp-content/uploads/2026/01/Endpoints_TabTrusted-Party.webp
https://documentation.grandstream.com/wp-content/uploads/2026/06/SAML_Logout_EndpointADFS.webp
https://www.gdms.cloud/app/saml/sso/logout

~

| ADFS

| Service
| Attribute Stores
| Authentication Methods
| Claim Descnptions
| Device Registration
| Endpaints
“| Scope Descriptions
| Web Application Proxy
| Access Control Policies
© Relying Party Trusts
— Claims Provider Trusts
| Application Groups

Subject Iszuer Effective ... Expiration. .
SEI"-“ICE commumications

[E)CH=RTH-LANCTPPOGVT. g. .. CH=gen—WIN-LANCTPFO. = 4/28,/2023 4/28/2024
Token-decrypting

[EJCH=AIFS Emcryption - .. CH=ADFS Encryption ... 5/3/2024 5,/9,/2028

Certificates Page

Status  Pr

A

Actions

Certificates -
Add Token-Signing Certificate...
Add Token-Decrypting Certificate...
Set Service Communications Certificate...
View *
Mew Window from Here

G Refresh

Help

CN=ADFS Signing - WIN-LANCTPPOEVT.gwn.best a
View Certificate...
Set as Primary

Help

2. Double-click on the certificate under Token-signing. Under Details—Thumbprint, copy this string and paste it into
the X.509 cert SHA1 fingerprint field in GDMS/GWN Manager.

@i Certificate >
Generall Details Lerﬁﬁmtiun Path
Show: | <All= e
Field Value 2
Dlssuer ADFS Signing - WIN-LAMCTPP...
D'u'alid fram Thursday, May 2, 2024 7:02:3...
D'u'alid to Friday, May 9, 2025 7:02:36 FM
=] subject ADFS Signing - WIN-LANCTPP. ..
=] Public key RSA (2048 Bits)
parameters 05 00
= Thumbprint 20 T O 300 1T
v

Zabelfelbu el e D _JBB3Teh

Edit Properties...

Copy to File...

Certificate Details

Step 7: SAML SSO in GDMS/GWN Manager

1. The super administrator logs in to the GDMS platform and goes to Users—SAML SSO.

2. Click Add SAML IdP and fill in the information:

Note:

Since both GDMS and GWN Manager support metadata import, administrators can upload the downloaded XML file to
automatically populate the IdP configuration fields. To download the metadata, open a browser and go to: https.//<adfs-
domain>/FederationMetadata/2007-06/FederationMetadata.xml

Replace <adfs-domain> with the fully qualified domain name of the AD FS server.
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&  GDMSs Networking

Default Network Usars

User Roles Associated Company Account Security Settings

Dashboard .
+ SAML S50 Configuration Process

Add SAML IdP

SAML IdP

Devices
Clients
Guests
Map & Floor Plans SAML 550 [ @]

Insight *550 Access Code ® ADFS550

Support 1-64 digits of letters, numbers,
and_-.

Alerts Remark 0-64 characters

Settings

Metadata T,

e = |dP Entity ID http://fexample.loc/adfs/services/trust 1-128 characters
*X.509 cert SHA1 fingerprint@ DE167D881A3B4389E14445F1CODO99A5169FF210 1-128 characters

*S$S0O Login URLD https://, .net/adfs/ls/ 1-256 characters

$SO Logout URLD https://, net/adfs/ls?wa=wsignout1.0& 0-256 characters

Cancel
GDMS SAML IdP Configuration Page

Enable or disable. If disabled, users will no longer be able to use the configured SSO authentication to

SAML SSO .
log in.
Used to enter this SSO Access Code on the GDMS/GWN Manager login page, and can log in through
SSO Access Code . . L
this IdP service authentication.
Remarks Enter your remarks.
Must exactly match the ADFS Federation Service Identifier, as advertised in ADFS metadata.
By default, ADFS uses:
IdP Entity ID http://<FederationServiceName>/adfs/services/trust
Note: This value is a logical identifier and does not need to be publicly reachable. It is recommended to
Import ADFS metadata instead of manually entering this value.
X.509 cert SHAI fingerprint Fill in the Thumbprint value under the Details of the certificate in ADFS—Certificates— Token-singing

URL address for login authentication, fill in:
SSO Login URL https://<ADFS' server>/adfs/ls/
Replace “<ADFS_server>" with the IP address or DNS name of your AD FS server.

When logging out of GDMS/GWN Manager, you can log out of the ADFS redirection address at the

same time. Fill in the following information based on the platform:

SSO Logout URL o GDMS: https://<ADFS_server>/adfs/Is?wa=wsignoutl.0&
o GWN Manager: https://<ADFS server>/adfs/1s?wa=wsignoutl.0&

Replace “<ADFS_server>" with the IP address or DNS name of your AD FS server.

3. After adding the IdP, configure the SAML SSO role as described in section [SAML SSO ROLES IN GDMS/GWN MANAGER].
The Role Name must exactly match the role value sent by the IdP.

SAML SSO WITH DUO

Users will have to set up a DUO account first by using this link: https://signup.duo.com/
This section describes how to configure DUO SSO as a SAML Identity Provider for GDMS or GWN Manager.

Duo Single Sign-On is a cloud-hosted SAML 2.0 Identity Provider (IdP) and OpenID Connect Provider (OP) that enables
centralized authentication with multi-factor authentication (MFA) and access policy enforcement. Duo can integrate with
upstream identity providers such as Microsoft Entra ID, allowing organizations to combine enterprise identity management
with Duo MFA.


https://documentation.grandstream.com/wp-content/uploads/2026/01/GDMS_SAML_IdP_Configuration_Page.webp
https://signup.duo.com/

For details, please refer to the DUO manual: https://duo.com/docs/sso

The screenshots in this section use GWN Manager as the Service Provider (SP). The configuration steps for GDMS are identical
except for the SAML attribute URLs used in the Duo application configuration.

Prerequisite (GWN Manager Only)

When using Duo SAML SSO with GWN Manager, the system clock on the GWN Manager host must be synchronized. If the
system time is not synchronized, SAML assertion validation may fail, resulting in erros during login.

On the GWN Manager host, run the following commands to enable NTP and verify that the system clock is synchronized:

# sudo timedatectl set-ntp on
# timedatectl | grep "System clock synchronized”

If the configuration is correct, the output should show: System clock synchronized: yes

Step 1: Create a DUO Authentication Source

1. Log in to the Duo Admin Panel and navigate to Applications—SSO Settings.

2. Click Add source in the External Authentication Sources tab.

G seipg @ nep

Single Sign-On

~ Home
Settings External Authentication Sources Routing Rules Bridge Attributes
3 Users
i Dwvices Configured External Authentication Sources R e
Hame Trpe Status Authentication Proxies
= Applications

Mo matct

Menitaring

1 Settings

Add DUO External Authentication Source

3. Click Add SAML Identity Provider.

Colapse Single Sign-Or

Add External Authentication Source

> Home

Learn mare about cenfiguring your authentication source

# Devices
Policies {8] Active Directory & SAML Identity Provider
1 b A lal!
= Applications
View documentation [
. View documentaiion O
Reparts Use this option If
" D Passwordiess 550 won't work with your axternal SAML idenlity provider
3 Manatoring » Waur identity provider (dP) is hosted in an o
* Wour P is Microsafl AD (o ather IdP will w
Biling Use this option if
To get started you'll need
O Settings = Your P is compatible with SAML 2.0

= One server to host Dua's Authentication Proxy

To get started you'll need

* AD service sccount credentials

Add SAML Identity Provider

4. This page contains the values that will be used when configuring the upstream identity provider (for example, Microsoft
Entra ID).


https://duo.com/docs/sso
https://admin.duosecurity.com/
https://documentation.grandstream.com/wp-content/uploads/2026/01/DUO_External_Authentication_Sources.webp
https://documentation.grandstream.com/wp-content/uploads/2026/01/Add_External_Authentication_Source.webp

Collapse © External Authentication Sources

SAML Identity Provider @ oisasies

Home
2 u
N Configure the SAML identity provider
i Devices Provide this information about your Duo Single Sign-On account to your SAML identity provider.
Entity ID
1! Policies )
https:/fsso /sami2/idp/RISO3HPND3LVIZXWNO... @ Copy

i= Applications

Assertion Consumer Service URL
Reports

hitps:/fsso . {sami2 fidp/RIS93HPND3LVIZXWNO... P Copy
a Monitoring

Audience Restriction

Billing
hitps:/fsso = . fsami2 fidp/RISO3HPND3ILVIZXWNO... [ Copy
*1 Settings
Metadata URL
hitps://sso = /sami2fidp/RIS93HPND3LVIZXWNO... ? Copy
XML File

& Download Metadata XML

Configure SAML identity provider attributes

Configure your SAML |dP to use the following attribute names when sending SAML responses
to Duo. The attribute name in the response must exactly match the attribute name on the table
below (case sensitive). Not all identity providers may have or provide these attributes. Duo
recommends sending as many as possible.

a

Learn about configuring identity provider attributes C

DUO SAML Identity Provider Configuration

Step 2: Configure the Azure Application

In this deployment model, Entra ID authenticates the user and sends the identity assertion to Duo, which then acts as the IdP
for GDMS/GWN Manager.

Please refer to the first section of the guide for more information on configuring an App on Entra ID.

1. Add a new application in Azure.

2. Add users to the application in Azure.

Note:

The Azure user’s email address must be the same as the DUO user’'s email address.

3. Go to Identity—Applications—Enterprise applications, find and click the DUO application you created in the application
list.

4. Click Single Sign-on on the left and click SAML on the page.

H Microsoft Entra admin center £ search resources, services, and docs (G+/) - D copilot

Home  Enterprise applications | All applications * DUO
Overview P PP PP}
o 5) buo | Single sign-on
Enterprize Application
5 Groups
B Devices H Overview single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
} : your organization to sign in to every application they use with only one account. Once the user logs into an application, that
= . ) Deployment Plan credential is used for all the other applications they need access to. Learn more.
Agent ID (Preview)
# Diagnose and solve problems
I @ Enterprise apps I
™ . 3
o Select a single sign-on method  Help me decide
B App registrations 1! Properties
S Roles & admins 2 Owners
Disabled {3 SAML E] Password-based
8 Delegated admin partners &, Roles and administrators ® Single sign-on is not enabled. The user Rich and secure authentication to Password storage and replsy using 8
. won't be able to launch the app from applications using the SAML (Security web browser extension or mobile app.
& Users and groups
10 Beias Setvacas My Apps. Assertion Markup Language) protocol.
I D Ssingle sign-on |
[ Conditional Access > Pprovisioning
©@  Multifactor authentication 8 Application prox)
pp proxy
Q  identity Secure Score W Stqas
it Oc 5  Linked
O e Link to an application in My Apps and/
s ity or Office 365 application launcher.
ecurt
&  Account recovery (Preview)
® Conditional Access
€ Password reset 0
% Permissions
ustom securif nbutes. Token encryption
@ cust attribut @ Token encrypti

SSO Page for DUO Entra App

5. Within the Basic SAML Configuration section, click Edit, and configure the following values using the information
obtained from Duo.

Identifier (Entity ID) Duo Entity ID


https://documentation.grandstream.com/wp-content/uploads/2026/01/SAML_IdP_Config_Settings.webp
https://documentation.grandstream.com/wp-content/uploads/2026/01/SSO_Page_for_DUO_Entra_App.webp

Reply URL (ACS URL)

Basic SAML Configuration

|dentifier (Entity 1D)

Duo ACS URL

£ Edit

Required

Reply URL (Assertion Consumer Ser Required

vice URL)

Sign on URL

Relay State (Optional)
Logout Url (Optional)

Optional
Optional
Optional

Edit DUO Entra App Basic SAML Configuration

= Collapse + External Authentication Sources
SAML Identity Provider @© pisabled
7 Home
i v » " i . .
e Configure the SAML identity provider
i Dattces 5 Provide this information about your Duo Single Sign-On account to your SAML identity provider.
) Entity ID
! Policies L
hittps://: = sso.duosecurity.com/sami2fidp/RIZTHDSDEZUXNAFAQ... Copy ‘1
i= Applications »
@ Report s Assertion Consumer Service URL
12 eports
hitps:/ /e ® g .sso.duosecurity.com/saml2idp/RIZ7THDSDE2UXNAFAQ... Copy 2
a Monitoring »
. . Audience Restriction
=  Billing »
) hitps://# “ g ss0.duosecurity.comfsami2fidp/RIZZTHDSDE2UXNAFAQ... (3 Copy
[s] Settings
Metadata URL
hitps://imee = =m s sso.duosecurity.com/sami2/idp/RIZZHDSDE2UXNAFAQ... (3 Copy
XML File

[ & Download Metadata XML l

Copying the Entity ID and ACS URL from DUO

Set up Single Sign-On with SAML

An 550 implementation based on federation protocols improves security, reliability, and end user expenences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Leamn
maore.

Read the configuration guide & for help integrating NEW_DUQO.

Basic SAML Configuration 2 edit

https:// .sso.duosecurity.com/saml2/idp/RI27 1
HDSDE2UXMNAFAQKTF/metadata

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)  https:// B.ss0.duosecurity.com/saml2/idp/RI27 2
HDSDE2UXMAFAQKTF/acs

Sign on URL Optional

Relay State (Optional) Optional

Logout Url (Optional) Optional

Pasting the Entity ID and ACS URL on the DUO Entra App

6. Within the Attributes & Claims section, click Edit, then click Add new claim. Configure the claim as follows:

Name Source Attribute
Email user.userprincipalname
Note:

For all Duo SAML integrations using Microsoft Entra ID as the upstream IdP, configure the Email claim to use
user.userprincipalname. This avoids dependency on optional Entra ID contact fields and ensures reliable SSO for all users.


https://documentation.grandstream.com/wp-content/uploads/2026/01/Basic_SAML_Configuration.webp
https://documentation.grandstream.com/wp-content/uploads/2026/01/Copying_the_Entity_ID_and_ACS_URL.webp
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o Attributes & Claims £ Edit

givenname user.givenname
surname user.surname
name user.userprincipalname
emailaddress user.mail

I Email user.userprnncpalname ]
Unique User Identifier user.userprincipalname

Manage claim

&7 Got feedback?

HName * Email I

Nameipace Enti & namespace UR
v Choose name format

" -
Fo— (®) attbute () Transformation () Directory schema extersion

[sou::.e attribute * user.userpnnupalnzrne] -

~  Claim conditions

« Mdvanced SAML claims options

7. From the SAML Signing Certificate section, download the Federation Metadata XML or copy the following values:
o Login URL

o Microsoft Entra Identifier
o Logout URL

o Certificate (Base64)

DUO | SAML-based Sign-on

Enterprise Application

T Upload metadata file ) Change single sign-on mode (= Test this application A&’ Got feedback?
B Overview
] Depl t Pl .
S Eeicyment PR e SAML Certificates
X Diagnose and solve problems
Token signing certificate £ edit
Manage Status Active
Thumbprint 419C31BA0G5DACDTA - = 1 -
L - N a
il Properties Expiration 1/22/2029, 3:32:08 PM
" Naotification Email - —— onmicrosoft.com
& Owners R z
App Federation Metadata Url https://login.microsoftonline.com/f6e24392- 14ba-... I
& Roles and administrators [Certiﬁcate (Base64) Downlo: adl 4
a d Certificate [Tlaw) Download
& Users and groups Federation Metadata XML Download
D Ssingle sign-on
> Provisioning Verification certificates (optional) 2 Edit
Required No
I Application proxy Active 0
Expired 0

C  Self-service

o Set up DUO
Security

- You'll need to configure the application to link with Microsoft Entra ID.
® Conditional Access . s

: ['—09"‘ URL https://login.microsoftonline.com/f6e24392-14ba-... 1 2
+ Permissions =

| Microsoft Entra Identrfier hEs;ﬁsts.mndows.netff6e24392—14ba—4383-943 .. I | 1

@ Token encryption | Legout URL | https://login.microsoftonline.com/f6e24392-1dba-.. | 3

Activity

Copying Entra ID URLs and Downloading SAML Certificate

Step 3: Configure Single Sign-On in DUO

1. Log in to the Duo Admin Panel and navigate to Single Sign-On.

) Account

4 Grandstream

= e Single Sign-On
4% Home . P - - .
Settings I External Authentication Sources I Routing Rules Bridge Attributes
F | Users >
B Devices > Configured External Authentication Sources
1] Policies

B Using external authentication sources? Routing Rules can support a dynamic S50
environment by dictating which auth sources to use based on a variety of conditions.

l i= Applications » |

[@  Reports » Name Type Status Autl

| SAML Identity Provider I SAML idP © Enabled -

a Monitoring »
=  Billing »

sl Settings
DUO External Authentication Sources Page

2. Select the resource you created in Step 1 (SAML Identity Provider).
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3. Enter the information copied from Entra ID:

1dP Entity ID

Single Sign-On URL

Single logout URL

Certificate

Microsoft Entra Identifier

Entra Login URL

Entra Logout URL

Upload Entra app Base64 certificate

Configure Duo Single Sign-On

Get this information from your SAML identity provider so Duo Single Sign-0n can use it for

primary authentication.

Display name *

| SAML Identity Provider

Used only to help you identify the identity provider within our interface.

Entity ID *

| hitps:/fsts.windows.net/ff6e24392-14ba-4383-94 30 ol Ta o B

The global, unigue 1D for your SAML entity. This is provided by your identity provider.

Single Sign-On URL *

| https:/flogin.microsoftonline.com/f6e24392-14ba-» m R =

URL to use when performing a primary authentication.

Single logout URL

| https://login.microsoftonline.com/f6e24392-14ba- 000 Tl ™ B |

URL, provided by your identity provider, that Duo will send Single Logout responses to. It is
unused now but may be used in the future.

Logout redirect URL

URL users will be redirected to after logging out of Due Single Sign-0n.

Certificate *

4

e

Click or drag file to this area to upload
NEW_DUO.cer

Pasting Entra URLs and Uploading SAML Certificate

4. Click Save, and verify that the status of the external source appears as "Enabled".

Single Sign-On

Settings

External Authentication Sources Routing Rules Eridge Attributes

Configured External Authentication Sources

B using external authentication sources? Reuting Rules can support a dynamic S50
environment by dictating which auth sources o use based on a variety of conditions.

Type Status Authentication Proxies (0

SAML ldentity Pravider SAML idP & Enabled -

External Authentication Source Status

Step 4: Create Users and Groups in DUO

This section describes how to create Duo users and groups for this integration.

Add source


https://documentation.grandstream.com/wp-content/uploads/2026/01/Pasting_Entra_URLs_and_Uploading_SAML_Certificate.webp
https://documentation.grandstream.com/wp-content/uploads/2026/01/External_Source_Enabled.webp

1. Log in to the Duo Admin Panel

2. Navigate to Users—Add User

Noit Enrolled Inactive Usars Trash

Bypass Usars

Add New DUO User

3. Fill in the following fields:

Field Value
Must match the local part of the Entra ID UPN (value before @)
Username
Email Address Must match the full Entra ID UPN
Example:

If the Entra ID user UPN is “test@entra.com”. Configure the Duo user as:

o Username: test

o Email Address: test@entra.com

4. After creating the user, complete enrollment using any supported method:
o Email enrollment

o Enrollment code

o Device enrollment

Note:

The enrollment method does not affect SAML attribute matching.


https://documentation.grandstream.com/wp-content/uploads/2026/01/DUO_Users_PageAdd.webp

= Collapse u User added successfully. Add another.

Home
€ Users
4= Users > .
- john.doe
# Devices b
7 Policl y Device enroliment 4 Not enrolled
SR Invite user to seff-enroll. Alernatively, manually enroll the user by adding a device jwhich will skip the enroliment flow
4 licath . )
pplications Send an enroliment email
This email contains a link that lets the user enroll in Duo,
m Reports » »
Send email
a Monitoring »
Generate an enrolilment code
o Billing 3 This code can be entered to enroll in Duo at hitps://sso-12117c61.ss0.duosecurity.com/enroll @y Copy link
" . Generate code
{s] Settings
Customize enrollment emails, codes, and links
Learn more about enroliment B
Username john.doe

a + Add a username alias
Username aliases
Users can have up to 8 aliases
Optionally, you may choose to reserve using an alias number for a specific alias
{e.g., Username alias 1 should only be used for Employee 1D)

Display Name ‘

Email Address john.doe(gm s pnmicrosoft.com

DUO User Enrollment Options

5. Navigate to groups Users—Groups and click “Add Group”.

Colapse Groups + Addgrowp
& Homs
| &z Users » [ 1 group Export a3 CSV
1 Devices > Mame Status Users Description

Add DUO User Group

6. Choose a name for the user group and add an optional description.

€ Groups

Add Group

Group name *

[ SSO_Group ]

Description

Add an aptional note about this group.

Add Group Cancel

s a4

Configure DUO User Group Name

7. Click on “Add users to group” to configure users allowed to access GDMS/GWN Manager.
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Details
Group name
550 _Group

Description

Group ID

DGEFNTPEHXIFNYOTGYDF 3 Copy

Status

This controls the two-factor authentication process for users in this group. Changing
group status will override the user status of each group member, with the exception of

locked out users.

O Active

Require two-factor authentication (defautt).

Bypass

Allow users to skip two-factor authentication and log in with only a password.
Passwordless authentication is not skipped

Disabled
" Automatically deny access.

Administrative units

Update Group =T

Username

Name

+ Add users to group

Status Last Login (UTC) & Actions

Adding Users to DUO Group

Step 5: Create the DUO SAML Application

1. Log in to the Duo Admin Panel and navigate to Application—Application Catalog.

2. Search for Generic SAML Service Provider.

(]

D

'

Collapse

Home

Users

Devices

Policies

Applications

Reports

Monitoring

Billing

Settings

Applications X
Manage
Applications
>
Application Catalog W
ts Authentication Proxy
’ Configure Single Sign-On (S50)
550 Settings
Duo Central
»
|
>
»
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— Collapse

P HDmE

2- Users

Devices

U Paolicies

l i= Applications
[_ Reports

a Monitering

= Billing

s] Settings

« Applications

Application Catalog

Browse all of our available applications or check our partnership integrations ¥
View documentation links for more information about each application

ﬂ Q) generic SAML ® B

Generic SAML Service Provider

§$S0  Provisioning

Secure access using Duo 550 and SAML
» with MFA and flexible security policies.

Documentation

Generic SAML Service Provider Application

3. Configure the application name (example: GWN Manager or GDMS).

4. Enable access for all users or select a specific group to grant application access.

tsco IR AW

= Collapse

Home

2- Users

Devices

-

Policies

Applications

Reports

[iE]

Monitoring

=

Billing

=] Settings

 Applications

Generic SAML Service Provider - Single Sign-On

Single Sign-On  Provisioning

You've added your first S50 application
Discover more ways to customize your SSO environment.

Go to Single Sign-0On =

See the Generic 550 documentation [ to integrate Duo into your SAML-enabled service provider.

Basic Configuration

Application name * GWN Manager

The unique identifier of the service provider

Application Type Generic SAML Service Provider - Single Sign-On

User access Disable for all users

Some users may still have access. See exceptions balow.

@ Enable only for permitted groups

S50 Group X -

Some users may still have access. See exceptions balow.
Enable for all users
Some users may still have access regardless of the user access settings above, including:
» Users with a Bypass status (must pass first-factor authentication)
» Existing users with Bypass 2FA Authentication Policy

» Users not in Duo when the New User Policy allows access to unenrolled users

Learn more about user access

Application Name and User Access Control

5. Configure the Entity ID and ACS URL by copying them from GDMS/GWN Manager, as shown below:
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Service Provider

Metadata Discovery

None (manual input)

Entity ID *

The unique identifier of the service provider.

Assertion Consumer Service
(ACS) URL *

The service provider endpoint that receive

*5 and processes SAML assertions

@  GWN Manager

Users

Default Network

SAML IdP

GDMS Unified Communications

SAML IdP

+ SAML 550 Configuration Process

Configure IdP Service

Metadata *

GWN Manager Entity ID and ACS URL

+ SAML S50 Configuration Process

Configure IdP Service

SAML 550

SSO Access Code

remarks

Metadata T,

1dP Entity ID

Set up the SAML IdP

y Settings SAML S5O

Set up the SAML IdP

Set up the SAML IdP within the GDMS using

the metadata provided by the IdP

GDMS Entity ID and ACS URL

Set up roles

Add the role associ

onfiguratior

Set up roles

ated with the SAML IdP

A

6. Scroll down to continue the configuration. The following three parameters are mandatory and must be configured.

NamelD attribute

IdP Attribute

Map attributes

SAML Response Attribute

Select <Email Address>

Select <Email Address>

Fill in the fixed parameters for:

e GDMS: https://account.gdms.cloud/saml/attribute/emailaddress

e GWN Manager: https://<gwn-manager-host>

[:port]/user/saml/attribute/emailaddress

Note: If GWN Manager is not bound to port 443, the port number must be
included in the URL


https://documentation.grandstream.com/wp-content/uploads/2024/11/13-Service-Provider-Entity-ID-and-ACS-URL.png
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https://documentation.grandstream.com/wp-content/uploads/2024/11/15-SAML-SSO-GDMS.png
https://account.gdms.cloud/saml/attribute/emailaddress

Fill in the fixed parameters for:

e GDMS: https://account.gdms.cloud/saml/attribute/role

Attribute name e GWN Manager: https://<gwn-manager-host>
[:port]/user/saml/attribute/role

Note: If GWN Manager is not bound to port 443, the port number must be
Role attributes included in the URIL.

Fill in the role value, which must be the same as the SAML SSO Role name
in Users—SAML SSO Role, such as “Admin.A”

Service Provider’s Role

Select the user group to use. Only users who belong to the selected Duo
Duo Groups group will be allowed to authenticate using SAML SSO. User groups in Duo

can be created and managed under Users—Groups in the Duo Admin Panel.

SAML Response
NamelD format * urn:oasis:names:tc:SAML: L. nameid-format:emailAddress A
The format that specifies how the NamelD is sent to the service provider
NamelD attribute * <Email Address> -
MNamelD is a SAML attribute that identifies the user. Enter an IdP attribute or select a bridge attribute that automatically chooses the NamelD attribute
based on the IdP. Create custom bridge attributes or select from the preconfigured options: <Email Address>», <Usernamex>, <First Name>, <Last
MName=, <Display Name=,
Map attributes IdP Attribute SAML Response Attribute
<Email Address> - https:/{192.168.6.225:844

Map the values of an IdP attribute to anather atiribute name to be included in the SAML response (e.g. Username to User.Username). Enter in an IdP attribute o select one of Duc's preconligured user atiributes that automatically chooses the
SAML response attribute based on the IdP. There are five preconfigured user attributes: <Email Address>, <Usemames, <First Name>, <Last Name> , <Display Name> and any additional user attributes that you have configured. <AMR> refers

to Authentication Method Reference, which will send authentication information to the service provider. While most service providers use "amr” in the response, you may need to contact them for more information on their attribute names.

Create attributes Name Value

Specify attributes with hard-coded values to optionally send in the SAML response (e.. accountNumber with value of 48152547). Consult your service provider for more information.

Rale attributes Map Duo groups to different roles in this service provider. A Duo group can be mapped to multiple roles and each role can have multiple groups mapped to it. Optional. Learn more about Duo groups

Attribute name

‘ https://192.168.6.225:8443/user/sam|/attribute/role

The name of the attribute which will carry the mapped roles.
Service Provider's Role Duo groups

‘ Admin.D ‘ | x 580_Group (3 users) -

GWN Manager App Attribute Mapping

7. To enable IdP-initiated login from the Duo dashboard, configure the Default Relay State to point to the GDMS or GWN
Manager login page.

Collapse
Service Provider Login URL
7> Home Optional: A URL provided by your service provider that will start a SAML authentication. Leave blank if unsure.
F | Users »
) Default Relay State https://192.168.6.225:8443/
§ Devices »
Optional: When set, all IdP-initiated requests includa this relaystate. Configure if instructed by your service provider.
1) Policies >
SAML Response
i= Applications
NamelD format = urn:oasis:names:tic:SAML:1.:nameid-format:emailAddress -
F Reports »
The format that specifies how the NamelD is sent to the service provider.
a Monitoring »
Billing >
. NameiD attribute * <Email Address> L
0 Settings

MamelD is a SAML attribute that identifies the user. Enter an IdP attribute or select a user attribute that automatically chooses the NamelD attribute £
<Email Address>, <Usernames, <First Name>, <Last Namia>, <Display Name>

DUO App Default Relay State

Step 6: SAML SSO in GDMS/GWN Manager

1. Log in to the Duo Admin Panel and navigate to the GDMS/GWN Manager Application.
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https://admin.duosecurity.com/
https://account.gdms.cloud/saml/attribute/role

9 MAssistant () Setup (D) Help Q =

= Collapse Applications
Applications integrate Duo into one or more of your services or platforms. You can protect as many applications with Duo as you need.
® H
ome
&- Users > Configured applications
| Q Search by name or key || Protection Type v ‘ | Provisioning v |\_| End of support 1 result P EAE - Add application

B Devices > !
() Policies 5 Name* Protection Type Provisioning Application Type ication Policy icati p Policies @
— - w GWN Manager sso @ Configure Generic SAML Service = =
i= Applications 3 Provider - Single Sign-On
[ reports > J—

Rows per page ‘ 10 v ‘ 1ot E]
4 Monitoring >

Duo Admin Panel GWN Manager Application

2. Access the application you created, and copy the following information or download the metadata.

Metadata

Entity |D hitps:/f .550.duasecunty. comy/sami2/sp/DILIZZMF49I6CSWZEXGO/met) Copy
Single Sign-On URL hitps://i ss0.duosecurity. comy/sami2/sp/OIL33ZMF4I6CSW2EXGOYss0 | Copy
Single Log-Out URL hitps://: .ss50.duosecurity.comysamiZ/sp/DIL33ZMF 4316C5W2EXGOYsio Copy
Metadata URL hitps://s LS80, duosacunty.comysamiZ/sp/DIL3IZMF48I6CSWZ2EXGOYmet:) Copy

Certificate Fingerprints

SHA-1Fingerprint ASBBAT40:B3:ED:91:D4:BC:B1:45.72:B9 Copy
SHA-256 Fingerprint AECOOF SEB56:70:03: 88 BOFAATOTIA 3B 14:20:BA'B1:E|  Copy
Downloads
Certificate i Download certificate 1 Copy certificate

Expires: 01-19-2038
SAML Metadata 4 Download XML 0 Copy XML

Service Provider

Metadata Discovery MNone (manual input) -

GWN Manager Application Metadata

3. Log in to GDMS or GWN Manager using a Super Administrator account.

4. Navigate to Users—=SAML SSO.


https://documentation.grandstream.com/wp-content/uploads/2026/01/GWN_Manager_Application_in_DUO.webp
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Ewn

GWN Manager

Default Network

Dashboard

Devices

Clients

Guests

Map & Floor Plans

Insight

Alerts

Settings

Organization
Overview
Inventory
Users

Upgrade

~ SAML S50 Configuration Process

SAML IdP

Adding SAML IdP in GWN Manager

&>  GDMS Unified Communications i

@ Dashboard

& Organization
Default

& UCMRC
©» Clouducm
{09 volP Device

olla call Quality

Users

Users Role

[ Configure ] SAML 550 role

evice Template Sneg

EE site
[ERESS
(%) Diagnostics

22 System

SAML IdP

SAML S50

Remark

eseller Channel

Metadata T,

4 RPS Management

S Users

=

m Log

5. Click Add SAML IdP and fill in the information:

IdP Entity ID

SAML S50 Configuration Process

Configure IdP Service (O
ty ID and ACS URL to copy the
plete the configuration in the

SSO Access Code®

Organization Associated Company ~ Account Security Settings SAML SSO

Set up the SAML IdP

the metadata provided by the IdP

Adding SAML IdP in GDMS

Set up the SAML IdP within the GDMS using

7 1

o

Set up roles

Add the role ass

configuration

Configure Id

Remar

User Guide

ociated with the SAML IdP

Q
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Metadata

Entity ID I

Single Sign-On URL | hitps.

Single Log-Out URL |

Metadata URL

Certificate Fingerprints

SHA-1Fingerprint

| 2 SAML IdP
|3
Sopy l 4 Metadata

SHA-256 Fingerprint

Downloads

Certificate i Download certificate

SAML Metadata

Service Provider

Metadata Discovery None (manual input)

SAML SSO

SSO Access Code

Remarks

Metadata

IdP Entity ID

X.509 cert SHAI1 fingerprint

SSO Login URL

SSO Logout URL

Enable or disable. If disabled, users will no longer be able to use the configured SSO authentication to

log in.

Used to enter this SSO Access Code on the GDMS/GWN Manager login page, and can log in through

this IdP service authentication.

Enter your remarks

e Method 1: Click to upload the metadata XML file to parse the fields below.
e Method 2: Manually fill in the fields as follows.

Fill in the Entity ID of the Metadata module in Duo— Application.

Fill in the SHA-1 Fingerprint of the Metadata module in Duo— Application.

Fill in the Single Sign-on URL of the Metadata module in Duo— Application.

(Optional) Fill in the Single Sign-out URL of the Metadata module in Duo— Application.

6. After adding the IdP, configure the SAML SSO role as described in section [SAML SSO ROLES IN GDMS/GWN MANAGER].
The Role Name must exactly match the role value sent by the IdP.

SAML SSO ROLES IN GDMS/GWN MANAGER

GDMS Role Configuration

1. Log in as Super administrator logs in to GDMS and goes to Users—=SAML SSO—-SAML SSO Role.


https://documentation.grandstream.com/wp-content/uploads/2026/01/Filling_SAML_Metadata_from_DUO.webp

g:) GDMS Unified Communications === fal ® world yXxu123 v

@ Dashboard Users

& Organization Users Role Organization Associated Company Account Security Settings SAML S50
Default Configure SAML SSO role

fw) UCMRC
©» Clouducm

Role Name Organization Network Operation
7 volP Device

Admin.A Us: Default, Default1 US: Default Network1, Default Network2 & T

ol call Quality

Toral 1 10/page < - >

s RPS N

S Users

= m Log

Adding SAML SSO Role in GDMS

2. Click Add Role and fill in the following information:

saMLSsO > Add role

General Settings UC Permissions Networking Permissions
*Role Name ® Admin.A 1-64 characters
UC Organization World EU Region China
Default Default1
Networking World EU Region China
Default Network test

Auto Add New Network©

Editing SAML SSO Role

Enter the name of this role.

Role Name . . .

Note: It must be the same as the value of the application role created in Azure. For example “Admin.A”.
UC Organization (Optional) Assigned to the Unified Communications organizations that this role can manage.
Networking (Optional) Assign networkings that this role can manage.

3. Click Next to configure the permissions for the GDMS UC system. If this role does not have permissions for the GDMS UC
system, you do not need to select any permissions.


https://documentation.grandstream.com/wp-content/uploads/2024/11/23-SAML-SSO-Role-GDMS.png
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sAMLSSO > Add role

© O

General Settings UC Permissions Networking Permissions
Basic UCMRC ClouduUCm Resources Alerts Reseller Channel RPS Management Users Syster
All
Dashboard
Overview

Extension - SIP Account
Account List Add Account Import Account Export Account Edit Account

Delete Account Modify SIP Server Go to PBX/CloudUCM Web Ul to edit extension

Extension - SIP Server

SIP Server List Add Server Delete Server Edit Server

VoIP Device

Device List Transfer Device Add Device Authorization Management Import Device

Export Device Edit Device Delete Device Open Subscription Upgrade Firmware

Reboot Device Factory Reset Device Diagnostics Site Assignment Set Parameters

Account Configuration Operation Logs Task History Reconfigure Device Details
Back Next

Configuring UC Permissions for SAML SSO Role

4. Click Next to configure the permissions for the GDMS Networking system.
o If you select Platform Administrator, you must select Manage All Networking in the previous step, otherwise you cannot
select Platform Administrator.

o If this role has permissions for the GDMS Networking system, you can select “None”.

sAML SsO > Add role

o o O

General Settings UC Permissions Networking Permissions

Permissions

Organization Network Platform Administrator

Platform Administrator (Read-only)

All Organization Privilege Network Administrator

Network Administrator (Read-only)

Overview
G t Edite
Network Overview (Read-only uest editor Network Sort
Configure Map Component (TS
Inventory
Device Information (Read-only) Export Device Information
Reseller Channel
Reseller Channel List (Read-only) Configure Reseller Channel Info
Users
User List (Read-only) Role List (Read-only) Associated Company (Read-only) Configure User
Configure Role Configure Associated Company

Configuring Networking Permissions for SAML SSO Role

5. Click Finish to successfully create the SSO role.

Configure SAML S50 role

Add
Role Name Organization Network Operation
Admin.A US: Default, Default US: Default Network1, Default Network2 4 1

Total 1 10/page < >

Created SAML SSO Role
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GWN Manager Role Configuration

1. Log in to GWN Manager using a local administrator account.
2. Navigate to Organization—Users—SAML SSO.
3. Select the SAML SSO Role tab.

@ GWN Manager

Default Network Hrors
« SAML 550 Configuration Process
Configure IdP Service Set up the SAML IdP Set up roles
d . L f +
SANL IdP
’ &
. 5a i e
064 characoe
Metadata T

IdP Entity ID 1-128 charscters

GWN Manager SAML Role Page

4. Click Add to create a new SAML SSO role.

@ GWN Manager

Default Network ] Users

DUOAdmIn All Orgar

GWNLADImIN All Qrganizations and Networks

Add GWN Manager SAML Role

5. Enter the name of the SAML SSO role. This value must exactly match the role value sent by the IdP in the SAML assertion.

Note:

If the role name does not match exactly, GWN Manager will reject the login even if authentication is successful.

6. After defining the Role Name, configure the permissions associated with this role. Each option corresponds to a
predefined permission scope within GWN Manager.

7. If Custom is selected, granular permissions can be assigned manually.

GWN.Admin

Organization Admin
Organization Administrator (Rea
Network Administrator

Metwaork Administrator (Read-onlyy
Guest Editor

Custom

SAML Role Permissions


https://documentation.grandstream.com/wp-content/uploads/2026/01/SAML_SSO_Role_Page.webp
https://documentation.grandstream.com/wp-content/uploads/2026/01/Add_SAML_Role.webp
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Users

Robe Name Creator Deseription
Super Administrator GWHN Manager
Platform Adminéstrator GWN Manager
Platform Adrministrator (Read-only) GWHN Manager

n Administrator GWHN Manager

Organization Administrator (Read-only) GWHN Manager

Network Admanistrator GWH Manager
Metwork Administrator (Read-only) GWHN Manager
Guest Editor GWH Manager

Operation

Grants read/write permissions for all organizations, networks, and sub-accounts under the enterprise along with the ability to or...

Grants read/write permissions for all organizations. networks, and sub-accounts under the enterprise along with the ability to or...

ssions for all org: counts under the enterprise.

L. Can also create new networks and .

Read-only permissions for all networks under the account

Grants read/write permissions fior all networks under this account along with the ability to create guest administrators for their ..

10/page < n »

GWN Manager User Roles

8. Click Save to complete role creation. The newly created role will appear in the SAML SSO Role list.

@ GwN Manager

Default Network

DU Admin

Al Crganizations and Networks

All Drganizations and Networks

GWN Manager Role List

SAML SSO TESTING AND VALIDATION

This section describes how to validate SAML SSO authentication and logout behavior when GDMS or GWN Manager is

integrated with an Identity Provider.

Testing should verify both authentication flows:

o SP-initiated login: authentication starts from the GDMS or GWN Manager.

o IdP-initiated login: authentication starts from the Identity Provider portal (Entra ID, Duo).

SP-Initiated Login Test

Web Login Test

This test verifies authentication initiated from GDMS or GWN Manager.

1. Open a web browser.

2. Navigate to:
o GDMS: https.//www.gdms.cloud

o GWN Manager: https.//<gwn-manager>:<port>

3. Click Sign in with SSO at the bottom of the GDMS/GWN Manager login page.


https://documentation.grandstream.com/wp-content/uploads/2026/01/Roles_List.webp
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$ GRANDSTREAM

Grandstream Device Management System (GDMS)

GDMS is an enterprise-grade, remote management platform for Grandstream networking
products, unified communications products, all-in-one solutions, UCMRC, CloudUCM, etc.

GDMS

Sign in with S50

English

GWN Manager m

Monitor and manage all your Grandstream GDMS Networking Solutions

Sign In

| Sign in with S50 I

GWN Manager Login Page

4. Enter the SSO Access Code configured by the administrator.

9 GRANDSTREAM

Grandstream Device Management System (GDMS)

GDMS is an enterprise-grade, remote management platform for Grandstream networking
products, unified communications products, all-in-one solutions, UCMRC, CloudUCM, etc.

Sign in with SSO

English

GDMS SSO Access Code Prompt
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GWN Manager m

Monitor and manage all your Grandstream GDMS Networking Solutions

Sign In

& Back

Sign in with S50

| SE0CO0E |

GWN Manager SSO Access Code Prompt

5. The SSO Access Code from the GDMS/GWN Manager can be configured on the SAML SSO page as follows:

GDMS Unified Communications i3 A ® world yxxu123
Users

Users Role Organization Associated Company Account Security Settings SAML S50

SAML IdP
SAML 550 a
I +SS0 Access Code® abc_test ?Pu::i:n 1-64 digits of letters, numbers,
Remark Azure 550 0-64 characters

Metadata T,
SSO Access Code Configuration

6. The browser must redirect to the configured IdP login page:
o Microsoft Entra ID login page

o AD FS login page

o Duo authentication page

B Microsoft

wisi el
E -a o ! 'ﬁrm}

wis
Signed in

+

Microsoft Entra ID login page

Use another account

Terms of use  Privacy & cockies ...

ExamplelOC
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https://documentation.grandstream.com/wp-content/uploads/2024/11/4-Idp-Authentication-Page.png
https://documentation.grandstream.com/wp-content/uploads/2026/01/ADFS_Redirect_Login.webp

AD Login Page

@

Check for a Duo Push

Verify it's you by approving the notification...

Sent to "iQS5" (+eer weese 1686)
-~
Other options
Need help? Secured by Duo

Duo Authentication Page

Note:

For GWN Manager, if login fails with an HTTP 500 error, verify that the GWN Manager system time is synchronized.

6. After successful authentication, verify that:
o You are redirected back to the application

o Login completes successfully

o The correct SAML SSO role is applied

&)  GDMS Unified Communications i ) world fohndoe@example.oc ~
Dashboard
0 ® Geo Map All Ovganizatiors
J g Ep——— 0 I Tous Devices 0 i Total Organizations 3
Orverview
. Extension Extension Status Device Type Alerts

] voIP Device

A Emergency 0]
ll call Guality \ Norma o & i o
Abnarmal Registration 0 Mo Device

GDMS Login Example with AD User

I GWNManager I john.doe@ss==s..onmicrosoft.com vI

& Default Network I

-]
@ Dashboard Internet Router switch AP Clients Alert

=5 Devices

N == | — °
™

L dlients A warning (0]

Py 0 0 o o ] ] ° ]

@ Guests 0 fline Online , e Offline Wired  Wirele O nNotice (0]

GWN Manager Login Example with Microsoft User

7. (Optional) If SAML Single Logout (SLO) is configured, click Logout from both the application and the SSO system.

X

Do you want to log out of the third-party 550 acco
unt as well?

Log out of both 550 system and GWN Manager

Log out of GWN Manager only

GDMSGWN Manager Logout Prompt

8. Verify that:


https://documentation.grandstream.com/wp-content/uploads/2026/01/DUO_MFA.webp
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o The GDMS/GWN Manager session is terminated

o The SSO system is terminated

B Microsoft

You signed out of your account

It's a good idea to close all browser windows.

Microsoft Logout Page

ExampleLOC

Sign out
You P successtully signed oul,

AD Logout Page

&

© Logged Out

You may now close this browser tab.

Secured by Duo

DUO Logout Page

Mobile App Login Test

1. Click Sign in with SSO at the bottom of the GDMS login page, and then enter the SSO Access Code configured by the
administrator.


https://documentation.grandstream.com/wp-content/uploads/2026/01/Single_SignOut_from_Entra.webp
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Q

GDMS

2
() et

Custom Domain Login

More sign in methods

@ Sign in with SSO

Sign in with Google
G sig 9

Q

GDMS

?

How to set up SSO for GDMS?

Back

GDMS App Login

2. Go to the configured IdP service provider authentication page, such as Microsoft Azure, ADFS, and DUO.
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Done @ .microsoftonline.com AA

S® Microsoft
Sign in

Email address, phone number or Skype

Can't access your account?

Q\  sign-in options

Terms of use  Privacy & cookies

( ®©

Microsoft Authentication Page

3. After authentication, log in to the GDMS APP with the corresponding SAML SSO role.

IdP-Initiated Login Test
This test verifies authentication initiated directly from the Identity Provider portal.

In IdP-initiated authentication, the IdP generates the SAML assertion and redirects the user to the Service Provider without

first accessing the GDMS or GWN Manager login page.

Important:

For IdP-initiated login to function correctly, the Default Relay State (or Relay State URL) must be configured in the IdP. This
value must point to the base URL of the Service Provider (for example, https.//www.gdms.cloud or https.//<gwn-manager-
domain>:<port>). Before testing, ensure the Relay State has been configured as described in the relevant IdP configuration

section.

Microsoft Entra ID

SAML SSO can be validated from Microsoft Entra ID using either:

o The Application Test option

o The Microsoft MyApps portal


https://documentation.grandstream.com/wp-content/uploads/2024/11/7-Microsoft-Authentication-Page.png

Access using the Application Test Option

1. Log in to the Microsoft Entra Admin Center.
2. Navigate to Enterprise applications and select the configured GDMS/GWN application.
3. Go to Single Sign-on—SAML.

4. Click Test this application.

Home Enterprise applications | All applications GDMS Test

GDMS Test | SAML-based Sign-on

Enterprise Application

T Upload metadatafile ) Change single sign-on mode | = Test this application 27 Got feedback?
B overview
Deployment Plan Set up Single Sign-On with SAML

4 Diagnose and solve problems An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use Openl|D Connect or OAuth. Learn

Manage more,
] .
I' Properties Read the configuration guide o for help integrating GDMS Test.
48 Owners o
Basic SAML Configuration £ edit
ik Roles and administrators g :

Testing Microsoft Entra ID Application

If the configuration is correct, the authentication completes successfully, and the browser redirects to GDMS or GWN Manager

Access from Microsoft MyApps Portal

1. Open Microsoft MyApps.

2. Sign in using an Entra ID account with permission to access the GDMS/GWN application.

3. Click the configured GDMS/GWN application tile.

4. Authenticate if prompted, and verify successful redirection and correct role assignment.

i My Apps 2 Search apps =S ? [: E :]
AppS dashboard H? Add apps @ Create collection  #* Customize view
Apps
' Apps o Settings

GDMS Test

Application Dashboard

For more information about the My Apps, see Introduction to Microsoft My Apps.

AD FS

Before testing, verify that the IdP-initiated sign-on page is enabled on the AD FS server. Open PowerShell as Administrator
and run:

Get-AdfsProperties | Select-Object EnableldpInitiatedSignonPage

If the output shows “False”, enable it:

Set-AdfsProperties -EnableldpInitiatedSignonPage $true


https://documentation.grandstream.com/wp-content/uploads/2026/01/Test_This_Application_Function.webp
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EX¥ Administrator: Windows PowerShell = m} >

oft Corporation. All rights reserver

the latest PowerShell for new features and improvements! https a.ms/PSkindows

ct EnableIdpInitia

EnableldplinitiatedSignonPage Output Shows False

Run the check command again to confirm the value now shows “True”.

EN Administrator: Windows PowerShell - O *
osoft Corporation. All rig
the latest PowerShell for new featur ents! http 3 Windows
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Access via AD FS IdP Sign-On Page

1. Open a browser and navigate to:

https://<adfs-server>/adfs/ls/idpinitiatedsignon.aspx

2. From the application dropdown, select the configured application (GDMS or GWN Manager).

Lab AD FS

You are not signed in.

Sign in to this site.

# 5ign in to one of the following sites:

[ Gwi Manager v

‘

AD FS IdP Sign On Page Target Application

3. Sign in using a domain user account that is a member of the AD group mapped to the GDMS or GWN Manager SAML
SSO role.
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Lab AD FS

Sign in

testuser@ adfs.local
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AD FS IdP Sign On Page Domain User Credentials

4. After successful authentication, verify that:
o The browser redirects to GDMS or GWN Manager automatically

o Login completes without prompting for the SSO Access Code

o The correct SAML SSO role is applied to the session
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When Duo is configured as the SAML Identity Provider, IdP-initiated login can be performed using Duo Central or through the

upstream identity provider (for example, Microsoft Entra ID).

Unlike Microsoft Entra ID, Duo does not automatically create a user application tile for SAML applications. Administrators

must manually add the application to Duo Central.

Access via Duo Central

1. Log in to the Duo Admin Panel.

2. Navigate to Applications—Duo Central.

3. Ensure the Status is set to Online. If Duo Central is Offline, tiles will not be available.

Applications > Single Sign-On
Home Duo Central
For more information on what you can do with Duo Central, view the documentation C§

~

[
c
g
@

B Devices ’ Tiles  Configuration & Policy

(1) Policies

_ + Add tile
' I= Applications

DUO Central Status

4. Click Add tile.

5. Select Add application tile.

status: oniine  (0)

sso.duosecurity.com [3
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What do you want to add to Duo Central?

Application Tile Bookmark Tile

Choose which Duo-protected Display useful links as tiles and
applications to show to users. add a custom logo.

Add application tile Add bookmark tile

Adding Application Tile on DUO

6. Locate the configured SAML application (for example, GDMS or GWN Manager).
7. Select the checkbox next to the application.

8. Click Add Tile.

Applications > Single Sign-On > Due Central

Add Application Tiles

Select the application(s) you want to add
Your Duo protected applications are listed below. Need to add a brand new application to Duo? Start protecting it now Cf

Name = 550 Login URL *

m GWN Manager v Provided by Duo Single Sign-On

1total

Cancel

Adding Tile for GWN Manager Application on DUO

9. The application will now appear in the Duo Central Tiles list. Confirm the application tile shows Enabled only for permitted
groups, or Available to all users.

Tiles  Configuration & Policy - st ss0.duosecurity.com

+ Add tile Q search

Name = Protected by Duo User Access Artions
Enabled only for permitted groups: Edit

m GWN Manager o $S0.Group | Remove

User Access Permission or GWN Manager App

Once the tile has been successfully configured, users can follow these steps to log in from DUO Central:

1. Open a browser and navigate to the Duo Central portal:

https://<your-subdomain>.sso.duosecurity.com

2. Sign in using a user account with access to the configured SAML application.

3. After login, the application tile will be displayed.

‘ Q  Search Manage Devices ]  john.doe v
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GWN Manager
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GWN Manager Tile Duo Central

4. Click the application tile to initiate IdP-initiated SAML authentication.

5. Enter valid credentials and complete Duo MFA verification if required.
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6. After successful authentication, you will be redirected to the configured GDMS or GWN Manager and logged in
automatically.

m GWN Manager John.doe@" w=.onmicrosoft.com ~

& Default Network Bashboard

u
@ Dashboard Internet Router switch AP Clients Alert

<5 Devices & Emergeney o
== . ¥ |

[0 Clients A Wwarning (0]

. [ o 0 o o 0 o o

2 Guests v 0 nNotice (0]

GWN Manager Successful Login from Duo

Access via Upstream IdP (Entra ID)
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When Duo uses Microsoft Entra ID as the upstream identity provider, users may also initiate login from Microsoft MyApps.
For IdP-initiated login to work correctly in this scenario, the Sign-on URL must be configured in the Entra ID application.

1. Log in to the Duo Admin Panel.

2. Open the configured SAML application and copy the Single Sign-On URL from the application metadata.

& Applications

— Collapse
GWN Manager
7> Home
F Users > Single Sign-On  Provisioning
B Devices ¥
1 Policies 3 ) -
You've added your first S50 application
- Discover more ways to customize your S50 environment.
| 1= Applications »
Go to Single Sign-0On =
E Reports 3
i See the Generic 550 documentation 7 to integrate Duo into your SAML-enabled service provider.
o Monitoring ¥
Billing » Basic Configuration
=] Settings

Application name * GWN Manager

The unique identifier of the service provider

Application Type Generic SAML Service Provider - Single Sign-On

User access Disable for all users

Some users may still have access. See exceptions below.

Enable only for permitted groups

Some users may still have access. See exceptions below.

Enable for all users

Metadata
Entity ID ‘ https:i \s50.dugsecurity.com/samizZ/sp/OIL33ZMFASI6CIWZEXGO/met] Copy ‘
Single Sign-On URL hitps:f: \ss50.duosecurity.com/sami2/sp/DNL 33ZMF4816C5W2EXGO/sso | Copy
Single Log-0ut URL ‘ https:/ \ss0.dugsecurity.com/samiZ/sp/OIL33ZMF49I6C5W2EXGO/slo Copy ‘
3. Log in to the Microsoft Entra Admin Center.
4. Navigate to the Duo application created earlier.
5. Under Basic SAML Configuration, paste the copied URL into the Sign-on URL field.
Home Enterprise applications | All applications DUO
DUO | SAML-based Sign-on
Enterprise Application
4 Upload metadatafile “) Change single sign-on mode = Test this application & Got feedback?

B overview

0 Deployment Plan Set up Single Sign-On with SAML

A Diagnose and solve problems An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Leam

Manage more.
I Properties Read the configuration guide = for help integrating DUO.
4B Owners o
Basic SAML Configuration 7 Edit
& Roles and administrators 3 :
- Identifier (Entity ID) https:// .sso.duosecurity.comy/sami2/idp/RI27
48 Users and groups HDSDE2UXNAFAQKTF/metadata
3 singlesign-on Reply URL (Assertion Consumer Service URL)  https://’ ss0.duosecurity.com/saml2/idp/RI27
HDSDE2UXNAFAQKTF/acs
» Provisioning Sign on URL https:// .sso.duosecurity.comy/sami2/sp/DIL3
3ZMF4916CSW2EXGO/s50
i Application proxy Relay State (Optional) Optional
Logout Ur {Optional) Optional

C  self-service

6. Open Microsoft MyApps, and sign in using the Microsoft Entra ID account configured in Duo.

7. Click the Duo application tile.


https://documentation.grandstream.com/wp-content/uploads/2026/01/Copy_Single_SignOn_URL_from_DUO.webp
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8. The browser redirects to the Duo authentication page. Enter the correct credentials and complete Duo MFA verification.

Single Sign-On

Email Address

john.doe@wes——=_onmicrosoft.com

Next

Secured by Duo

If the configuration is correct, the browser redirects to GDMS or GWN Manager, and the user is automatically logged in with
the appropriate role.

SAML SSO LOGS

Administrators can review authentication activity for SAML SSO users using system logs, which can be reviewed in the
following systems:

o GDMS

o GWN Manager

o Microsoft Entra ID
o ADFS

o Duo

Reviewing logs from both the Service Provider and Identity Provider can help identify configuration or authentication issues.

Viewing Logs in GDMS
GDMS records SAML login and logout events in the System Log.

1. Log in to GDMS using an administrator account.

2. Access the Account Center logs using one of the following paths, depending on the module in use:
o UC Module: Navigate to System—System Log—Account Center.

o Networking Module: Navigate to Organization—Change Log—Account Center.
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Viewing Logs in GWN Manager

GDMS SAML SSO Logs

GWN Manager also records SAML authentication events in its system log.

1. Log in to GWN Manager using an administrator account.

2. Navigate to Organization—Change Log—Account Center.
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GWN Manager SAML SSO Logs

Viewing Logs in Microsoft Entra ID

Microsoft Entra ID records SAML authentication activity in the Sign-in Logs.

1. Log in to the Microsoft Entra Admin Center.

2. Under Enterprise Applications, select the service provider app.

3. Navigate to Identity—Monitoring—Sign-in logs.
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Viewing Logs in AD FS

When AD FS is used as the Identity Provider, SAML authentication events are recorded in the Windows Event Viewer.

1. Log in to the AD FS server, open Event Viewer by running eventvwr.msc or searching for "Event Viewer” in the Start

menu.

2. In the left pane, navigate to Applications and Services Logs—AD FS—Admin.

3. Review the events listed.

You can use the Find function to reach for “SAML" events.
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Viewing Logs in Duo

Duo records authentication activity in the Authentication Log, which includes SAML authentication events.

1. Log in to the Duo Admin Panel.

2. Navigate to Reports—Authentication Log.

3. Use the search filters to locate events related to the configured SAML application.
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