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GCC6020 - User Manual - Firewall

In this guide, we will introduce the configuration parameters of the GCC6020 Firewall Module.

OVERVIEW

The overview page gives users global insight into the GCC firewall module, security threats, and statistics.
The overview page contains:

Firewall Service: displays the license type, active period, and authorized security services, including
Anti-Malware, IDS/IPS, Application Identification, and others. Licensed services are automatically activated.
Users can manually check the service status by clicking Refresh, which displays the last updated time in a
tooltip. For more details, click Learn More to visit the official firewall service info page:
cloud.grandstream.com/firewall

Top Security Log: shows the top logs for each category. The user can select the category from the
drop-down list or click on the arrow icon to get redirected to the security log page for more details.
Protection Statistics: This displays various protection statistics. You can clear all the statistics by clicking
on the settings icon.

Top Filtered Applications: shows the top applications filtered with the count number.

Virus Files: displays the scanned files and found virus files as well, to enable/disable the anti-malware, the
users can click on the settings icon.

Threat Level: shows the threat level from critical to minor with a color code.

Threat Type: displays the threat types with color code and number of repetitions; the users can hover the
mouse cursor over the color to display the name and the number of occurrences.

Top Threat: shows top threats with type and count.

The users can easily spot the most important notifications and threats.

Overview advanced Firewall © ([

Firewall Service f Top Security Log Dos & Spoofing

Time Source IP Source Interface Attack Type Action
Trial Plan

Authorized Services

Protection Statistics Top Filtered Applications

No.  Apps App Category Count

Overview Part 1

The Overview page is a dynamic interface that adapts in real time, displaying content based on ongoing
activities, alerts, notifications, and other events.
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The users can click on the arrow icon under Top Security Log to get redirected to the Security Log section,
or hover over the gear icon under Protection Statistics to clear the statistics, or under Virus files to disable

the Anti-malware. Under Threat Level and Threat Type, users can also hover over the graphs to show more
details. Please refer to the figures above.

Disabling/Enabling Advanced Firewall

The Advanced Firewall option allows administrators to enable or disable the system's advanced security
features depending on deployment needs. When enabled, the device provides full protection through
capabilities such as DNS filtering, web filtering, application filtering, file filtering, intrusion prevention, and SSL
proxy inspection. This ensures comprehensive network security but requires higher system resource
consumption, which may reduce the maximum number of PBX extensions and concurrent calls that can be
supported.

Continue to disable Advanced Firewall?

1. The system is no longer providing advanced security protection. All
firewall features such as antivirus, intrusion prevention, etc. have been
turned off.

2. Hardware Acceleration will be automatically enabled to free up
resources for the PBX module. [Networking->Network Settings->Network
Acceleration]

3. System resources will be freed to support higher extension and
concurrent call limits. Please proceed with caution. [PBX Module]

When disabled, the system no longer performs advanced firewall inspection. This frees up CPU and memory



resources, and allows the PBX to dynamically allocate more capacity for extensions and concurrent calls.
Disabling the feature is recommended only in controlled environments where another perimeter firewall is
already in place to handle security, and where the priority is maximizing telephony performance (e.g.,
high-density PBX deployments such as call centers). Administrators should proceed with caution, as
disabling this function significantly reduces the built-in security protection of the device.

Overview

Firewall Service
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FIREWALL POLICY

Rules Policy

Advanced Firewall »

Rules policy allows to define of how the GCC device will handle the inbound traffic. This is done per WAN,

VLAN, and VPN.

Rules Policy

Group Inbound Policy
Default Accept

WAN3 Reject

WANZ Reject

WAN1 Reject

Guests Accept
TechSupport Accept

Rules Policy > WAN1

Inbound Policy
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Log Drop / Reject Traffic

Drop / Reject Traffic Log Limit
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Rules Policy page
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- Inbound Policy: Define the decision that the GCC device will take for the traffic initiated from the WAN or
VLAN. The options available are Accept, Reject, and Drop.

- IP Masquerading: Enable IP masquerading. This will mask the IP address of the internal hosts.

- MSS Clamping: Enabling this option will allow the MSS (Maximum Segment Size) to be negotiated during
the TCP session negotiation

- Log Drop / Reject Traffic: Enabling this option will generate a log of all the traffic that has been dropped or
rejected.

- Drop / Reject Traffic Log Limit: Specify the number of logs per second, minute, hour, or day. The range is
1~99999999, if it is empty, there is no limit.

Inbound Rules

The GCC6020 allows filtering of incoming traffic to network groups or WAN ports. Users can apply the
following rule types:

- Accept: Toallow the traffic to go through.

- Deny: A reply will be sent to the remote side stating that the packet is rejected.

- Drop: The packet will be dropped without any notice to the remote side.

Inbound rules are used to control traffic entering the device from external networks or terminals. The priority
of rules is sorted by serial number, lower numbers have higher priority.

Youcan add a new rule by clicking Add, duplicate existing ones with Clone, or reprioritize them using Move
to Top. To modify any rule, click the Edit icon under the Operations column.

Traffic Rules []

@ Input rules are used to control the traffic entering this device from external networks or terminals.
The priority of rules is sorted by serial number. The lower the number, the higher the priority

D - T All Source Groups

B No. Name Enable IP Family Protocol Type  Source Group  Source MAC Address Source Address Destination Add Operations =
1 WAN1_Allg... [ @) IPvd UDP WANT (WAN) - . - = D D]

2 WAN1_Allo... () IPvd CMP WANT (WAN)

3 WANT Allo... (} IPvd IGMP WANT (WAN)

4 WAN1_Allo.. [ @) 1PV uop WANT (WAN) fe80:/10 feg0z/10

5 WANT_Allo. o IPv& ICMP WANT (WAN) fe80::/10

6 WANT_Allo. D IPvE ICMP WAN1 (WAN)

7 Anti-lockou.. () Any TCP Default (VLAN)

8 WAN2_Allo. . (‘_j IPvd uDP WANZ (WAN)

9 WAN2Z_Allo... (j IPv4 ICMP WANZ (WAN)

10 WANZ Allo... perast @D IPvd IGMP WANZ (WAN)

1 WAN2_Allo... [ @) IPvE uop WANZ (WAN) . fe80::/10 fe80:/10

Firewall Policy Inbound Rules



Traffic Rules » Edit Inbound Rule

Name

Status

IP Family

Protocol Type
Source Group
Source MAC Address

Source IP Address

Source Port

Destination IP Address

Destination Port

Action

“Name

Enable

IP Family

Protocol Type

*Source Group @

Source MAC Address

Source Address Type

Source Address

Source Port

Destination Address Type

Destination Address

Destination Port

Schedule

Action

Outbound Rules

The outbound rules enable managing outgoing traffic from local LAN networks to external networks by

applying customizable rules, including:

WAN1_Allow-DHCP-Renew

«©

Any e IPv4 IPv6

upeP

WAN1T (WAN)

IP Address

IP Address

68

e Accept Deny Drop

h .;I]:I‘l E

Inbound Rules AddEdit

Enter the name of the inbound rule.

Toggle on/off the status of the inbound rule.

Pick the IP family. Any IPv4IPv6

Choose the protocol type. UDP TCP UDP/TCP ICMP IGMP All

If set to "All", rules will be matched in preference to other specific ones.
Specify the source MAC address.

Specify the source IP address.

To enter multiple port/port ranges, separate them using commas (,), for
example:4,5-10.

Specify the destination IP address.

To enter multiple port/port ranges, separate them using commas (,), for
example:4,5-10.

If set to "Accept”, the external devices are allowed to access the
router; if set to "Deny", the access of the external devices is denied
and the result is returned,; if set to "Drop", the access request of the
external device will be directly droped.

Traffic Rules - Inbound Rules



- Accept: Permits the traffic to pass through.
- Deny: Sends a response to the remote side, indicating that the packet has been rejected.

- Drop: Silently discards the packet without notifying the remote side.

A notice is displayed at the top of the page reminding users that the rule priority is sorted by serial number;
lower numbers have higher priority.

Tomanage outbound rules, users can:

- Click Add to create a new outbound rule.

- Select an existing rule and click Clone to duplicate it.

- Click Delete to remove selected rules.

- Use Move to Top to change rule priority instantly.

To edit an existing rule, click the Edit icon under the Operations column.

Traffic Rules []

Inbound Rules Outbound Rules Forwarding Rules

(@) OQutbound rules are used to control the traffic that is leaving the router and going to external networks or devices.
The priority of rules is sorted by serial number. The lower the number, the higher the priority

Add Clone Delete Move to Top All Destination Groups
No. Name Enable IP Family Protocol Type  Source Address Destination Group Destination ; Operations
1 Qutbound rule [ @) Any UDP - WAN2 (WAN) - = . ||

Add an outbound rule

Please refer to the figure and table below for guidance on completing the fields:

Traffic Rules * Edit Outbound Rule

“Name Outbound rule
Enable D
IP Family ®) Any IPvd IPvé
Protocol Type UDP/TCP
Source Address Type IP Address
Source Address 192.168.80.0
Source Port® 80,8080

" Destination Group @ WAN2 (WAN)
Destination Address Type IP Address
Destination Address 34.21.9.50
Destination Port@ 443
Schedule Working hours

() Ifthe option contains a special date, the special date does not take
effect.

Action® ® Accept Deny Drop



Field
Name
Enable
IP Family

Protocol Type

Source IP Address

Source Port

Destination Group

Destination IP Address

Destination Port

Schedule

Action

Forwarding Rules

AddEdit an Outbound Rule

Description

Specifies the name of the outbound rule (1-64 characters).
Indicates whether the rule is enabled or disabled.
Determines the IP family for the rule: Any, IPv4, or IPv6.
Defines the protocol type (e.g., UDP, TCP) for filtering traffic.

Specifies the source IP address or range in CIDR notation (e.g.,
192.168.80.0/24).

Lists the source port(s) or range of ports (e.g., 80, 8080).
Specifies the destination group or interface (e.g., WAN2).

Defines the destination IP address or range in CIDR notation (e.g.,
34.21.9.50).

Lists the destination port(s) or range of ports (e.g., 443).

Select a predefined schedule to control when the rule is active. You
can choose from existing schedules or create a new one directly from
the dropdown.Note: If the option includes an absolute date, that date
will not take effect.

Defines the action to apply: Accept (allow traffic), Deny (reject traffic
with a notice), or Drop (silently discard traffic).

Add/Edit an Outbound Rule

Forwarding rules control the traffic that is passed between different networks or terminals within the

same network. This is different from:

- Inbound Rules handle traffic entering the device from external sources.

- Outbound Rules handle traffic leaving the device to external destinations.

The priority of rules is sorted by serial number. The lower the number, the higher the priority.

Users can click the "Add" button to create a new rule or use the "Edit" icon to modify an existing one.
The "Clone" and "Move to Top" buttons help manage rule setup more efficiently.

Traffic Rules []

() Forwarding rules are uses
The prigrity of nules is sor

(=1

B Neo. Name
1 WAN1_Allo... D
2 WAN2_Allo...

rol the traffic forwarded between different networks or terminals within a network
serial number, The lower the number, the higher the priority.

All Source Groups All Destination Groups
Protocol Type  Source Group  Source MAC Address Source Address Destination Groi Operations
IcMP WANT (WAN) : All : D w
ICMP WAN2 (WAN) - All -

Add Forwarding Rule



Traffic Rules > Add Forwarding Rule

*Name

Enable D

IP Family (= Any IPvd IPvG
Protocol Type UDP/TCP

* Source Group Default (VLAN)

Source MAC Address
Source Address Type IP Address
S5ource Address
Source Port

* Destination Group WANT (WAN)
Destination Address Type IP Address
Destination Address
Destination Port

Schedule None

If the option contains a special date, the special date does not take
effect.

Action (&) Accept Deny Drop

Add Forwarding Rule

Advanced NAT

NAT or Network Address Translation, as the name suggests it's a translation or mapping of private or internal
addresses to public IP addresses or vice versa, and the GCC6020 supports both.

- SNAT: Source NAT refers to the mapping of clients' IP addresses (Private or Internal Addresses) to a public
one.

- DNAT: Destination NAT is the reverse process of SNAT,where packets are redirected to a specific internal
address.

The Firewall Advanced NAT page provides the ability to set up the configuration for source and destination
NAT.Navigate to Firewall Module -> Firewall Policy -> Advanced NAT.

SNAT

Toadd an SNAT entry, click on the Add button to create a new entry, or use the Edit icon to modify an
existing one. The Clone button allows duplicating a selected SNAT rule for faster rule creation.

Refer to the figure and table below:



Advanced NAT

SMAT DNAT
Name Enable IP Family Protocol Type  Source Address Rewrite Source IP Address Destination Group Operations =
snat O IPvd UDP/TCP 192.1685.2 1921856 WAN2 (WAN) ]
Total: 1 « » 10/ page
SNAT page
=Name 1~64 characters
Status [ @)
IP Family ® IPvd
Protocol Type UDP/TCP v
*Source IP Address Enter the IP address/mask length, such as
"192.168.122.0/24"
*Rewrite Source IP Address
Source Port® The valid range is 1-65535. You can enter a
- single port or a port range.
Rewrite Source Port® The valid range is 1-65535. You can enter a
single port or a port range.
*Destination Group WANZ (WAN) v

Enter the IP address/mask length, such as

Destination IP Address )
"102.168.122.0/24"

You can enter a

Destination Port Tl"ue‘-.'z d range is 1-65535
SINgle portar a port range.

Cancel Save

Add SNAT

Refer to the table below when creating or editing an SNAT entry:

Name Specify a name for the SNAT entry
IP Family Select the IP version, two options are available: IPv4 or Any.

Protocol Type Select one of the protocols from dropdown list or All, available options
M are: UDP/TCP, UDP, TCP and All.

Source IP Address Set the Source IP address.

Set the Rewrite IP. The source IP address of the data package from

Rewrite Source IP Address the source group will be updated to this configured IP.

Source Port Set the Source Port

Rewrite Source Port Set the Rewrite source port.

Destination Group Select a WAN interface or a VLAN for Destination Group.
Destination IP Address Set the Destination IP address.

Destination Port Set the Destination Port



SNAT page

DNAT

Toadd a DNAT,click on the "Add" button to add a new DNAT or click on the "Edit" icon to edit a previously
created one. Refer to the figures and table below:

*Name 1~64 characters

Status ()

IP Family @® IPva
Protocol Type UDP/TCP ~
*Spurce Group WANZ (WAN) v

Source IP Address

Source Port

*Destination Group WANZ (WAN) ~

Destination IP Address

*Rewrite Destination IP Address

Destination Port®

Rewrite Destination Port®

NAT Reflection ()

Cancel Save

Advanced NAT DNAT
Refer to the table below when creating or editing a DNAT entry:

Name Specify a name for the DNAT entry
IP Family Select the IP version, three options are available: IPv4, IPv6 or Any.

Select one of the protocols from dropdown list or All, available options

Protocol Type are: UDP, TCP, TCP/UCP and All.

Source Group Select a WAN interface or a LAN group for Source Group, or select All.
Source IP Address Set the Source IP address.
Source Port Set the Source Port.

Select a WAN interface or a LAN group for Destination Group, or select

Destination Group All. Make sure that destination and source groups are different to avoid
conflict.

Destination IP Address Set the Destination IP address.

Rewrite Destination IP Address Set the Rewrite Destination IP Address.

Destination Port Set the Destination Port.



Rewrite Destination Port Set the Rewrite Destination Port
NAT Reflection Click on "ON" to enable NAT Reflection

NAT Reflection Source Select NAT Reflection either Internal or External.

Advanced NAT - DNAT

Global Configuration

- Flush Connection Reload

When this option is enabled and the firewall configuration changes are made, existing connections that had
been permitted by the previous firewall rules will be terminated.

If the new firewall rules do not permit a previously established connection, it will be terminated, and will not
be able to reconnect. With this option disabled, existing connections are allowed to continue until they
timeout, even if the new rules would not allow this connection to be established.

Global Configuration

Flush Connection Reload ® ()

Cancel Save

Flush Connection Reload

SECURITY DEFENSE

DoS Defense

Basic Settings - Security Defense

A Denial-of-Service Attack is an attack aimed at making the network resources unavailable to legitimate
users by flooding the target machine with so many requests, causing the system to overload or even crash or
shut down.



DoS Defense

Basic Settings IP Exception

DoS Defense [ @)

Action® Monitor

Flood Attack Defense

TCP SYN Flood Attack Defense (:)

*TCP SYN Flood Packet Threshold 2000

(packets/s)®

*TCP SYN Flood Timeout (sec) ® 10

UDP Flood Attack Defense

ICMP Flood Attack Defense

ACK Flood Attack Defense

Abnormal Packet Attack Defense

Port Scan Detection

»
Block IP Options C)

PN

(®) Block

DoS Defence

Action?

Flood Attack Defense

TCP SYN Flood Attack Defense

UDP Flood Attack Defense

DoS Defense Basic Settings

Toggle on/off DoS Defence

Select the action:Monitor: An alarm is generated but is not blocked.
Block: Monitor and block attacks.

When this option is enabled, the router will take counter measures to
SYN Flood Attack. TCP SYN Flood Packet Threshold (packets/s): If the
threshold of the TCP SYN packets from the Internet has exceeded the
defined value, subsequent TCP SYN packets will be discarded within
the specified timeout period. TCP SYN Flood Timeout (sec): If the
number of TCP SYN packets received per second exceeds the
threshold within the specified timeout period, attack defense will start
immediately.

When this option is enabled, the router will take counter measures to
the UDP Flood Attack. UDP Flood Packet Threshold (packets/s): If the
threshold of the UDP packets from the Internet has exceeded the
defined value, subsequent UDP packets will be discarded within the
specified timeout period. UTCP SYN Flood Timeout (sec): If the
average number of received UDP packets per second reaches the
threshold within the timeout period, attack defense will start
immediately.



ICMP Flood Attack Defense

ACK Flood Attack Defense

Abnormal Packet Attack Defense

Port Scan Detection

Block IP Options

Block TCP Flag Scan

Block Land Attack

Block Smurf

Block Ping of Death

Block Traceroute

Block ICMP Fragment

Block SYN Fragment

Block Unassigned Protocol Numbers

Block Fraggle Attack

IP Exception

When this option is enabled, the router will take counter measures to
the ICMP Flood Attack. ICMP Flood Packet Threshold (packets/s): If
the threshold of the ICMP packets from the Internet has exceeded the
defined value, subsequent ICMP packets will be discarded within the
specified timeout period. ICMP Flood Timeout (sec): If the average
number of received ICMP packets per second reaches the threshold
within the timeout period, attack defense will start immediately.

When this option is enabled the router will take counter measures to
ACK Flood Attack. ACK Flood Packet Threshold (packets/s): If the
threshold if the ACK packets from the Internet has exceeded the
defined value, subsequent ACK packets will be discarded within the
specified timeout period. ACK Flood Timeout (sec): If the average
number of received ACK packets per second reaches the threshold
within the timeout period, attack defense will start immediately.

When this option is enabled, the router will take counter measure to
the port scanning attempts Port Scan Packet Threshold (packets/s)?: If
the port packets reach the threshold, port scanning detection will start
immediately.

When this option is enabled, the router will ignore any IP packets with
Options field.

When this option is enabled, the router will ignore any packets with
unexpected information in the TCP flags.

When this option is enabled, the router will block any SYN packets
which may have been spoofed and modified to set the source and the
destination address to the address of the router. If this option is
disabled, it might cause the router to be stuck in a loop of responding
to itself.

When this option is enabled, the router will drop any ICMP echo
requests.

When this option is enabled, the router will drop any abnormal or
corrupted ping packets.

When this option is enabled, the router will not allow the traceroute
requests initiated from the WAN side.

When this option is enabled, the router will drop the ICMP packets
which are fragmented.

When this option is enabled, the router will drop the SYN packets
which are fragmented.

If enabled, the device will reject IP packets receiving IP protocol
number greater than 133.

If enabled, the router will drop any UDP broadcast packets initiate from
the WAN side.

DoS Defense

On this page, users can add IP addresses or IP ranges to be excluded from the DoS Defense scan. Toadd
an IP address or IP range to the list, click on the "Add" button as shown below:



DoS Defense

(@ ThelPs in the list will not perform DoS defense detection.
Name Status Content Operations
Printer " @) ) 192.168.80.11/32 4 T

DoS Defense IP Exception

Specify a name, then toggle the status ON. In the Content field, select the type of IP source to be added.
Users can choose from:

- IP Address

- IP Subnet

- IP Range

- Select IPv4 Address (from profiles)

- Select IPv4 Address Group (from profiles)

Once a type is selected, provide the corresponding address or object.

Youmay also click on the "Add" icon to create a new object inline.

Note: Profile objects (such as IPv4 Address and Address Groups) are managed under
Networking module -> Profiles -> IP Address Group.

DoS Defense > Add IP Exception

*Name
Enable (}
*Content IP Address Group (-]
IP Address id @
IP Subnet
IP Range

Select IPv4 Address

Select IPv4 Address Group

DoS Defense Add IP Exception

ARP Protection

Spoofing Defense

The Spoofing defense section offers several countermeasures to the various spoofing techniques. To protect
your network against spoofing, please enable the following measures to eliminate the risk of having your
traffic intercepted and spoofed. GCC6020 devices offer measures to counter spoofing on ARP information, as
well as on IP information.



ARP Protection

Spoofing Defense Static ARP List

Spoofing Defense ()

Action® Monitor (@) Block

ARP Spoofing Defense

Block ARP Replies with (:)
Inconsistent Source MAC
Addresses

Block ARP Replies with ()
Inconsistent Destination MAC
Addresses

Decline VRRP MAC Into ARP Table @D

Cancel Save

Spoofing Defense

Static ARP List

Users can also still use static ARP by binding an IP address with a MAC address for trusted devices. Under
the Static ARP List, click on the "Add" button to add a new Static ARP entry as shown below:

ARP Protection

Spoofing Defense Static ARP List

Add Delete All Interfaces - Q
IP Address Enable MAC Address Interface Type Description Operations
192.168.80.148 " @ E6:CF:DF:4D:04:58  LAN PC @ T

Total: 1 ¢ - > 10/ page

Static ARP List

Enable the entry, then specify the IP address of a connected device. The user can enter the MAC address
manually or click on "Automatic Acquisition" for the MAC address to be filled in automatically, then select
the interface (LAN or WAN) and a description for easy identification.



Edit Static ARP

Enable ()

*|P Address

VS AQAress

192.168.80.148

* MAC Address
EG : CF :'DF || 4D |:| 04 : 5B

€3 Automatic Acquisition

Interface Type

(® LAN WAN

Description
1~128 characters

PC

AddEdit Static ARP

ARP Spoofing Defense

- Block ARP Replies with Inconsistent Source MAC Addresses: The GCC device will verify the
destination MAC address of a specific packet, and when the response is received by the device, it will verify
the source MAC address and it will make sure that it matches. Otherwise, the GCC device will not forward
the packet.

- Block ARP Replies with Inconsistent Destination MAC Addresses: The GCC6020 will verify the source
MAC address when the response is received. The device will verify the destination MAC address, and it will
make sure that it matches. Otherwise, the device will not forward the packet.

- Decline VRRP MAC Into ARP Table: The GCC device will decline, including any generated virtual MAC
address in the ARP table.

ANTI-MALWARE

In this section, the users can enable Anti-malware.
To enable Anti-malware, navigate to the Firewall module -> Anti-Malware.

- Anti-malware: toggle ON/OFF to enable/disable the Anti-malware.



If SSL encryption protocol detection is required, please enable it in "SSL Proxy".

- Detection Protocol: Select the detection protocols to be scanned by the anti-malware. Available options
include HTTP, SMTP, and POP3.

- Data Packet Inspection Depth: Check the packet content of each traffic according to the configuration. The
deeper the depth, the higher the detection rate, and the higher the CPU consumption. There are 3 levels of
depth: Low, Medium, and High.

- Scan Compressed Files: supports scanning of compressed files.

Configuration

Anti-malware® (:)

* Detection Protocol HTTP SMTP POP3
If SSL encryption protocol detection is required, please enable it in [SSL Proxy].
* Data Packet Inspection Depth® High v
Scan Compressed Files® (:)

Cancel Save

Anti Malware Configuration

On the Overview page, users can check the statistics and have an overview. Also, it's possible to disable the
Anti-malware directly from this page by clicking on the settings icon as shown below:

Virus Files Q3

(7o Disable Anti-malware

-
&
‘%

131 0

Scanned Files Virus Files

Overview page Anti malware statistics

It's also possible to check the security log for more details:



Security Log

Log E-mail Notifications

(D Logs are retained by default for 180 days. When disk space reaches the threshold, security logs will be automatically cleared

Refresh 2024-05-15 2024-05-15 Source IP
No. Source IP URL Description DoS & Spoofing Time +
IDS / IPS
Botnet
Web Filtering

Anti-malware
APP Filtering

DNS Filtering

Security log Anti malware

INTRUSION PREVENTION

Intrusion Prevention System (IPS) and Intrusion Detection System (IDS) are security mechanisms that
monitor network traffic for suspicious activities and unauthorized access attempts. IDS identifies potential
security threats by analyzing network packets and logs, while IPS actively prevents these threats by blocking
or mitigating malicious traffic in real-time. Together, IPS and IDS provide a layered approach to network
security, helping to protect against cyberattacks and safeguard sensitive information. A botnet is a network of
compromised computers infected with malware and controlled by a malicious actor, typically used to carry out
large-scale cyberattacks or illicit activities.

IDS/IPS

Basic Settings - IDS/IPS

On this tab, the users can select IDS/IPS mode, Security Protection Level.

IDS/IPS Mode:

- Notify: detect traffic and only notify the users without blocking it, this is equal to IDS (Intrusion Detection
System).

- Notify & Block: detects or blocks traffic and notifies about the security issue, this is equal to an IPS
(Intrusion Prevention System).

- No Action: no notifications or prevention, IDS/IPS is disabled in this case.

Security Protection Level: Select a protection level (Low, Medium, High, Extremely High, and Custom).
Different protection levels correspond to different protection levels. Users can customize the protection type.
The higher the protection level, the more protection rules, and "Custom" will enable the users to select what
IDS/IPS will detect.



IDS / 1PS

Basic Settings IP Exception

Mode ® Notify (@) Notify & Block No Action

Security Protection Level @

Low
Total (19/19)
Medium
Web Attacks High
Injection Brute Force  Extremely High versal

Vulnerability Exploit F  Custom

Network Anomalies

Network Protocol DoS Phishing Tunnel loT

Bad Files

Trojan Coin Miner Worm Ransomware APT Webshell Hacking Tools

IDSIPS Basic settings

IDS/IPS automatically detects and applies to all active WAN interfaces by default.

It's also possible to select a custom security protection level and then select from the list the specific threats.

Please refer to the figure below:

Security Protection Level® Custoa ~

B Total (6/19)

B Web Attacks

Injection Brute Force Unserialization Information Disclosure Path Traversal

Vulnerability Exploit File Upload

B Network Anomalies

Network Protocol DoS Phishing Tunnel loT

Bl Bad Files

Trojan Coin Miner Worm Ransomware APT Webshell Hacking Tools

Cancel Save

IDSIPS Security protection level set to custom

To check the notifications and the actions taken, under the Security log, select IDS/IPS from the drop-down

list as shown below:



Security Log

Threat Level

i P Dos & Spoofing
No. Threat Level Source IP SEEn ] Intrusion 1D Intrusion ) = Time ~ Details
Address ne 7 ipe
DS/ IPS
ET POLICY i
1 Medium 192.168.5.103 192.168.5.141 2013929 bl 2024-03-19 15:21:00
on port 44
Web Filtering
, R = GPL SNMP . . B
2 Medium 192.168.5.103 192.168.5.141 2101411 Anti-virus 2024-03-19 15:20:53
access udg
APP Filtering
ET POLICY

. adium 92 1685113 162.168.5.14 301 3538 24.03-19 13:30:56
3 Mediur 192.1685.113 2.168.5.141 2013929 onport44 DN Filtering 2024-03-19 13:30:56

GPL SNMP public

4 Medium 192.168.5.113 192.168.5.141 2101411 i P
access udp

monitor 2024-03-19 1330:49
Security log IDSIPS

IP Exception

The IP addresses on this list will not be detected by IDS/IPS. Toadd an IP address to the list, click on the "
Add" button as shown below:

IDS / IPS

(@ The IPs in this list will not be detected by |PS.

Name Status Type Content Operations

Local_NAS [ @) Source D 192.168.5.0/24 |

IDSIPS IP Exception

Toadd an IP exception, click the "Add" button, then configure the following:
- Name: Enter a label for the exception entry.

- Enable: Toggle the rule ON.

- Type: Select whether the exception applies to the Source or Destination IP.
- Content: Choose one of the following input types:

Available input types:

- IP Address

- IP Subnet

- IP Range

- Domain

- Select IPv4 Address (from profiles)

- Select IPv4 Address Group (from profiles)

- Select FQDN (from profiles)

- Select FQDN Address Group (from profiles)

After selecting a type, input the value or use the Add icon to define a new object directly.

Note: IP and FQDN objects are managed under: Networking module -> Profiles -> (IP Address Group /
FQDN)



IDS / IPS > Add IP Exception

*Name IDS/IPS IP Exception 1~64 characters
Enable O
Type Source
*Content | ~  IP Address Group ~ a
IP Address Add @
IP Subnet
IP Range
Domain

Select IPv4 Address
Select IPv4 Address Group
Select FQDN

Select FQDN Address Group

IDSIPS Add IP Exception

Botnet

Basic Settings - Botnet

On this page, users can configure the basic settings for monitoring the outbound Botnet IP and Botnet
Domain Name, and there are three options:

Monitor: alarms are generated but are not blocked.
Block: monitors and blocks outbound IP addresses/Domain names that access botnets.

No Action: The IP address/Domain name of the outbound botnet is not detected.

Botnet

Basic Settings IP / Domain Name Exception

Botnet IPQ® (® Monitor Block No Action

Botnet Domain Name ® Monitor (@) Block No Action

Cancel Save

Botnet Basic Settings



IP/Domain Name Exception

Toexclude trusted IP addresses or domain names from Botnet filtering, click the "Add" button and configure
the exception:

Botnet

Basic Settings P / Domain Name Exception

The IP and domain names in the list will not be detected by threat intelligence. Valid for WAN botnet IP.
® ¥ g

Add

Name Status IP Address / Domain Name Operations

Local_Printer @D 7 192.168.5.11 i

n 10/ page

Botnet IPDomain name exception

Botnet > Add IP / Domain Name Exception

*Name
Enable ()
* Content ‘ IP Address Group v e
IP Address Add @
IP Subnet
IP Range
Domain

Select IPv4 Address
Select IPv4 Address Group
Select FQDN

Select FQDN Address Group

Botnet IPDomain name exception

- Name: Provide a label for the exception.

- Enable: Toggle the entry ON.

- Content: Choose the type of entry to exclude.
Supported input types:

- IP Address

- IP Subnet

- IP Range

- Domain

- Select IPv4 Address (from profiles)

- Select IPv4 Address Group (from profiles)

- Select FQDN (from profiles)

- Select FQDN Address Group (from profiles)
Use the Add icon to create new objects inline if needed.



Note: Profile objects (IP/FQDN addresses and groups) are managed under: Networking module -> Profiles
-> (IP Address Group / FQDN)

CONTENT CONTROL

The Content Control feature provides users with the ability to filter (allow or block) traffic based on DNS, URL,
keywords, and application.

DNS Filtering

Basic Settings - DNS Filtering
The basic settings in DNS filtering allows the user to set whether to enable the global DNS filtering feature.
Both DNS filtering rules and DNS category filtering will be toggled on/off accordingly.

Blocked Web Page: When a user tries to access a blocked domain, they are redirected to an "Access
Blocked" page instead of simply failing to load the site.

Redirect Blocked Webpage works differently depending on which option is selected:

- This Device: Redirects blocked requests to the built-in blocked page hosted by the GCC device.

- Custom: Allows redirection to an external server hosting a custom block/notice page. if this option is
selected, the admin will need to enter the ip address of the external web server that will host the custom
block page, if for example, a company has a branded "Access Denied" page on a web server, you would
point this here.

DNS Filtering
@] eri
DNS Filtering ()
Blocked Web Page ()
Redirect Blocked Webpage This Device ®) Custom
*IP Address 192.168.120.15
Basic Settings
DNS Filtering

Tofilter traffic based on DNS, navigate to the Firewall module -> Content Control -> DNS Filtering. Click
on the "Add" button to add a new DNS Filtering as shown below:

DNS Filtering
ort v Delete Export
Import ame Enable DNS Action Schedule Operations
Download the template 2utube L @) D *youtube* © Block E = LA M

DNS Filtering page



To simplify the process, you can import a list of DNS filters. First, click "Download the template" and fill in
the file as needed. Once done, click "Import" to upload your list. Alternatively, you can export the current list
by clicking the "Export" button, make any necessary changes, and then re-import the updated list.

A B C D E

1 |Instructions:
2 *Rule Name Status Action Simple Matches DNS  Wilfdcards DNS

3 youtube Enable Block *youtube*

~ O U

DNS Filtering template file

Filtering based on VLAN: Youcan bind filtering rules to specific VLANSs, which provides much more control
on your network, this allows administrators to isolate policies per department, group, or service that is related
to the VLAN.

Then, enter the name of the DNS filter, enable the status, and select the action (Allow or Block), for Filtered
DNS, there are two options:

- Simple Match: The domain name supports multi-level domain name matching.

- Wildcard: keywords and wildcard * can be entered, wildcard * can only be added before or after the entered
keyword. For example: *.imag, hews*, *news*. The * in the middle is treated as a normal character.

It's worth mentioning that the added DNS filtering rule can be scheduled by selecting a schedule or adding
one, as shown below:

DNS Filtering » Add DNS Filtering

*Name DMNS_Filter
Enable 0

Action Allow ®) Block

*VLAN 20 (Guest

* Filtered DNS Wildcard *youtube* (]

' @

Schedule [ @)

* Schedule Work_days

Add DNS Filter

DNS Category Filtering

The DNS Category Filtering tab enhances DNS filtering by allowing users to block or allow entire domain
categories or sub-categories, providing a broader and more efficient way to manage DNS traffic.

Unlike the first DNS Filtering tab, which filters based on individually defined entries, this tab enables bulk



control of predefined domain categories such as Adult, Advertisement, Bad Websites, and more.

Key Features:

Select or block an entire category (e.g., Advertisement, Game)

- Filter specific sub-categories (e.g., Marketingware, Educational Games)

- Use Select All, Allow, or Block buttons for quick action

- Blocked entries display a red icon

- Allowed entries show a green dot

- A search bar is available to query domain names and check their category classification

DNS Filtering

DNS Filtering NS Category Filtering

B select Al Allow || Block
Adult @ Adult ® Lingerie ® Mixed Adult ® Sexual Education
Advertisement @ Advertisement @ Marketingware
Attacks and ® Aggressiveness @ DDoS ® Hacking @ Phishing
Threats
Bad Websites @ Bitcoin @ Cryptojacking @ Dangerous Material ® Drogue @ Gambling
® Stalkerware
Entertainment ® Audio Video ® Manga ® Mobile Phone ® Radio
Finance ® Bank ® Financial
Game ® Educational Games ® Games
Network & Redirector @& Remote Control @ Shortener @ VPN

DNS Category Filtering

To check the filtered DNS, the users can either find it on the Overview page or under the Security log as
shown below:



Top Security Log A b

DoS & Spoofing

Source IP DNS Domain ... Description Actiol
_ IDS / IPS
192.168.80.235 example.org DNS_Filtering block 14...
Botnet
192.168.80.235 example.org DNS_Filtering block 14...
Web Filtering
192.168.80.235 example.org DNS_Filtering block N 14...
Anti-virus
192.168.80.235 example.org DNS_Filtering block  spp Filtering 14...
192.168.80.235 example.org DNS_Filtering block  DNS Filtering 14...
DNS Filtering on the overview page
Security Log
tif
Source IP
No. Source IP DNS Domain Name Description Do5 & Spoofing Time « Details
1 192.168.80.235 example.org DNS_Filtering DS 11PS 2024-03-19 14:30:15
Botnet
2 192.168.80.235 example.org DNS_Filtering Web Filtering 2024-03-19 14:29:36
=} 192.168.80.235 example.org DNS_Filtering Anti-virus 2024-03-19 14:28:112
4 192.168.80.235 example.org DNS_Filtering APP Filtering 2024-03-19 14:25:35
] 192.168.80.235 example.org DNS_Filtering " 2024-03-19 14:23:35

DNS Filtering Security Log

DNS filtering also supports filtering based on the Server Name Indication (SNI) and the Common Name (CN)
present in HTTPS certificates.

- SNI-Based Filtering: During the initial TLS handshake, the firewall can identify and filter requests based on
the hostname (SNI) specified by the client. This allows filtering decisions to be made before encryption is
fully established.

- Certificate Common Name (CN) Filtering: The firewall can also inspect the Common Name (CN) in the
HTTPS certificate presented by the server and use this information to apply DNS filtering rules.

Web Filtering

Basic Settings - Web Filtering

On the page, the users can enable/disable the global web filtering, then the users can enable or disable web
URL filtering, URL category filtering, and keyword filtering independently, and to filter HTTPs URLs, please
enable "SSL Proxy".



Blocked Web Page: When a user tries to access a blocked domain, they are redirected to an "Access
Blocked" page instead of simply failing to load the site.

Web Filtering

Basic Setting: URL Filtering URL Category Filtering Keywords Filtering
@ Tofilter HTTPS URL, please enable S50 Proxy”.

Web Filtering @

«©
Blocked Web Page (:)

Web Filtering Basic Settings

URL Filtering

URL filtering enables users to filter URL addresses using either a Simple match (domain name or IP address)
or a Wildcard (e.g., *example®).

Tocreate a URL filtering, navigate to the Firewall Module -> Content Filtering -> Web Filtering page ->
URL Filtering tab, then click on the "Add" button. To streamline the process, you can import a list of URL
filters. Start by clicking "Download the template" and completing the file as required. Then, click "Import" to
upload your list. Alternatively, you can export the existing list by selecting "Export", make the necessary
adjustments, and re-import the updated file.

Web Filtering

ame Enable VLAN URL Action Schedule Operations

Download the template  RL_Fitering O All VLANS *example* @ Block Wark_days

Web Filtering URL Filtering

Specify a name, then toggle the status ON, select the action (Allow, Block), and finally specify the URL either
using a simple domain name, IP address (Simple match), or using a wildcard.

Filtering based on VLAN: Youcan bind filtering rules to specific VLANSs, which provides much more control
on your network, this allows administrators to isolate policies per department, group, or service that is related
to the VLAN.

It's also worth mentioning that the added DNS filtering rule can be scheduled by selecting a schedule or
adding one, as shown below:



Web Filtering > Add URL Filtering

URL Category Filtering

*Name

Enable

Action

*VLAN

*URLD

Schedule

* Schedule

URL_Filter

«©

Allow (@) Block
1 (Default) x

Wildcard *example*

«©

Work_days

L m

Web Filtering URL Filtering

rdd @

The users also have the option not only to filter by specific domain/IP address or wildcard, but also to filter by
categories, for example, Attacks and Threats, Adult, etc.

Toblock or allow the whole category, click on the first option in the row and select All Allow or All Block. It's
also possible to block/allow by sub-categories as shown below:

Web Filtering
Basic Settings
Adult

Advertisement

Attacks and
Threats

Bad Websites

Entertainment

Finance

Game

Network

URL Filtering

All BLOCK ~

All Allow

All BLOCK

All BLOCK  ~

All Allow ~

Al Allow— ~

Al Allow ~

All Allow

URL Category Filtering

Keywords Filtering

Adult

Marketingwa
re

Agressif

Bitcoin

Stalkerware

Audio Video

Educational
Games

Redirector

]

URL Signature Library

© - Lingerie @ - Mixed Adult

o - Publicite

@ - DDos @ - Hacking

@ - Cryptojackin © - DangerousM
g aterial

® - Manga @ -~ Mobile Phon

e
o - Financial

Games

w Remote Cont ® - Shortener

Web Filtering URL Filtering

Sexual Educa
tion

Phishing

Drogue ® - Gambling

Radio

VPN



Keywords Filtering
Keyword filtering enables users to filter using either a regular expression or a Wildcard (e.g., *example*).

To create a keywords filtering, navigate to Firewall Module -> Content Filtering -> Web Filtering page ->
Keywords Filtering tab, then click on the "Add" button as shown below:

Web Filtering

Basic Settings URL Filtering URL Category Filtering Keywords Filtering URL Signature Library
Priority Name Status Filtered Content Action Operations
1 Keywords_Filt.. @) *example* @ Block - I}

Web Filtering Keyword Filtering

Provide a name for the rule, toggle the status to ON, and choose the desired action (Allow or Block). Then,
define the filtered content using a wildcard. Additionally, you can schedule the DNS filtering rule by selecting
an existing schedule or creating a new one. See the figure below for reference.

Web Filtering > Add Keywords Filtering

*Name Keywords_Filterint
Enable [ @
Action Allow ®) Block
*Filtered Content® Wildcard *youtube* (-]
dd @
Schedule ()
*Schedule keywords Filtering

Cancel Save

AddEdit Keywords Filtering

When the keywords filtering is ON and the action is set to Block. If the users try to access, for example,
"YouTube"on the browser, they will be prompted with a firewall alert as shown below:



The web page you visit is risky.

The page you have requested has been blocked because it contains a banned word.

URI hrtps://www.youtube.com
Detail Match content filter:Keywords_Filtering
For more information, contact the administrator.

Example of keywords filtering on the Browser

For more details about the alert, the users can navigate to the Firewall module -> Security Log.

Security Log

)
¥

26

Source IP

192.168.80.235

192.168.80.235

192.168.80.235

192.168.80.235

192.168.80.235

192,168.80.235

192.168.80.235

File Filtering

Web Filtering URL
URL Description Action Time ~ Details
Match content
i block 20240319 13:25:19
filter:Keywaords_Filtering
Match content
b block 2024-03-19 13:23:34
lter-Keywords_Filtering
Rt contee: black 20240319 13:23:31
filter-Keywords_Filtering
Match "
£ ontent black 20240319 13:23:17
filter:Keywords_Filtering
Match content black 20240319 132310
filter:Keywords_Filtering
Match content =
s block 2024-03-19 13:22:56
filter:Keywords_Filtering
Match content - —
hitps2//www.youtube.com/ 3 block 2024-03-19 131940

filter-Keywords_Filtering

Example of keywords filtering on GCC security log

Basic Settings - File Filtering

The File Filtering module allows administrators to control file transfers over HTTP/HTTPS based on file
types or extensions. This enhances network security by blocking risky files such as executables, archives, or
torrent files.



File Filtering (Toggle): Enables or disables the file filtering function globally.

Blocked Web Page (Toggle): When enabled, users attempting to transfer blocked files are redirected to a
"File Blocked" page instead of the transfer failing silently.

File Filtering

(@ Totimer files ransferred via HTTPS, please enabile S5 Prowy first

File Filtering ()

File Filtering Rules

Defines custom rules for handling file transfers.

- Name: Identifier for the rule.

- Enable: Turnthe rule on or off.

- Action: Choose Allow or Block.

- Traffic Direction: Apply filtering to Upload, Download, or both.

- VLAN: Apply the rule to specific VLANs or all VLANS.

- Schedule: Apply the rule at specific times.

- File Type/ Extension Selection: Choose which files to block or allow from predefined categories.
Example: Block .7z archive downloads during working hours on Guest VLAN.

File Filtering > Edit File Filter Rule

Basic Settings ~

* Name Block_7z files
Enable [ @]
Action Allow ® Block
* Traffic Direction Upload Download
VLAN
Schedule (}
Schedule Work_days

*Select File Type / Extension ~

All Categories All Risk Levels
File Type Category Risk Level Description & Clear A
Tz Compressed File E... 7-zip Archive

File Type

Displays a categorized list of common file types (e.g., archives, audio, video, executables).



Each file type includes:

- Category (e.g., Compressed, Audio, Video, Executable).
- Risk Level (Medium, Critical, etc.).

- Description (brief explanation of the file type).

Administrators can adjust the risk level of file types globally (e.g., setting all executables as "Critical"), they
can also reset t default risk levels.

File Filtering

All Categories Al Risk Levels
File Typa = Category Risk Level Description
Compressed Flle Extension 7-zip Archive
acc Audio Windows Audio Compression
acedb Database | Microsoft Access Database
ace Compressed File Extension Ark Compressed Archive
apk Compressed File Extension Android Package
arj Compressed File Extension AR| Archive
as video 1 Systems Format Files
i Video AN Video
bmp Image Bitmap Image
b2 Compressed File Extension BZip2 Compressed Archive
C/C++ Source Code
Microsoft Cabinet File
chm Compressed File Extension Compiled HTML Help
class Executable t Java Class Binary Flle
cmd Script U Command Promgpt Script
com Executable it MS-DOS Executable File

File Extension
Administrators can add custom extensions (e.g., .torrent, .bat, .reg).

Each extension can be assigned a Risk Level for security classification.

File Filtering

All Risk Levels
File Extension Risk Level Description References Operations

torrent t Torrent files

Application Filtering

Basic Settings - Application Filtering

On the page, the users can enable/disable the global application filtering, then the users can enable or
disable by app categories.

Navigate to the Firewall module -> Content Control -> Application Filtering, and on the basic settings tab,
enable Application Filtering globally. It's also possible to enable Al Recognition for better classification.

When Al Recognition is enabled, Al deep learning algorithms will be used to optimize the accuracy and
reliability of application classification, which may consume more CPU and memory resources.



Application Filtering

Basic Settings App Filtering Rules Application List

Al Recognition(®

Application Filtering (:)

Cancel Save

Application Filtering Basic Settings

The App Filtering feature is not compatible with earlier versions. After upgrading to this version, downgrading
to version 1.0.3.X or below is not allowed.

App Filtering Rules

The App Filtering Rules tab allows administrators to block or allow network traffic based on specific
application categories. This enables precise control over which types of applications are permitted across the
network.

Administrators can filter applications using two methods:

1. Filter by Category

This section provides predefined application categories (e.g., Gaming, Social, Streaming). Each category
displays the number of applications it contains. Administrators can:

- Select individual or multiple categories

- Use Allow or Block to define access behavior

Example: Blocking "Gaming" will prevent traffic from all applications categorized under gaming.



Application Filtering

« Filter by Category

B select All
@ Advertisement (108)
® Books and Magazines (20)

@ Cryptocurrency (16)

® Education {42)

@ Gaming (261)

® Multimedia Service (84)
® Organizers (16)

® Smart Home (5)

® Virtual Reality (3)

# Custom Filter

Priority Name

2. Custom Filter
Custom filters allow advanced control over individual applications or custom-defined rules. These filters take
precedence over category-based rules

+ Custom Filter

e )

Priority Mame

® Analytic Services (72)
® Browsers (4)

® Database (4)

® Enterprise Services (217)

@ Health and Fitness (21)
® Navigation (20)

® Peer to Peer (9)

® Social (122)

® Voice over IP [25)

Enable Content

® App Stores/05 Updates (17)
® Businass (68)

Development Tools/Services
(110)

® Filetransfer (32)

® M2M and laT (1)

® Network Management (17)
® Remote Control (13)

® Streaming (241)

® Unknown Applications

Artificial Intelligence (25)
Cloud Services [56)

Device Security (31)

Finance (49)
Mail (12)
Metwork Protocol (52)

Search Engine (9)

Travel and Transportation (59%)

Action

Application Filtering App Filtering Rules

Enable Content

Action

Application Filtering App Filtering Rules Custom filter

® Audio Entertainment (60)
® Conference (22)

® E-Commerce (46)

® Food and Drink (15)
® Messaging (54)

® News (61)

® Sharehosting (31)

® Tunnel (87)

Schedule Operations

Schedule Operations

When a full application category (e.qg., "Streaming") is blocked using the Filter by Category option, the
Custom Filter section can be used to make exceptions.

Administrators can define rules that explicitly allow or block specific applications within those categories.
These custom filters override the category-wide settings and allow more precise traffic control.

For example, if "Streaming" is blocked but YouTubeis allowed through a custom rule, users will still be able to
access YouTubewhile other streaming apps remain restricted.

Each custom filter includes:

A rule name and status toggle

Allow/Block action

Application list selection

Optional schedule

This approach enables flexible enforcement while maintaining centralized policy control.



Application Filtering » Edit application filter rule

*Name APP Filter rule for youtube 1~64 characters

Enable O

Action Allow  (®) Block

Schedule (D

*Schedule AFP filtering schedule v

* Apps Selected(4) All Levels Al a
Apps * Category - Level
YouTube Streaming Medium
® Youtube Kids Streaming Medium
Youtube Music Audio Entertainment Medium
Youtube TV Streaming Medium

Total: 4 < > 200/ page v

Application Filtering App Filtering Rules Custom filter

An example of application filtering is used on the app "YouTubé" and the action set to "Block"; this
information will be displayed under the Security Log.

Security Log
Log E-mail Notifications
Refresh Export ~ | App Name v | Q
i DoS & Spoofin,
No. Source IP sl App Name Descriptio poacng Time ~ Details
Address

IDS /IPS

121 192.168.80.235 142.250.200.142 YouTube youtube Botnet 2024-03-1913:36:19 ®

122 192.168.80.235 142.250.200.142 YouTube youtube ~ WebFiltering 2024.0319133613 (D
Anti-virus

123 192.168.80.235 142.250.184.174 YouTube youtube 2024-03-19 13:36:03 ®
APP Filtering

124 192.168.80.235 74.125.3.166 YouTube youtube DNS Filtering 2024-03-1913:35:52 @

125 192.168.80.235 173.194.141.8 YouTube youtube block 2024-03-19 13:35:43 @

Example of application filtering on GCC security log

For more details, click on the exclamation icon as shown above:



Details X

No.: 1

Time: 2024-03-19 13:37:43

Source IP: 192.168.80.235

Destination IP Address: 142.250.200.142
App Name: YouTube

Filter Quantity: 1

Description: youtube

Action: block

‘ Next ‘

Example of application filtering on GCC security log details

Application List

In this tab, users can view, filter, and adjust the risk classification for each detected application. The interface

now provides enhanced visibility through summary charts and a redesigned table layout.

Overview

- The App Category chart groups applications by function (e.g., Gaming, Streaming, Enterprise Services,
etc.).

- The Risk Level chart classifies apps by importance: Critical, High, Medium, and Low.

- Hovering over either chart displays the number of apps in each category or risk class.



Application Filtering

App Category Risk Level
i 257
\‘\ B Critica 264
& -
| High 394
2188  Services 217 2188
= Touwl Total Mediur 624
120
l B L 906
Development Tools/S. 107
Application List
Batch Set Risk Leve Reset Risk Level All Categories All Risk Levels
B Name* Category Risk Level Description
123VPN Tunnel t 123VPN is a free VPN application provided by Amplusnet SRL.
1fichier-com Sharehosting Critical The application 1fichier-com is used for traffic from the hoster with the same name.
Thoun Streaming Tkxun is a free application for streaming audio and video content from external service ...
22cans Enterprise Services Critical 22cans is an independent British company for digital entertainment.
2Gis Navigation 2Gis is a Russian geolocation platform.
2K Gaming Low 2K is an American video game publisher,
2shared-com Sharehosting Critical The application 2shared-com is used for traffic from the hoster with the same name.
360 Total Security Device Security at 360 Total Security is an anti virus and system cleaning software.
3P Learning Services Education 3P Learning Services is an application used for provision of all services related to 3P Lea..
3Q Streaming 3Q s a live and on-demand streaming provider by 3Q GmbH.
3asafeer Education 3asafeer is an Arabic learning platform that allows students to read, paint, play and wat...

Application Filtering Application List

Application Table

The table below provides a full list of recognized applications, including:

- Name: Application or domain.

- Category: App function or usage group.

- Risk Level: Priority level (Critical, High, Medium, Low) assigned to each app.
- Description: Brief details about each app's role or behavior.

Users can:

- Change the Risk Level per app using the dropdown.

- Filter by Category, Risk Level, or keyword using the search field.

- Use Batch Set Risk Level or Reset Risk Level to apply changes in bulk.
Risk level updates are reflected in the chart instantly for live visibility.

IP Exception - Content Control

In this section, users can add IP address ranges or IP addresses with masks to an exception list, exempting
them from the filtering process.

Toadd an exception, click the "Add" button under the Firewall module -> Content Control -> IP Exception.

IP Exception

Add

o

Name Enable Range Exception Content Operations

xception Ps @D DNS Filtering,Web Filtering,Application Fil.. (@ 192.168.80.2-192.168.80.10,10.0.0.0/24 & m

wr < | ep—



Content Control IP Exception

Toexclude IPs from Content Control filtering, click "Add" and configure the following:

- Name: Enter a descriptive label for the exception.
- Enable: Toggle the rule ON.
- Range Exception: Select which filtering to apply the exception to:

- DNS Filtering
- Web Filtering
- Application Filtering
- Content: Choose the type of IP entry.
Supported input types:
- IP Address
- IP Subnet
- IP Range
- Select IPv4 Address (from profiles)
- Select IPv4 Address Group (from profiles)
Use the Add button to create new objects directly from this screen.

Note: IP object profiles are managed under: Networking module -> Profiles -> IP Address Group

IP Exception > Add IP Exception

*Name
Enable c
*Range Exception® DNS Filtering Web Filtering Application Filtering
*Content IP Address Group (-]
IP Address dd @
IP Subnet
IP Range

Select IPv4 Address

Select IPv4 Address Group

Content Control Add IP Exception

Geo-IP Filtering

Geo-IP Filtering is a powerful security tool that allows you to manage and control network traffic based on
geographic locations. With this feature, you can allow or block access to your network from specific countries
or regions, define custom IP ranges for granular control, and look up the geographic origin of IP addresses.
This helps enhance security, enforce compliance, and manage access policies effectively.



Geo-IP Filtering - Basic Settings
To start using Geo-IP Filtering, follow the steps below:

1. Enable Geo-IP Filtering:
Toggle the switch at the top to activate Geo-IP Filtering.

2. Action Selection:

Allow: Only allow traffic from the selected countries/regions. All others will be blocked.
- Block: Only block traffic from the selected countries/regions. All others will be allowed.
3. Select Countries/Regions:

- Use the checkboxes to select specific countries/regions for your rule.
- Use the dropdown menu to filter and navigate by global categories like Asia, Europe, or North America

4. Save Your Configuration:
After selecting the desired settings, click Save to apply the rules.

Geo-IP Filtering

Settings Custom Ge

(© Allow: Only the selected countries/regions will be allowed, and all other countries/regions will blocked
Block: Only the selected countries/regions will be blocked, and all other countries/regions will be allowed

Geo-IP Filtering ()
Action e Allow Block
i lected(1
Select All
Trinidad and Tobago Tunisia Tiirkiye Turkmenistan b s
Asia
Turks and Caicos Islands Tuvalu
Africa
United Kingdom of C Europe
Uganda Ukraine United Arab Emirates Britain and Northerr  north America
Ireland
South America
United States Minor ; ; ;
} 4 United States of America Urugua Uzbekistan ]
Outlying Islands & guay Oceania
Antarctica
Venezuela (Bolivarian )
Vanuatu Viet Nam Virgin Islands (British)

Republic of)

Virgin Islands (U.S.)

m

Geo IP Filtering Basic Settings

Custom Geo-IP

For more specific configurations, use Custom Geo-IP to define rules based on individual IP addresses or
ranges.

1. Access the Custom Geo-IP: Navigate to the "Custom Geo-IP" tab.
2. Add a New Rule: Click Add to create a new custom Geo-IP rule.



Geo-IP Filtering

Basic Setting:

(@ Configure IP addresses for specific countries/regions.

Enable Country / Region Content Operations

[ @) China 192.168.80.0/24,192.168.70.10-192.168.70.20

- 10/ page

Geo IP Filtering Custom Geo IP page

1. Configure the Rule:

- Enable: Toggle the switch to activate the rule.

- Country/Region: Choose the relevant country or region.

- Content: Choose the input type from the dropdown and enter the value. Supported types:
- IP Address

- IP Subnet

- IP Range

- Select IPv4 Address (from profiles)

- Select IPv4 Address Group (from profiles)

Youmay also click the Add button to create new entries directly.

Note: IP object profiles are managed under: Networking module -> Profiles -> IP Address Group

Geo-IP Filtering > Add Custom Geo-IP

Enable [ @
* Country / Region China
" Content IP Address / Mask 192.168.80.0/24 @
IP Range 192.168.70.10 - 192.168.70.20 e

-:|0

C‘?”l-_‘

Geo IP Filtering Add Custom Geo IP

IP Lookup
The IP Lookup section allows you to query the geographic origin of a specific IP address.

1. Access theIP Lookup Tab:
Go to the "IP Lookup" tab in the Geo-IP Filtering section.

2. Search for an IP Address:

- Enter the desired IP address into the search bar.
- Click the Lookup button to start the query.

3. View Results:
Once the query is processed, the system will display the corresponding country/region for the provided IP



address.

IP Lookup

@ Queries country/region based on the IP address.

142.250.201.78

Location:Spain

Geo IP IP lookup

SSL PROXY

An SSL proxy is a server that uses SSL encryption to secure data transfer between a client and a server. It
operates transparently, encrypting and decrypting data without being detected. Primarily, it ensures the safe
delivery of sensitive information over the internet.

When the SSL Proxy is enabled, the GCC device will act as an SSL Proxy server for the connected clients.

Basic Settings - SSL Proxy

The SSL Proxy allows the firewall to inspect encrypted traffic (HTTPS, SMTPS, POP3S) by decrypting and
re-encrypting connections. This enables filtering features (DNS, Web, File, Application) to function even on
encrypted traffic.

SSL Proxy Modes
1. Forced Proxy

- All detected traffic is mandatorily proxied, regardless of whether the proxy is functioning correctly.
- If the proxy fails, connections will still be blocked until the proxy resumes.
- This mode provides the highest security because no encrypted traffic bypasses inspection.
- Best suited for strict environments (corporate LAN, regulated industries).
2. Optional Proxy

- The system attempts to proxy traffic up to three times.
- If proxying fails, the traffic will be allowed to continue without SSL inspection.

- Balances security and availability, ensuring services remain accessible even if the proxy encounters
issues.

- Useful for networks where uptime is critical but inspection is still desired.
3. Disable



- SSL Proxy is disabled. Encrypted traffic passes through without decryption or inspection.
- Filtering features (e.qg., file filtering for HTTPS downloads) will not apply.
- Select which encrypted protocols should be inspected:

- HTTPS -> Web browsing traffic.
- SMTPS -> Secure email sending.
- POP3S -> Secure email retrieval.

Ensure the relevant filtering features (File, Web, DNS, Application) are enabled to benefit from protocol
inspection.

CA Certificates

- Determines the certificate authority (CA) used by the proxy when re-signing traffic after decryption.

- Administrators can select a default or custom CA certificate.

- End-user devices must trust this CA for SSL proxying to work without browser warnings.

Built-in Domain Exemptions

- When enabled, certain predefined domains (system and widely used services) are automatically exempted
from SSL inspection.

- Purpose:

- Reduce compatibility issues with critical services (e.g., banking sites, software update servers,
certificate-pinned apps).
- Improve performance by not decrypting traffic where inspection is unnecessary or could cause failures.
- Administrators can download the exemption list (Internal_DOMAIN.csv) and review or customize it.

Basic Settings

SSL Proxy ®) Forced Proxy Optional Proxy Disable
(D All detected traffic will be forced through the proxy regardless of
whether the proxy is working properly or not.
* Detection Protocol B HTTPS SMTPS POP3S
(@ Please ensure that the features to be detected are enabled
* CA Certificates Default_CA_EC74D71D291E

Built-in Domain Exemptions ()

Enabledisable SSL Proxy



Basic Settings > Add CA Certificate

* Cert. Name CA_Cert
Key Length 2048
Digest Algorithm ®) SHAT SHA256
* Expiration (D) 999
SAN ®) None IP Address Domain
Country / Region Turkey
*5tate / Province gs
* City gs
* Organization gs
* Organizational Unit g
* Email gs@gs.com

SSL Proxy Add CA Certificate

Cert. Name Enter the Certificate name for the CA.Note: It could be any name to
’ identify this certificate. Example: "CATest".

Choose the key length for generating the CA certificate.The following
values are available: 1024: 1024-bit keys are no longer sufficient to
protect against attacks. 2048: 2048-bit keys are a good minimum.
(Recommended). 4096: 4096-bit keys are accepted by nearly all RSA
systems. Using 4096-bit keys will dramatically increase generation
time, TLS handshake delays, and CPU usage for TLS operations.

Key Length

Choose the digest algorithm: SHAL: This digest algorithm provides a
160-bit fingerprint output based on arbitrary-length input. SHA256: This
digest algorithm generates an almost unique, fixed-size 256 bit hash.
Note: Hash is a one-way function, it cannot be decrypted back.

Digest Algorithm

Expiration (D) Efézrgtgggvalldlty date for the CA certificate in days.The valid range is
SAN Enter the address IP or the domain name of the SAN (Subject
Alternate Name).

Country / Region Select a country code from the dropdown list. Example: "United Stated

of America".
State / Province Enter a state name or province.Example: "Casablanca".
City Enter a city name.Example: "SanBern".
Organization Enter the organization's name.Example: "GS".

This field is the name of the department or organization unit making

Organizational Unit the request.Example: "GS Sales".

Email Enter an email address.Example: "EMEAregion@grandstream.com”

SSL Proxy - Add CA Certificate

For the SSL Proxy to take effect, users can manually download the CA certificate by clicking on the download
icon as shown below:



Basic Settings

SSL Proxy @

* Detection Protocol

* CA Certificates

HTTPS

«©

SMTPS

POP3S

(© Please ensure that the features to be detected are enabled.

Ql

CA_Cert

Default_CA_EC74D78C9B46

© Add

SSL Proxy Download the CA certificate

Then, the CA certificate can be added to the intended devices under the trusted certificates.

ﬁ certim - [Certificates - Local Computer\Trusted Root Certification Authorities\Certificates] — O X
File Action View Help
o [ L XE= HE
= Certificates - Local Computer Issued To Issued By Expira *
S8 Parecoed (5] AAA Certificate Services AAA Certificate Services 1231
g ke ot iicin Mothaiing [55) Actalis Authentication Root CA  Actalis Authentication Root CA 92272
| ;':tec:ar:sﬁ:;:t [Egl AddTrust External CA Root AddTrust External CA Root 5/30/2
BB intermediate Certification Authorities 5l altlmore CyberTrust Root alt:rnore CyberTrust Root Sﬂ
- [ Trusted Publishers e e s
- 1 Untrusted Certificates 53l Certigna Cactigna i
- [ Third-Party Root Certification Authorities Esl Certum CA Safun e
» B Trusted People E.] Certum Trusted Network CA Certum Trusted Network CA 12/31;
] Client Authentication Issuers 5] Certum Trusted Network CA 2 Certum Trusted Network CA 2 10/6/2
| Preview Build Roots (53] Class 3 Public Primary Certificati. Class 3 Public Primary Certification .. 8/1/2C
7 Test Roots [55COMODO RSA Certification Aut. COMODO RSA Certification Autho..  1/18/2
- || AAD Token lIssuer [5] Copyright (¢) 1997 Microsoft Corp. Copyright (¢) 1997 Microsoft Corp. 12/30/
| eSIM Certification Authorities 5] DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11710/
1 Homegroup Machine Certificates 5] DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/10;
- [ Smart Card Trusted Roots [5] DigiCert CS RSA4096 Root G5 DigiCert CS RSA4096 Root G5 111472
_":J Trusted Packaged App Installation Authorities (5] DigiCert Global Root CA DigiCert Global Root CA 1110,
i1 Trusted Devices (53] DigiCert Global Root G2 DigiCert Global Root G2 111502
~ 1 Windows Live ID Token Issuer [3] DigiCert Global Root G3 DigiCert Global Root G3 111572
L WindowsServerUpdateServices =] DigiCert High Assurance EV Roo.. DigiCert High Assurance EV Root CA  11/10;
[55] DigiCert High Assurance EV Roo.. DigiCert High Assurance EV Root CA  11/10; ,

<

»

Trusted Root Certification Authorities store contains 60 certificates.

SSL Proxy add CA certificate to Windows
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Profile Installed Done

CA_Cert

Signed by CA_Cert
Verified V'

Contains Certificate

More Details >

SSL Proxy add a CA certificate to a phone

Source Address

When no source addresses are specified, all outgoing connections are automatically routed through the SSL
proxy. However, upon manually adding new source addresses, only those specifically included will be proxied
through SSL, ensuring selective encryption based on user-defined criteria.



Source Address

Name Status Content Operations

Local Networks (@D D 192.168.80.0/24 W

. 10/ page

SSL Proxy Source Address

Basic Settings » Edit Source Address

*Name Local_Networks
Status ()
* Content IP Address / ... 192.168.80.0/24 @

SSL Proxy addedit source address

SSL Proxy Exemption List

SSL proxy involves intercepting and inspecting SSL/TLS encrypted traffic between a client and a server,
which is commonly done for security and monitoring purposes within corporate networks. However, there are
certain scenarios where an SSL proxy may not be desirable or practical for specific websites or domains.

The exemption list allows users to specify their IP address, domain, IP range, and web category to be
exempted from SSL proxy.

Toadd an SSL exemption, click the "Add" button. You can also import a list by selecting "Download the
template,” completing the file as needed, and clicking "Import" to upload it. Alternatively, export the current
list by clicking "Export", make the necessary changes, and re-import the updated file. Refer to the example
below for guidance:

SSL Proxy Exemption List

Import v Add Delete Export

nable Content Operations
Download the template D Finance &

- 10/ page

SSL proxy exemption list
Under the Content section, users can now select from both manual entries and reusable objects.
Supported types include:

- IP Address: Add a specific IP address.
- IP Subnet: Add a subnet using CIDR notation.



- IP Range: Define a range of IPs.

- Domain Name - Simple Match: Match an exact domain (e.g., example.com).

- Domain Name - Wildcard: Match subdomains (e.g., *.example.com).

- Select IPv4 Address: Use predefined objects created under IP Profiles.

- Select IPv4 Address Group: Use a saved group of IPv4 addresses.

- Select FQDN: Use predefined FQDN entries from the FQDN profile.

- Web Category: Select predefined web categories (e.g., "Adult", "Advertisement", "Finance", etc.).
Click the Add icon to create objects directly from this screen.

Note: All reusable objects (IPv4/FQDN/Groups) are managed under: Networking module -> Profiles -> (IP
Address Group / FQDN)

SSL Proxy Exemption List > Add SSL Exempted Address

*Name
Enable (D
*Content@ IP Address Group e
IP Address Add o
IP Subnet
IP Range

Domain Name - Simple Match
Domain Name - Wildcard
Select IPv4 Address

Select IPv4 Address Group

Select FQDN

Addedit SSL Exempted Address

Signhatures Update

The Sighature Update page provides a unified interface to manage all signature databases used by the
Firewall. This includes:

Virus Signature Library

IPS Signature Library
- URL Signature Library

Application Signature Library

Each signature section displays the following information:

- Version: Current signature database version.

- Update Time: The Time the signature library was last updated.

- Last Checked Time: The Time the system last checked for updates.

- Check for Updates: Shows whether the system has the latest version.

Users can configure update behavior using the Scheduled Update dropdown.
Available options include:

- Auto (Updated Daily) (default for Virus signatures)



Auto (Updated Weekly) (default for IPS, URL, and Application signatures)

Custom Schedules: Users can create schedules under Home -> System Settings -> Schedule, and
apply them to any of the signature libraries.

The Save button applies the selected schedule, and the Update Now button triggers a manual update.

Signatures Update

|=| Virus Signature Library

Scheduled Update

| URL Signature Library

Scheduled Update

20250417.0743
2025/04/17 04:19:06 (UTC +01:00)
2025/04/17 04:19:00 (UTC +01:00)

Already the latest version

Auto (Updated Daily)
Working hours

&

20250331.1439
2025/04/10 09:26:56 (UTC +01:00)
2025/03/21 00:44:00 (UTC +01:00)

Already the latest version

Auto (Updated Weekly)

Update Now

Blocked Web Page

This section allows administrators to configure the custom intercept pages that are displayed when a user is

: IPS Signature Library

Scheduled Update

20250221.1004
2025/02/25 04:42:05 (UTC +01:00)
2025/03/21 04:47:00 (UTC +01:00)

Already the latest version

Auto (Updated Weekly)

Update Now

pu 1 Application Signature Library

Scheduled Update

Signatures Update

denied access to a website due to web filtering or antivirus policies.

By default, generic block pages are shown. These can now be customized using a drag-and-drop editor with

basic widgets such as logo, text, and contact information.

Overview

Access Blocked: This notification page is triggered when a user attempts to access a website that has
been explicitly restricted by security policies. It applies to Web Filtering (content-based restrictions),
preventing access to sites deemed unsafe, inappropriate, or non-compliant with organizational rules.

Virus Detected: This page appears when the security system identifies and blocks a website containing
malicious code or an active virus threat. It applies to the Anti-Virus engine, which scans web traffic in
real-time to prevent endpoint infections and safeguard the network from malware propagation.

File Blocking: This page is displayed when a user attempts to download or upload a file type that has been

restricted by security policies. It applies to the File Filtering feature, which enforces control over file
transfers (e.g., executable, archives) to mitigate risks such as data leakage, malware infiltration, or policy

violations.

20250326.1509
2025/04/10 09:26:46 (UTC +01:00)
2025/02/20 13:29:08 (UTC +01:00)

Already the latest version

Auto (Updated Weekly)

=N

Each page can be edited by clicking the "Edit" icon in the top-right corner of the preview.

Applies to:

Content Control -> Web Filtering



- Anti-Virus

- Content Control -> File Filtering

Blocked Web Page

Access Blocked Virus detected

o -

The webipige you are trying 1o sccess has besn Blecked The wsbpage you are trylsg to access has bess blocked becwsss &
virus sas found

File Blocking

Bon

Blocked Web Page

Page Editor

Clicking the edit icon opens a WYSIWYG editor that lets you customize the intercept page using the following
elements:

- Logo - Show or hide your company logo.

- Text- Main message area.

- Contact - Add contact details or help desk info.

- Restore Default Template - Revert to default.

Placeholders such as $URL$ and $SREASON$ will automatically be replaced with the relevant details at
runtime.



[5-.-.._-._ ed Web Page © Edit "Access Den Ied]

Grandstream Firewall Alert U Qg Basic Widgets

; GRANDSTREAM

Logo
Text

Contact

Edit Contact Information

B T v B = =
The webpage you are trying to access has been - —
blocked.
For more information, please contact your
organizaton administrator
SURLS
Detail SREASONS
formation, please contact your organization administrator. (]

Blocked Web Page Edit

SECURITY LOG

Log

On this page, security logs will be listed with many details such as Source IP, Source interface, Attack Type,
Action, and Time. Click on the "Refresh" button to refresh the list and the "Export" button to download the
list to the local machine.

The users also have the option to filter the logs by:
1. Time

2. Attack

Sort log entries by:

1. Source IP

Source Interface

Attack Type

Action

P wDn



Security Log

=_mail Noti r
E-mail Notification:

(D Logs are retained by default for 180 days, When disk space reaches the threshold, security logs will be automatically deared.

MNo. Source IP

1 192.168.5.222
2 192.168.5.222
3 192.168.5.222
4 192.168.5.222
5 192.168.5.222
6 192.168.5.222
7 192.168.5.222
8 192.168.5.222
g 192.168.5.222

Source Interface

NETS

NETS

NETS

NETS

NETS

MNETS

NETS

NETS

NETS

2024-05-16

2024-05-16
Attack Type
Part Scan
Port Scan
Port Scan
Port 5can
Port 5can
Port 5can
Port 5can
Port Scan

Port Scan

Security log

DoS & Spoofing

Action

block

block

block

block

block

block

block

block

block

|-

Source IP

Time =

2024/05/16 14:35

2024/05/16 14:34

2024/05/16 14:34

2024/05/16 14:33

2024/05/16 14:33

2024/05/16 14:32

2024/05/16 14:32

2024/05/16 14:31

2024/05/16 14:31

80 >

10/ page

Details

Logs are retained by default for 180 days. When disk space reaches the threshold, security logs will be

automatically cleared.

For more details, click on the "exclamation icon" under the Details column as shown above:

No.: 1

Time: 2024-03-19 13:36:50
Source IP: 192.168.80.235
DNS Domain Name: example.org
Filter Quantity: 2
Description: DNS_Filtering

Action: block

Details

‘ Next ‘

Security log details

Users can export security logs by clicking on the Export button. Two options are available:

- Export Current: Exports only the logs displayed on the current page.

- Export All: Exports the entire security log history available on the device.



The logs will be downloaded as an Excel file. Refer to the figures below for guidance:

A B C D E F
1 |Time .SourceIP Source Interface  Attack Type Filter Quantity Action
2 | #### 192.168.5.128 NET5 PortScan 35 block
3 | #### 192.168.5.222 NETH PortScan 7 block
4 | #### 192.168.5.222 NETH PortScan 23 block
5 | #### 192.168.5.222 NET5 PortScan 2 block
6 | #### 192.168.5.222 NET5 PortScan 21 block
7 | #### 192.168.5.222 NETS PortScan 23 block
8 | #### 192.168.5.222 NET5 PortScan 12 block
9 | #### 192.168.5.222 NET5 PortScan 24 block
10 | #### 192.168.5.222 NET5 PortScan 22 block
11 | #### 192.168.5.222 NETS PortScan 23 block
12 | #### 192.168.5.222 NET5 PortScan 15 block
13 | #### 192.168.5.222 NET5 PortScan 11 block
14 | #### 192.168.5.222 NET5 PortScan 25 block
15 | #### 192.168.5.222 NET5 PortScan 11 block
16 | #### 192.168.5.222 NET5 PortScan 23 block
17 | #### 192.168.5.222 NET5 PortScan 25 block
18 | #### 192.168.5.222 NET5 PortScan 23 block
19 | #### 192.168.5.222 NET5 PortScan 11 block
20 | #### 192.168.5.222 NET5 PortScan 23 block
21 | #### 192.168.5.222 NET5 PortScan 23 block
22 | #### 192.168.5.1 NET5 ARP Spoofing (Source MAC) 1 block
23 | #### 192.168.5.222 NET5 PortScan 11 block
24 | #### 192.168.5.1 NET5 ARP Spoofing (Source MAC) 1 block
25 | #### 192.168.5.222 NET5 PortScan 23 block
26 | #### 192.168.5.222 NET5 PortScan 24 block
27 | #### 192.168.5.70 NET5 PortScan 224 block
28 | #### 192.168.5.70 NET5 PortScan 277 block

Security log Export Excel file

Log Level and Email Notification

In this section, users can configure the risk levels (Critical, High, Medium, Low) for different security
features. When a risk level is triggered, an alert email will be sent based on the selected thresholds.

Ensure that Email Notifications are enabled under Networking -> System Settings -> Email Settings ->
Email Notification.

Some categories offer direct risk level selection, while others provide more granular control. For detailed
configuration, click on the category name to open additional options.



Security Log

Log Log Level and Email Motification

@ “Email Notifications” is not enabled. Please enable it ot [Networki

« Firewall Policy Critical High Medium Low

Firewall Policy (O]

Email Notification ©

+ Dos Defense Critical High Medium Low
DoS Defense Risk Level Settings

Email Notification @

+ Spoofing Defense Critical High Medium Low
ARP Source Spoofing (O]
ARP Destination Spoofing (O]
ARP with VRRP-MAC o}

Email Notification @

~  Anti-malware Critical High Medium Low

Email Notification @

“ Intrusion Prevention Critical High Medium Low

For categories with multiple sub-options, users can define individual risk levels by clicking the category link.

After configuring, click Save to apply the settings.

DNS Filtering Risk Level Settings

(® Critical High
Critical High

Critical High

Attacks and Threats (@) Critical High

Aggressiveness (O]
DDoS

Hacking

Phishing

Critical Medium

Critical i (® Medium

Log Level and Email Notification Part 2



PERMISSION MANAGEMENT

Permission Management allows the administrator to create multiple roles with different permissions, it allows
creating roles with permissions of reading, or reading and writing privileges which allow monitoring, or
monitoring and changing the settings on the Firewall module, respectively.

Permission Management

Add Q
Permission Name Associated Roles Operations
Operator - 4
Monitor - @ m

Total: 2 < - > 10/ page

Permission Management

Click on button to add a new permission category. Enter the permission hame, then select the functions, you
can select to allow read, or read and write permissions.

Permission Management > Add Permission

*Permission Name

*Permission List

y— Functions Read / Write Read-only (@ No Permission
) overview ®
v [Z) Firewall Policy ®
» Security Defense ®
% Anti-malware ®
» (&) Intrusion Prevention ®
» §L1 content Control ®
» % Geo-IP Filtering ®
» SSL Proxy ®
) Signatures Update ®
Blocked Web Page ®
[7% Security Log (®

Add Permission



Return to the main page

CHANGE LOG

This section documents significant changes from previous versions of the GCC6020 series - Firewall module
user manuals. Only major new features or major document updates are listed here. Minor updates for
corrections or editing are not documented here.

Firmware version 1.0.7.69 (PBX version 1.0.27.90)

- Added Permission Management section [PERMISSION MANAGEMENT]
Firmware version 1.0.7.48 (PBX version 1.0.27.90)

- No major changes.
Firmware version 1.0.7.46 (PBX version 1.0.27.90)

- No major changes.
Firmware version 1.0.7.44 (PBX version 1.0.27.89)

- Added option for Enabling/Disabling Advanced Firewall. [Disabling/Enabling Advanced Firewall]

- Added VLAN configuration option under DNS Filtering, Web Filtering, Application Filtering. [Filtering based
on VLAN]

- Added Redirect Intercept Page IP Configuration option. [Redirect Blocked Webpage]

- Added support for File Filtering. [File Filtering]
- Added "Forced Proxy" and "Non-Forced Proxy" configuration. [Forced Proxy] [Optional Proxy]

- Added "Built-in Domain Exemption" (bypass inspection for specified domains). [Built-in Domain Exemptions]

- Added logging support for Firewall Policies.[Log Level and Email Notification]

Firmware version 1.0.7.32

- This is the initial version.
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