
GDMS Unified  Communications  ð User Guide 

Thank you for using Grandstream Device Management System! GDMS Unified Communications is a cloud-based solution that 

provides the ability to easily manage Grandstream products before, during, and after deployment. GDMS Unified 

Communications separates systems independently based on different product lines: Unified Communication solution and the 

Networking solution.  

 

PRODUCT OVERVIEW 

 
Feature Highlights  

 

 Intuitive  deployment  and management: GDMSõs easy-to-navigate web portal  and batch operation  support  allow users to 

easily deploy and manage Grandstream devices located on several sites. 

 All-in-one solution: GDMS offers a complete package that offers convenient management of devices and SIP server 

accounts on multiple sites, real-time monitoring and alerts, task scheduling and tracking, and device diagnostics. 

 Supports presetting offline devices. 

 Diagnostic tools: Easily collect system logs, network captures, ping and traceroute information  remotely from the devices 

using GDMS user interface without having to be located in proximity of the devices. 

 Supports IPPBX devicesõ remote management and synchronizes SIP accounts to the GDMS platform  in real-time. All 

devices/SIP account one-stop management. 

 Supports value-added services ð IPPBX Remote Management Plan in GDMS platform.  Supports remote external network 

communication for IPPBX clients. 

 Supports value-added services ð Cloud Storage Space in GDMS platform.  IPPBX users can store more data safely thanks 

to encrypted storage and reinforced authentication procedure.  

 Channel customer support: Allows automatic association of Grandstream ERP devices, allowing for the establishment of 

channel relationships and quick device allocation. 

 Powerful API integration  features: GDMS is compatible with ERP/CRM/OA platforms to improve workflow  efficiency. 

 

GDMS Technical  Specifications  

 

 

 

 

 

 

 

 

Functions 

 

ƀ VoIP Device Management 

ƀ PBX Device Management 

ƀ Account Management 

ƀ Device DpoǺhvsbujpo 

ƀ Firmware Upgrade 

ƀ Device Monitoring  

ƀ Intelligent  Alarm 

ƀ Statistical  Analysis 

ƀ Channel Management 

ƀ Task Management 

ƀ PBX Backup 

ƀ Plan & Service 

 

 

 

 

 

 

Security and Authentication  

 

ƀ HTTPS protocol and two-xbz!dfsujǺdbuf!wfsjǺdbujpo!up!fotvsf!ebub!tfdvsjuz!cfuxffo!efwjdft!

and GDMS. 

ƀ The key information of devices is encrypted and stored so that the key information cannot 

be obtained from the data storage. 

ƀ The account password is encrypted and stored with sha256 algorithm to ensure the security 

of the account.  

ƀ Serial number authentication  of devices to ensure private rights of devices. 

ƀ The privileges of the sub-users can be managed on the GDMS platform.  

ƀ Support Multi -Factor Authentication.  



 

 

 

 

Enterprise Features 

 

ƀ No limitations  on the number of devices and SIP accounts that can be managed. 

ƀ DpoǺhvsbujpo!pg!bmm!tvqqpsufe!efwjdf!qbsbnfufst!jt!tvqqpsufe-!jodmvejoh!cvu!opu!mjnjufe!up!

account settings, phone settings, network settings, system settings, maintenance, 

bqqmjdbujpot-!qspǺmft-!boe!iboetfut/ 

ƀ Management of sites, group templates, and model templates. 

 

 

 

 

 

 

 

 

 

 

 

 

Supported Device Models 

 

ƀ GXP Series (GXP21xx only) 

ƀ GXV Series (GXV3370, GXV3380, GXV3350, GXV3450, GXV3470, GXV3480) 

ƀ GRP Series 

ƀ GHP Series (GHP610, GHP611, GHP620, GHP621, GHP63x(W)) 

ƀ DP Series 

ƀ WP Series 

ƀ GVC Series (GVC3210 and GVC3220) 

ƀ GWN Series 

ƀ UCM6300 and UCM6300A Series 

ƀ CloudUCM 

ƀ GCC Series 

ƀ SoftwareUCM 

ƀ GCC Series 

ƀ HT Series 

ƀ GXW42xx V2 Series 

ƀ GXW45xx Series 

ƀ GSC36xx Series 

ƀ GDS Series 

ƀ GSC357x Series 

ƀ GSC35xx Series (GSC3505, GSC3506, GSC3506 v2, GSC3510, GSC3516) 

 

GDMS Technical Specifications 

 

GETTING STARTED 

 
GDMS Overview  

 

Main  Functions  Overview  

For different  solutions, the user can select to use one of the systems in the GDMS platform.  Each system is in charge of 

managing and monitoring a line of products that belong to one solution.  

 

 GDMS Networking : This system manages the networking  products offered by Grandstream. This line of products 

consists of routers, switches, access points, etcê 

 GDMS Unified  Communications : This system manages the Unified Communication products offered by Grandstream, 

like IPPBX appliances, cloud IPPBXs, IP phones, facility management devices, conferencing devices, etcê 



 

Select a System 

The user can access the modules listed in each category to jump quickly to the intended destination. See the example below 

for the GDMS Unified Communications system. 

 

GDMS Unified Communications Module 

Import  Devices and Management  

 

Users need to import  the devices into  the GDMS platform  first to view the status and configuration  of the devices and monitor 

the devices on the GDMS platform. 

 

Channel vendors could acquire devices directly through  ERP, and the channel vendors need to submit relevant certificates to 

Grandstream customer support. 

 

Import SIP  Accounts  and Allocate  to  Devices 

 

Users could import  a batch of SIP accounts with Excel files, and allocate the batch of SIP accounts to devices. Users could 

complete all account configurations for all devices by importing a batch of SIP accounts to a batch of devices. 

 

Configure  Devices 

 

 Configure devices by model: Once the device is associated with the GDMS platform,  the device will be allocated with the 

configuration parameters according to the device model and located site.  

 Configure devices by group: Manage the devices by certain rules and groups, and the GDMS supports pushing 

configuration files to all devices under a group.  

 Configure a single device: Modify a specific device configuration in the Device list directly. 

 Configure devices by configuration  file: Users can upload the configuration  file of the device into  the GDMS platform 

directly. 

 

Firmware  Upgrade  

 

GDMS platform  supports upgrading  a batch of devicesõ firmware by device model, site, firmware version range, and other 

conditions. It also supports upgrading the devicesõ firmware by a batch of MAC addresses of the devices. 

https://documentation.grandstream.com/wp-content/uploads/2024/07/GDMS-Unified-Communication-Solution-Modules-1.png
https://documentation.grandstream.com/wp-content/uploads/2024/07/GDMS-Subsystems.png


Schedule Tasks 

 

Users could schedule certain tasks for a certain period of time. For example, users could schedule firmware upgrade tasks and 

execute the task in the early morning, so that the task will not affect the device owners. 

 

Alarm Message and Diagnostic  

 

In case of malfunction  or dangerous operation  of the devices, the administrator  will be alerted. The GDMS platform  allows 

administrators to diagnose faults of some devices to locate and resolve problems quickly. 

 

 

Prerequisites  

 

 TR-069 feature needs to be enabled on the endpoints. 

 Working Internet connection to access the GDMS platform.  

 Endpoint devices are in the supported device list of the GDMS platform. 

 

GDMS Account  Registration  

If using GDMS for the first time, an administrator will need to register for a GDMS account using the following steps: 

 

1. Open the GDMS platform URL on the browser: https://www.gdms.cloud  
 

Welcome to GDMS 

2. Click on the Sign Up option to enter the registration page, and then fill in the following information:  

https://documentation.grandstream.com/wp-content/uploads/2026/08/GDMS-Login-Screen.png
https://www.gdms.cloud/


 

Register GDMS Account 

 

Nickname Enter the name that will  be displayed in Grandstream Cloud Platform  

Username Enter a username. The username will  be used to login. 

Email Enter the email. This is necessary for account activation.  

Country Select the country from the dropdown menu. 

Region Select your region, and user data will  be stored in the data center of the corresponding region. 

 

 

 

 

User Type 

Select the user type. 

 

ƀ Enterprise 

ƀ Service Provider 

ƀ Channel Reseller 

ƀ System Integrator  

ƀ Personal User 

Grandstream Device 

WfsjǺdbujpo 

Fill in the device information you own (device purchase channel, Mac address, SN or initial password) 

so that the administrator can review your registration application.  

WfsjǺdbujpo Code Enter the Captcha wfsjǺdbujpo code 

 

Register GDMS Account 

 

3. After submitting  the registration  application, device verification is performed in real time. Based on the verification result, 

the application may be immediately approved or rejected.  

 

 

GDMS Account  Access 

 

Login  

Once the account has been activate, the user can log into  the GDMS platform  using their username or email address. In case 

the user has used the address email to log into the GDMS and the address email is bound to multiple accounts, the user will 

be prompted to choose the account to use by choosing the corresponding username.  

https://documentation.grandstream.com/wp-content/uploads/2025/01/image1.webp


 

Note  

If the failed logging attempts exceed 5 attemps, the account will be frozen for 30 minutes. The user has to wait until the

cooldown time has elapsed before attempting  to log in again. If the user wishes to log in before the cooldown timer elapses, 

they will need to reset their password by clicking on òForgot Password?ó, and log in using the new password. 

Upon first login  with valid credentials, users are prompted  to configure an MFA method. The available methods depend on 

the authentication  policy set by the GDMS administrator. For more information,  refer to the GDMS MFA Device User Guide. 

 

 

GDMS Login Page 

 

 

Single Sign-On (SSO) 

If the user has set to log in using SAML Single Sign-on, they can click on òSign in with SSOó button  then enter the SSO Access 

Code. 
 

GDMS Log in Page 

https://documentation.grandstream.com/knowledge-base/gdms-mfa-device-user-guide/


 

Single Sign on Log in Page 

 

Login  Auto -Lock for  Inactive  Users 

To enhance system security and maintain account integrity,  GDMS includes an Auto-Lock for Silent Users feature. 

 

Any user account that has not  signed in for more than one year will be automatically locked by the system. Locked users will 

be unable to log in until their account is reactivated.  

 

To regain access, the user must reset their password by selecting the òReset Passwordó option  on the login  page when 

prompted with the account security reminder.  
 

GDMS Login Pormpt for Inactive Users 

 

Supported  Devices and Requirements  

The current GDMS platform version supports the following device models. 

 

Supported Device Models 

Audio Device  

ƀ GXP21XX 

ƀ DP7XX 

ƀ GRP26XX 

ƀ WP8XX 

https://documentation.grandstream.com/wp-content/uploads/2025/05/GDMS_Account_User_Settings.webp


 ƀ GHP6XX 

ƀ GSC36XX 

ƀ GSC35XX 

 

 

Video Device 

 

ƀ GXV33XX 

ƀ GXV34XX 

 

 

Conference Device 

 

ƀ GAC2570 

ƀ GSC35XX 

ƀ GVC32XX 

 

 

Facility  Access Device 

 

ƀ GDS37XX 

ƀ GSC3570 

 

 

Video Surveillance Device 

 

ƀ GSC3610 

ƀ GSC3615 

ƀ GSC3620 

 

 

 

ATA Device 

 

ƀ HT80X 

ƀ HT81X 

ƀ HT841 

ƀ HT881 

 

 

Gateway Device 

 

ƀ GXW45XX 

ƀ GXW42XX V2 

 

 

 

PBX Device 

 

ƀ UCM63XX 

ƀ UCM63XXA 

ƀ GCC60XX 

ƀ CloudUCM 

ƀ SoftwareUCM 

 

Supported Devices 

 

Connect  with  GDMS 

The devices must be upgraded to firmware versions that are compatible with the GDMS platform.  Otherwise, the devices will 

not  be able to connect to GDMS. When the devices connect to the Internet, and the user has added this device to the GDMS 

account, the device will connect to GDMS automatically. 

 

DASHBOARD 

The dashboard offers a general look and information which is represented in numbers and graphs to make it easier to read 

and interpret. The different information is gathered from all the organizations which are assigned to the user. Within the 

dashboard page, the user can access four tabs and each gives a specific type of information  to the user so he/she can quickly 

jump between pages and view the needed information.  The categories are Device Statistics, PBX Top 5, Device Geo Map, and 

Device List. 

 

Device Statistics  

The Device Statistics page provides an overview of the following information:  



 Total Accounts 

 Total Devices 

 Total Sites 

 Accounts Status 

 Device status 

 Device Type 

 Site Statistics 

 Model statistics 
 

Overview 

 

Module Description 

Total  Accounts  Displays the total  number of SIP accounts dpoǺhvsfe on GDMS. 

Total  Devices Displays the total  number of devices dpoǺhvsfe on GDMS. 

Total  Sites Displays the total  number of sites dpoǺhvsfe on GDMS. 

 

 

 

Account  Status 

Displays the total  number of accounts currently registered, unregistered, and unallocated. 

 

ƀ Normal: All devices which use this account are registered successfully.  

ƀ Abnormal : The account is unregistered on a device. 

ƀ Unallocated: This account is not allocated to any device. 

Devices Status Displays the total  number of devices currently online and pǽjof/ 

 

ƀ Online: Device and GDMS platform  network connection is normal. 

https://documentation.grandstream.com/wp-content/uploads/2024/10/Dashboard-Device-Statistics.webp


 ƀ Pǽjof; Device and GDMS platform  lose network connection. 

 

 

 

Device Type 

Displays the total  number of devices in each category: audio, video, and conferencing. 

 

ƀ Audio devices: GRP series, DP series, GXP series, and WP series 

ƀ Video devices: GXV series 

ƀ Conference devices: GVC series 

Site Statistics  Displays the total  number of devices assigned to each site and the allocation  of devices per site. 

 

Model Statistics  
Displays the total number of each device model, the percentage of total devices that each model 

nblft!vq-!boe!uif!ejtusjcvujpo!pg!ejggfsfou!Ǻsnxbsf!qfs!npefm/ 

 

Model Statistics 

 

PBX Top 5 

In this tab, the user can view the top  5 PBX devices per local calls, remote calls, local registrations, cloud storage space usage, 

local call duration, remote call duration, and remote registrations. This gives the user a comprehensive view of the top 5 PBX 

devices for each category, to ensure that educated decision on distributing the IP telephony resources. 
 

PBX Top 5 

 

Device List 

On this page, the user can view the list of all devices which are added to the organization. This includes every device that 

belongs to the Unified Communications system. The user can choose the categories highlighted  in the screenshot below to 

display SIP endpoints, on-premise PBXs, or CloudUCM. 

https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7478.png
https://documentation.grandstream.com/wp-content/uploads/2024/07/PBX-Top-5-1.png


 

GDMS Unified Communication Device List 

 

Device Geo Map  

This menu will show the distribution map of the devices which have been associated with the enterprise. 

 

 The dark blue area on the map shows that the area has more associated devices, and the light  blue area shows the area 

has fewer devices. 

 Users could leave the cursor on the area to check the number of devices in that area. 

 If a certain city has the devices, it will be marked with a green dot  

 

 

, and users could leave the cursor on the city to check the number of devices in that city. The user can click on the dot  to 

see the devices list in this city. 
 

Device Distribution 

https://documentation.grandstream.com/wp-content/uploads/2024/10/Dashboard-Device-Statistics-1.webp
https://documentation.grandstream.com/wp-content/uploads/2024/07/GDMS-Device-List-1.png


ORGANIZATION 

The user can use this specific button  to switch quickly between organizations. The user can only see the statistics and devices 

from one organization at a time. The user can have the privilege of managing multiple organizations. 

 

 

Overview  

The Overview page displays all VoIP device statistics information  in the current organization. 
 

Organization Overview 

 

Extension  

On this page, the user will be able to view all the extensions that are created in the selected organization and the SIP servers 

that are added to the organization.  

 

 

SIP Account  

In this page, the user can view, create, and delete extensions for this specific organization. The user can also use the assign 

button to assign the extension to a specific SIP endpoint that has been added to the same organization as the extension. 
 

https://documentation.grandstream.com/wp-content/uploads/2024/07/Organization-Overview-1.webp
https://documentation.grandstream.com/wp-content/uploads/2024/07/GDMS-Extensions-1-1.webp


SIP Account 

 

Status Description  

 

 

 

 

 

 

Status 

Normal: 

All devices using the account are registered, and the account is working normally. 

Abnormal  Registration:  

At least one device using this account is not registered. Possible reasons include: 

 

ƀ The device is unable to register successfully.  

ƀ Uif!bddpvou!xbt!npejǺfe!uispvhi!puifs!nfbot!tvdi!bt!uispvhi!uif!foeqpjou!efwjdf!xfc!qpsubm!ps!

provisioning. 

Unassigned: 

No devices are using this account. 

 

 

From PBX 

 

PBX 

Uijt!sfqsftfout!uif!TJQ!bddpvout!bsf!tzodispoj{fe!gspn!uif!JQQCY!efwjdf/!Jg!uif!vtfs!npejǺft!uif!TJQ!

accounts in IPPBX device, the updates will be synchronized to GDMS platform. 

The user can only edit SIP server, assign device, and cannot edit other information.  

 

 

From CloudUCM 

 

CloudUCM 

Uijt!sfqsftfout!uif!TJQ!bddpvout!bsf!tzodispoj{fe!gspn!uif!DmpveVDN/!Jg!uif!vtfs!npejǺft!uif!TJQ!

accounts in CloudUCM , the updates will be synchronized to GDMS platform. 

The user can only edit SIP server, assign device, and cannot edit other information.  

 

Account Status Description 

 

Operation  Description  

Sorting  Click on the  buttons to sort the list in ascending/descending order based on a specific column.  

Custom  Display 

Option  

Users could customize the displaying options on the list by clicking on option   on the right  side of 

the list to select the displayed/hidden options.  

Filter  and Search 
Filter accounts by status, and site, and search for specific accounts by entering their user IDs, account 

names, or display names. 

 

Operation Description 

 

Add  SIP Account  

The SIP Account  page shows all of the SIP accounts added to GDMS. 



 

Add SIP Account 

 

Account  Active Activates/deactivates  the SIP account. 

Account  Name This is a necessary option. TqfdjǺft an identity name for the SIP account. 

 

 

SIP User ID 

Uijt!jt!b!ofdfttbsz!pqujpo/!DpoǺhvsft!vtfs!bddpvou!jogpsnbujpo!qspwjefe!cz!your 

VoIP service provider (ITSP). It is usually in the form of digits similar to a phone 

number or actually a phone number. 

 

SIP Authentication  ID 
Uijt!jt!b!ofdfttbsz!pqujpo/!DpoǺhvsft!uif!TJQ!tfswjdf!tvctdsjcfsǃt!Bvuifoujdbuf!JE!

used for authentication. It can be identical to or different from the SIP User ID. 

 

 

Password 

Uijt!jt!b!ofdfttbsz!pqujpo/!DpoǺhvsft!uif!bddpvou!qbttxpse!sfrvjsfe!gps!uif!qipof 

to authenticate with the ITSP (SIP) server before the account can be registered. After 

saving, it will appear as hidden for security purposes. 

 

 

Name 

DpoǺhvsf!uif!ejtqmbz!obnf!pg!uif!TJQ!bddpvou/!Uijt!pqujpo!xjmm!cf!vtfe!gps!Dbmmfs!JE!

ejtqmbz/!Uif!dpoǺhvsfe!dpoufou!xjmm!cf!jodmvefe!jo!uif!Gspn-!Dpoubdu-!boe!Q-Preferred-

Identity headers of the SIP INVITE message 

Voicemail  Access Number If the SIP Server also dpoǺhvsft this item, this dpoǺhvsbujpo will  prevail. 

 

 

SIP Server 

This is a necessary option. Users need to select the SIP server for the SIP account. If 

there is no available SIP server for the current SIP account, users could click on the 

ǆBee!TfswfsǇ!pqujpo!up!bee!b!ofx!TJQ!tfswfs!gps!uif!TJQ!bddpvou/ 

 

 

Add Server 

Jg!uif!vtfs!offet!up!dpoǺhvsf!nvmujqmf!TJQ!tfswfs!beesfttft!gps!b!tjohmf!TJQ!bddpvou-!

such as the UDP/TLS protocol server address (The UCM63xx device which purchases 

UCM RemoteConnect plan can synchronize multiple protocol server addresses to the 

HENT!qmbugpsn*-!uif!vtfs!dbo!dpoǺhvsf!ju!boe!bttjho!up!efwjdft!tfqbsbufmz/ 

Assign device This option will  allow assigning a tqfdjǺd device to this account. 

https://documentation.grandstream.com/wp-content/uploads/2024/07/GDMS-Add-SIP-Account.webp


 

 

Assigning accounts to DP devices and HT devices from this page is currently not supported. Please use the account 

importing  feature or the Device Management page to manage SIP accounts on DP devices and HT devices. 

If a device is not  on GDMS, users will be unable to allocate a SIP account. 

Allocate  to  Devices: 

 

To associate devices currently in GDMS with the new SIP account, click on the Add  button  at the bottom  of the screen and 

enter the following information:  
 

Assign Device 

 

Site This option is used to set which site this device belongs to. 

 

Select Device Model 
This is a necessary option. Users need to select the device model to which the 

account will be allocated.  

 

Select Device MAC Address 
This is a necessary option. Users need to select the device MAC address to which the 

account will be allocated.  

 

 

Select Account  Index 

This is a necessary option. Users need to select the account index to which the 

account will be allocated to (e.g. Account 1 ƿ Account 16). If the account location has  

b!dpoǺhvsfe!bddpvou-!uif!bddpvou!ovncfs!xjmm!cf!ejtqmbzfe/ 

 

Select Server Address 
This is a necessary option. Users can select the SIP Server address for the device, 

such as the UDP server address or UCM RemoteConnect server address. 

 

 

 

Batch Import  SIP Account  

 

GDMS platform  allows users to import  a batch of SIP accounts and SIP servers to the system and allocate them to the devices 

via Excel files. 

 

1. On the SIP Account page, click on the Import Account button. The following  window will  appear: 

https://documentation.grandstream.com/wp-content/uploads/2023/07/GDMS_Assign_device.png


 

Import SIP Account 

 

2. Click on either the Download General Device Template  button,  Download DP Device Template , or Download HT 

Device Template button to get a template that will be used to import account and server information.  
 

Import Account Template General Device Template 
 

Import Account Template DP Device Template 
 

Import Account Template HT Device Template 

 

Account 

Name 
This is an optional option. Users need to set the identity name for the SIP account. 

SIP Server 
This is a necessary option.  Users need to input  the SIP server address. If the SIP server does not  exist in the 

GDMS platform, the GDMS platform will create the SIP server in the system. 

https://documentation.grandstream.com/wp-content/uploads/2022/09/SIP-Accounts-Template.png
https://documentation.grandstream.com/wp-content/uploads/2022/09/Import-Account-Template-DP-Device-Template.png
https://documentation.grandstream.com/wp-content/uploads/2022/09/Import-Account-Template-HT-Device-Template.png
https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7487.png


 

SIP User ID 
This is a necessary option.  Configures user account information  provided by your VoIP service provider 

(ITSP). It is usually in the form of digits similar to a phone number or actually a phone number. 

SIP 

Authenticatio 

n ID 

This is a necessary option.  Configures the SIP service subscriberõs Authenticate ID used for authentication. 

It can be identical to or different from the SIP User ID. 

SIP 

Authenticatio 

n Password 

This is a necessary option. Configures the account password required for the phone to authenticate with 

the ITSP (SIP) server before the account can be registered. After saving, it will appear as hidden for security 

purposes. 

Display 

Name 

Configure the display name of the SIP account. This option will be used for Caller ID display. The 

configured content  will be included in the From, Contact, and P-Preferred-Identity  headers of the SIP 

INVITE message. 

Device MAC 

Address 
Input  the device MAC address: e.g. 00-15-65-1A-2B-3C; 00:15:65:1a:2b:3c; 0015651a2B3c 

Account 

Index  

Users need to select the account index to which the account will be allocated (e.g. Account 1 ð Account 

16). If the current account location has a configured account, the configured account will be replaced with 

the new account information.  

Profile  
For DP devices and HT devices only. Enter the profile  that the account will use (e.g. Profile1, Profile2, etc.). 

If multiple different SIP servers use the same profile, the import will fail. 

HS Mode  
For DP devices only. Enter the HS mode for the account. Available options are òCircularó, òLinearó, 

òParalleló, and òHSxó, where x can be 1 to 5. 

HS1-HS5 
For DP devices only. Users could configure the Line for each handset from Line 1 to Line 10. Each SIP 

account can be allocated to different handsets. 

Port Type 

(FXS/FXO) 

This option  is valid only for HT devices. Input  the port  type which will be assigned to the device. Users 

could select FXO port type or FXS port type. 

Port  Serial 

Number  

This option  is valid only for HT devices. Input  the port  serial number which will be assigned to the device. 

Users could input the port serial number from Port 1 to Port 10.  

Search Group  
This option  is valid only for HT devices. Users could select the search group  between None (default), 

Active, and other port serial numbers beside their own. 

 

Import Account Template Options 

 

3. Once the template is filled out, drag, and drop the file to the upload window or select the file from your PC. Click on the 

Import  button  to confirm the import.  

4. When the Excel file is imported  into  the GDMS platform  successfully, the GDMS platform  will prompt  the execution result. 

If there is data that failed to be imported, the user could export the failed data and re -edit the Excel file. 

 

Examples: 

 

1. If the user wants to allocate 1 SIP account to multiple  devices, the 1st SIP account information  will be the correct 

information to allocate to the devices.  

 

Example I 

 

2. For the existing SIP account, if the user wants to allocate this SIP account to another device, here is the example: Account 

100 has been allocated to Device 1, and the user wants to allocate the SIP account 100 to Device 2 (00:0b:82:cc:dd:ee). 

https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7491.png


 

Example II 

 

3. If the user wants to allocate multiple SIP accounts to a single device, here is an example: 

 

Example III 

 

4. If the user wants to allocate multiple SIP accounts to a single DP device, here is an example: 

 

Example IV 

 

Incorrect  examples:  

 

1. If the user wants to allocate multiple SIP accounts to a single device, the account index cannot be the same. 

 

Example V 

 

2. Different SIP server addresses cannot be allocated to the same Profile in the same DP device. 

 

Example VI 

3. If the user wants to allocate the SIP accounts to the same DP device, the different  SIP accounts cannot be allocated to the 

same HS Line. 

 

Example VII 

 

Allocate  Device 

Users could allocate the SIP accounts to the devices while adding SIP accounts, editing  SIP accounts, or importing  a batch of 

SIP accounts to the GDMS platform. Each SIP account can be allocated to multiple devices. 

 

Edit  Account  

 

Users could edit the SIP account information and allocated devices on the Edit Account  configuration page. 

 

1. Click on the 

 

button for the SIP account you want to modify. 

https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7493.png
https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7494.png
https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7495.png
https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7496.png
https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7497.png
https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7492.png


 

 

If the device is offline  at the time, its SIP account information  will be updated when it is online again. 

If the SIP server is synchronized from the IPPBX server, it cannot be edited, and it can only be assigned to the device. 

 

Edit Account 

2. Click on the Save button to  finalize changes. All associated devices will receive the updated account information.  

3. Click on the  button  to unallocate devices from the account. The SIP account will be removed from unassigned 

devices. 

 

 

 

Delete  Account  

To delete SIP accounts on GDMS, click on the  button  for a single account or the Delete  button  in the top-left corner for 

multiple accounts. Associated devices will automatically remove deleted SIP account information. 

 

Users could delete 1 single SIP account or a batch of SIP accounts on the GDMS platform:  
 

Delete Account 

https://documentation.grandstream.com/wp-content/uploads/2024/07/SIP-Accounts-List.webp
https://documentation.grandstream.com/wp-content/uploads/2024/07/GDMS-Edit-SIP-Account.webp


 

The user can select the SIP accounts by searching the items. E.g. If the user wants to modify the SIP server for 250 SIP accounts, 

the user can set the page to display 250 SIP accounts at once from 10 SIP accounts per page and select all SIP accounts on the 

page. 

 

If the SIP accounts are synchronized from IPPBX device, the SIP accounts information  will be synchronized after the SIP server is 

modified. 

 

 

Batch Modify  SIP Server of  SIP Accounts  

 

Users can batch modify the SIP server of the SIP accounts, e.g. Modify the SIP protocol of the SIP server from UDP to TCP. 

 

1. On the òSIP Accountó interface, select the SIP accounts that need to be modified.  

 

 

2. Click on the òModify  SIP Serveró button at  the top  of the interface. 
 

Modify SIP Server 

3. Select the target SIP server, which can be searched by the server name. 
 

Modify SIP Server 

4. After clicking the òOKó button,  the SIP server corresponding to the SIP accounts will be modified  immediately. Then, the 

updated account information will be assigned to the corresponding VOIP devices. 

 

 

 

Export  Account  

Users can export all existing SIP accounts in GDMS to a file by clicking on the Export  Account  button  in the top -right  corner 

of the SIP Account page. 

 

 

SIP Server 

 

If the SIP account is synchronized from the IPPBX server, this will only delete the data in the GDMS platform, and the data in the 

IPPBX server will not be deleted. 

https://documentation.grandstream.com/wp-content/uploads/2024/07/Modify-SIP-Server-2.webp
https://documentation.grandstream.com/wp-content/uploads/2024/07/Modify-SIP-Server-for-multiple-SIP-accounts.webp


Add  SIP Server 

The SIP Server page shows all of the SIP servers added to  GDMS. 
 

Add SIP Server 

 

Server 

Name 
Specifies an identity name for the SIP server. (Required) 

SIP 

Server 

This is a necessary option.  Specifies the URL or IP address, and port  of the SIP server. This should be provided 

by the VoIP service provider (ITSP). 

Outboun 

d Proxy  

Configures the IP address or the domain name of the primary outbound proxy, media gateway, or session 

border controller. It is used by the phone for firewall or NAT penetration  in different  network environments. If 

a symmetric NAT is detected, STUN will not work and only an outbound proxy can provide a solution. 

Secondar 

y 

Outboun 

d Proxy  

Sets the IP address or domain name of the secondary outbound proxy, media gateway, or session border 

controller. The phone system will try to connect the Secondary outbound  proxy only if the primary outbound 

proxy fails. 

Voice 

Mail 

Access 

Number  

 

Sets if the phone system allows users to access the voice messages by pressing the MESSAGE key on the 

phone. This ID is usually the VM portal  access number. For example, in UCM6xxx IPPBX, *97 could be used. 

 

 

 

DNS 

Mode  

Defines which DNS service will be used to look up the IP address for the SIP serverõs hostname. There are three 

modes: 

 

 A Record 

 SRV 

 NATPTR/SRV 

 

To locate the server by DNS SRV set this option  to òSRVó or òNATPTR/SRVó. 

https://documentation.grandstream.com/wp-content/uploads/2024/07/Create-a-New-SIP-Server.webp


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NAT 

Traversal 

Specifies which NAT traversal mechanism will be enabled on the phone system. It can be selected from the 

dropdown list:  

 

 NAT NO 

 STUN 

 Keep-alive  

 UPnP 

 Auto  

 VPN 

 

If the outbound  proxy is configured and used, it can be set to òNAT NOó. 

 

If set to òSTUNó and the STUN server is configured, the phone system will periodically send a STUN message 

to the STUN server to get the public IP address of its NAT environment and keep the NAT port  open. STUN will 

not work if the NAT is a symmetric type. 

 

If set to òKeep-aliveó, the phone system will send the STUN packets to maintain the connection that is first 

established during the registration of the phone. The òKeep-aliveó packets will fool the NAT device into 

keeping the connection open and this allows the host server to send SIP requests directly to the registered 

phone. 

 

If it needs to use OpenVPN to connect to the host server, it needs to set it to òVPNó. 

 

If the firewall and the SIP device behind the firewall are both  able to use UPnP, it can be set to òUPnPó. Both 

parties will negotiate to use of which port to allow SIP through.  

Proxy -

Require  

Adds the Proxy-Required header in the SIP message. It is used to indicate proxy-sensitive features that must 

be supported by the proxy. Do not  configure this parameter unless this feature is supported on the SIP server. 

 

 

 

 

 

 

 

 

 

Additiona 

l Settings  

Users could add the custom fields below. Some custom fields are only available for certain device models: 

 

1. Secondary SIP Server 

2. Failover SIP Server 

3. Prefer Primary SIP Server 

4. Primary IP 

5. Backup IP 1 

6. Backup IP 2 

7. DNS SRV Failover Mode 

8. Use NAT IP 

9. SIP Diff-Serv 

10. RTP Diff-Serv 

11. Tel URI 

 

For detailed filling rules, please refer to the User Guide of the devices. 

 

Add SIP Server 

 

Upon adding the SIP server, it will appear in the SIP Server list. Entries in the list can be edited or deleted. 



 

If the SIP server is synchronized from the IPPBX server, it cannot be edited. 

 

If the SIP server is synchronized from the IPPBX server, this will only delete the data in the GDMS platform,  and the data in IPPBX 

server will not be deleted. 

 

Finish Adding SIP Server to GDMS 

 

Edit  SIP Server 

Users can edit SIP server information by clicking on the  button  for the desired SIP server. Changes to the server will affect 

all associated SIP accounts. 

 

 

 

Delete  SIP Server 

Users can delete selected SIP servers by selecting them in the SIP server list and clicking on the Delete  button  in the top  left 

corner of the SIP Server page. 
 

Delete SIP Server 
 

 

 

UCMRC 

 

On-Premise PBX 

The PBX Device page shows all associated IPPBXs which can be UCM6xxx devices, GCC devices , or SoftwareUCM on-premise 

management systems. Users can view the firmware version numbers, IP addresses, plans, and other information of the IPPBX 

devices. It also allows users to access the device, upgrade firmware, reboot the devices remotely, etc. 

https://documentation.grandstream.com/wp-content/uploads/2024/07/word-image-7504.png
https://documentation.grandstream.com/wp-content/uploads/2024/07/SIP-Server-GDMS.png


 

On premise PBX 

 Plan: Displays the RemoteConnect plan of the device. 

 Local Storage :Displays the used and the free local storage. 

 Cloud  Storage:  Displays the used and the free local storage. 

 Resource Usage: Displays the CPU usage and the RAM usage. 

 Last Online Time:  Displays the date and the time of the last time the device was online. 

 

 

 Wave Server:  Shows the address to use for Wave. 

 SIP Server: Shows the address. 

 Public IP:  Displays the public IP address of the device or network gateway. 

 Private  IP: Displays the private IP of the device, if the device is behind a NAT gateway. 

 

 

 Remote : Displays the number of remotely  registered to the UCM. 

 Conference : Displays the number conferences created on the UCM. 

 Trunk : Displays the number of trunks created on the device. 
 

 

Status Description  

 

Status indicator  

The device is offline. 

The device is online. 

Firmware version too 

low 

 This icon indicates device firmware version is too  low and the device cannot be used normally 

with GDMS. 

Plan Status 
 This indicator means the plan is expiring soon or already expired. 

 

IPPBX Device Management 

 

Operation  Description  

Sorting  Click on the sorting buttons  to sort the list by various columns in ascending/descending order.  

Custom 

Display  Option  
Click on the  button on the top right corner of the list to select the columns to show and/or hide.  

https://documentation.grandstream.com/wp-content/uploads/2026/06/On-premix-PBX.png


 

Operation  Description  

 

Search 

In addition  to being able to search for devices with the search bar near the top -right  corner of the page, 

users can further refine search results by clicking on the Filter button by specifying device status, site, 

city, and firmware version. 

 

Operation Instructions 
 

Search Devices 

 

Add  IPPBX Device 

To add a new IPPBX device to the GDMS platform,  users can click on the Add  Device button.  Please see the screenshot below: 
 

Add IPPBX MAC Address 

Once the correct MAC address is provided, users will need to provide the  following information below: 
 

Add IPPBX MAC Address 

When SoftwareUCM device is added, the following information will be displayed: 

https://documentation.grandstream.com/wp-content/uploads/2023/03/Add-a-new-device-to-the-GDMS.png
https://documentation.grandstream.com/wp-content/uploads/2024/07/Add-IPPBX.webp


 

 

When the device is added to the GDMS platform successfully, the SIP accounts in UCM63xx and GCC Device will be 

synchronized to the GDMS platform  by default. If the user wants to turn off  the synchronization function, please refer to the 

UCM63xx RemoteConnect Guide for details. 

Users could click on the òSaveó button to save the configuration. 

Each device can only be associated with only one GDMS account. 

Users can use the search bar on the Device page to find added devices via device name, MAC address, and sites. 

When adding a SoftwareUCM device, only Mac address and SN serial number are supported. 

 

Add IPPBX MAC Address for SoftwareUCM 

 

 

Device Name 
(Optional) This option is used to set the name of the device so that the users could identify this 

device. The maximum number of the input characters is up to 64. 

 

 

MAC Address 

(Required) This option is used to enter the MAC address of the device. (Locate the MAC address on 

the MAC tag of the unit, which is on the underside of the device, or on the package. Or the address 

can be viewed on the IPPBX Web GUI  System Status  System Information   Network interface 

(LAN MAC address). 

 

Initial  Password 
(Required) This option is used to enter the Initial Password of the device. The original password can 

cf!wjfxfe!po!uif!VDNǃt!dbtf!ps!MDE/ 

 

S/N 
(Required) This Ǻeld is used to provided the serial number of the on-Premise PBX. 

Note: using S/N is used when adding a SofwareUCM device. 

 

 

Select Site 

(Required) This option is used to set which site this device belongs to. The newly created site name 

is the same as the name of the IPPBX efwjdf-!bt!uif!Ǻstu!mfwfm!tjuf/!Uif!vtfs!dbo!bmtp!tfmfdu!bopuifs!

site. 

Enable Cloud Storage 

for UCM 

Bgufs!fobcmjoh!uif!pqujpo-!uif!sfdpsejoh!Ǻmft!boe!dibut!xjmm!cf!tupsfe!up!uif!HENT!jg!uif!QCY!efwjdf!

has the paid UCMRC plan. 

 

Activate UCMRC Free 

Trial Plan (Plus)  

Activates the UCMRC Free Trial Plan (Plus), If not activated, the free Basic plan will be assigned to 

the device instead. 

Enabled by default. 

 

Add IPPBX Device 

 

https://documentation.grandstream.com/wp-content/uploads/2025/01/Add-SoftwareUCM.png


 

Notes  

 

Each IPPBX device only can apply for a UCMRC advanced plan free trial once for 3 months. If the user purchased a UCMRC

plan before or applied for a UCMRC plan free trial before, the user cannot apply for another free trial anymore. 

If the user has not applied for a UCMRC plan free trial before, the user can apply for it on the òIPPBX Devicesó list. 

After clicking the òSaveó button,  the device will be added to the GDMS platform  successfully. When an IPPBX device is added 

for the first time, a trial period for the RemoteConnect Plus plan will start at the time of adding the device.  
 

Device Added Successfully 
 

 

 

Batch Import  IPPBX Devices 

Users can import  multiple  devices by uploading  a file. Click on the Import  Devices button  on the Device page to get started. 

The following window will appear:  
 

Import IPPBX Device 

 Click on the 
 

https://documentation.grandstream.com/wp-content/uploads/2024/07/UCM-Added-Successfully.webp
https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7577.png


 

 

Currently, users can only add UCM63xx devices to the GDMS platform. 

When the device is added to the GDMS platform successfully, the SIP accounts in UCM63xx will be synchronized to the

GDMS platform by default. 

If the user wants to turn off  the synchronization function, please refer to the UCM63xx RemoteConnect Guide for details. 

If an existing device on GDMS is imported, the deviceõs existing information will be replaced with the newly imported 

information.  

If a deviceõs MAC address and serial number are invalid, the import  will fail. 

button to download the template. Users must follow the instructions to enter the required information.  

 The template will have the following fields: 

 

 

MAC Address 
Vtfst!offe!up!Ǻmm!jo!uif!NBD!beesftt!pg!uif!efwjdf!jo!uijt!Ǻfme!)Sfrvjsfe*/!Gps!jotubodf-!

111C93F32345-!boe!ju!tvqqpsut!up!Ǻmm!ǆ;Ǉ!boe!ǆ-Ǉ!dibsbdufst!jo!uijt!Ǻfme/ 

 

Original Password 
Vtfst!offe!up!Ǻmm!jo!uif!psjhjobm!qbttxpse!pg!uif!efwjdf!jo!uijt!Ǻfme!)Sfrvjsfe*/!Uif!psjhjobm!

qbttxpse!dbo!cf!wjfxfe!po!uif!VDNǃt!dbtf!ps!MDE/ 

 

Device Name 
This option is used to set the name of the device so that the users could identify this device 

(Optional). The maximum number of the input characters is up to 64.  

 

 

Site Name 

Enter the site to assign this device to (Required). If the site is under more than one level, all site levels 

nvtu!cf!jodmvefe!jo!uif!tjuf!obnf!)f/h/!Ǻstu`mfwfm0tfdpoe`mfwfm0Ǎ0ofx`tjuf*/ 

If the site level does not exist, it will  be automatically  created. The maximum character 

limit  is 64. 

 

Import IPPBX Device Template 

 

 Users can drag the file to the pop-up window, or they can click the upload button to select a file from their PC to import.  

 Once the file is imported  into  GDMS, the result window will appear. If any data fails to import  successfully, users can 

export the problematic data, re -edit, and attempt to import them into GDMS again.  

 

 

View Device Details  

Click on the  button to view a specific deviceõs system information. 



 

The information  on this page is obtained from the device in real time. If the device is offline, the details page will be inaccessible. 

 

View IPPBX Device Details 

In the UCMRC system, the user can quickly view all SIP server addresses in the Device List. For a certain SIP server address, the 

user can quickly view the advanced settings of the SIP server, including all advanced settings of the SIP server in the VoIP 

system. 

 

 

 

View Device Plan 

Select the plan for a specific IPPBX device to view the plan of the device, expiration date, currently used cloud storage space 

and total cloud storage space. 
 

View IPPBX Device Plan 

https://documentation.grandstream.com/wp-content/uploads/2024/07/UCMRC-Plan-Information-2.webp
https://documentation.grandstream.com/wp-content/uploads/2024/07/Perform-device-related-actions.webp


 

 

 

 

Access 

Server 

This is used to configure Wave phones so that Wave users can connect to the IPPBX server and make calls at 

any time, anywhere on any network. 

 

If the user wants to configure the remote service address on the terminals for remote calls, the user can enable 

the button  

 

 

and obtain the remote service address. 

 

 

Storage 

Space 

Refer to the current storage space used by the IPPBX device, and the total  storage space of the IPPBX device. If 

there is not enough space, the backup files cannot be stored. 

 

 

The used storage space contains: 

ð l Used storage space by cloud storage (excluding the space allocated to the Cloud IM service) 

ð The maximum storage space allocated to the Cloud IM service 

Device 

Plan 

Refer to the current plan and add-on plan of the device. If the plan has expired, the user can only use the Basic 

plan as the current plan. 

 

 

Remote  Access to  IPPBX Web UI 

On the GDMS platform  interface, even though  the IPPBX is under the internal network, the user can remotely access the IPPBX 

Web UI through the external network for viewing data and configuration.  

 

Prerequisite:  The IPPBX device firmware version must be later than 1.0.15.1 

 

1. Go to UCMRC  On-Premise PBX interface, click on the button  

 

of the specific IPPBX device, as the screenshot shows below: 
 

IPPBX List 

2. Go to the IPPBX Web UI, and log in to the IPPBX device through  the username and password, as the screenshot shows 

below: 
 

3. After logging  in, the user can operate this IPPBX remotely by accessing the IPPBX device under the local network, as the 

screenshot shows below: 

https://documentation.grandstream.com/wp-content/uploads/2021/10/word-image-7587.png

