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SCEP Feature Guide

This guide provides an overview of the Simple Certificate Enrollment Protocol (SCEP) feature and explains
how it enables automatic enrollment and management of client certificates on the WP816/WP826/\WWP836
Wi-Fi Phone and the GRP260x IP Phone series. Devices can receive preconfigured SCEP parameters via
provisioning, simplifying large-scale deployment and enabling automatic certificate renewal. This feature also
leverages hardware-based security, including anti-counterfeiting, anti-impersonation, and device binding. The
guide walks administrators through the workflow, prerequisites, and configuration steps required for
seamless, certificate-based Wi-Fi 802.1x authentication.

SCEP Registration Layer

Simple Certificate Enrollment Protocol

The Simple Certificate Enroliment Protocol (SCEP) is a standardized protocol that enables automated
issuance, renewal, and management of digital certificates for network devices. On the supported phone
models, SCEP simplifies certificate deployment for large-scale environments, reducing administrative
overhead while ensuring strong security through hardware-backed protection.

Benefits of Automating Certificate Management with SCEP:

- Automated Enroliment: Devices can request and obtain client certificates automatically using
preconfigured SCEP parameters, eliminating manual intervention.

- Certificate Renewal: SCEP supports automatic renewal of certificates before expiration, ensuring
uninterrupted 802.1x authentication.

- Hardware Security Integration: Certificates issued via SCEP leverage device-specific hardware protection
features to prevent counterfeiting, impersonation, and unauthorized use.

- Scalable Management: Supports centralized deployment for large fleets of devices, making it ideal for
enterprise networks.

By leveraging these benefits, SCEP provides a reliable and scalable mechanism for secure certificate
management, laying the foundation for seamless 802.1x authentication.

802.1x Authentication Flow with SCEP

802.1x is a network access control standard that provides secure authentication for devices connecting to
wired or wireless networks. It ensures that only authorized clients can access the network by using
certificate-based or password-based credentials, protecting enterprise network environments from
unauthorized access.

For more details about 802.1X Authentication, please refer to this guide: 802.1X Authentication Guide

In a certificate-based 802.1x deployment, the phones rely on SCEP to obtain client certificates automatically.
SCEP acts as the registration layer, bridging the device with the Certificate Authority in the issuing layer,
allowing devices to request, receive, and securely store client certificates. This automation reduces
administrative effort and ensures continuous secure access without manual certificate installation.

Once installed on the device, the client certificates are used for EAP-TLS authentication by the RADIUS
server in the authentication layer. For more information on the authentication layer and RADIUS server
configuration, refer to the Wi-Fi CA Certificate Type Guide.
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Prerequisites

Before configuring the phones, the necessary infrastructure components should be in place. This includes
setting up a Certificate Authority (CA) to issue and manage client certificates and deploying a SCEP server to
handle automated certificate enrollment. This section outlines the steps for preparing and configuring each
component.

For this guide, a Microsoft Windows Server environment is used, where the Certificate Authority and SCEP
services are deployed as server roles within the same infrastructure to support certificate issuance and
automated enrollment:

- Microsoft Windows Server: infrastructure platform.

- Active Directory Domain Services (AD DS): directory service required for domain authentication and
Active Directory Certificate Services integration

- DNS: name resolution service required for Active Directory domain and service discovery.

- Active Directory Certificate Services (AD CS): Certificate Authority role responsible for issuing and
managing certificates

- Network Device Enrollment Service (NDES): SCEP-based enroliment service enabling automated
certificate requests

This guide uses an all-in-one server setup for AD DS, AD CS, and NDES for lab efficiency; however, this is
not recommended for production. In a live environment, hosting |IS-based services such as NDES on a
Domain Controller is strongly discouraged due to the increased attack surface. NDES should be deployed on
a separate member server to preserve PKI security boundaries and reduce risk.

AD DS Installation

Active Directory Domain Services is required to provide a domain environment for identity and authentication
services. An Enterprise Certificate Authority must be installed on a domain-joined server because it relies on
Active Directory for certificate templates, policy application, and user and computer identity mapping.
Network Device Enrollment Service also requires a domain environment as it operates using a domain
service account and integrates with Active Directory and Internet Information Services for SCEP-based
certificate enrollment.



1. Open Server Manager and press Manage, then select Add Roles and Features.

2. Press Next on the Before you begin page.

3. Select Role-based or feature-based installation and press Next.

4.  Select a server from the server pool and choose the local server being configured, then press Next.

5.  Select Active Directory Domain Services, then click Next. In the Add Roles and Features Wizard prompt,

click Add Features.

6. Press Next until the Confirmation page, then press Install.

iz Add Roles and Features Wizard — O X
Confirm installation selections P CAMAZ AL

Before You Begin

nstallation Ty

Confirmation

-

To install the following roles, role services, or features on selected server, click Install.

[+ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these ophonal features, dick Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory madule for Windows PowerShell
AD D5 Tools
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

<Previous | | Next > | msal || cancel |

Install AD DS

After installation, Active Directory Domain Services must be promoted to a domain controller to enable
directory services functionality. This promotion creates a new forest or joins an existing domain and
establishes the server as the central authority for authentication, directory lookups, and policy management.
In this setup, the domain controller is required to support Active Directory Certificate Services and Network
Device Enrollment Service by providing authentication for domain-based service accounts and enabling
secure certificate enrollment requests within the infrastructure.
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AD DS Domain Controller Promotion

Press Promote this server to a domain controller.

Select Add a new forest, enter the Root domain name, and press Next.

Enter the Directory Services Restore Mode password and press Next.

On the DNS Options page, ensure Create DNS delegation is unchecked and press Next.
Enter the NetBIOS name assigned to the domain and press Next.

Specify the location for the Active Directory database, log files, and SYSVOL, and press Next.
Review the selected options and press Install.

After Active Directory Domain Services is installed and promoted to a domain controller, the domain
environment is in place. The next step is to deploy Active Directory Certificate Services to enable certificate
issuance and management within the infrastructure.

AD CS Installation

The Certificate Authority is required to issue and manage certificates for domain-joined devices and services.
In an Enterprise CA deployment, Active Directory is used to publish certificate templates and enforce
certificate policies.

1.
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In Server Manager, press Manage, then select Add Roles and Features.

Press Next on the Before you begin page.

Select Role-based or feature-based installation and press Next.

Select a server from the server pool and choose the local server being configured, then press Next.

Select Active Directory Certificate Service, then click Next. In the Add Roles and Features Wizard prompt,
click Add Features.

Press Next until the Role Services page, ensure Certification Authority is selected, then press Next

On the Confirmation page, press Install.
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DESTINATION SERVER

Confirm installation selections ECIAMAZ.AULLLS1 cuplabs

ore You Begin To install the following roles, role services, or features on selected server, click Install.
ore You Beg

nstallation Type [+f] Restart the destination server automatically if required
Server Salection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to dear
their check boxes.

Active Directory Certificate Services
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Autharity Management Tools

Confirmation

Export configuration settings
Specify an alternate source path

Next > | install || Cancel

Install AD CS

After installing Active Directory Certificate Services, the role requires post-deployment configuration to
initialize the Certification Authority and complete the setup before it can issue certificates.
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AD CS Post deployment Configuration

Press Configure Active Directory Certificate Services on the destination server
On the Credentials page, verify the account used and press Next.
On the Role Services page, ensure Certification Authority is selected and press Next.

On the Setup Type page, select Enterprise CA and press Next.

ok v NP

On the CA Type page, select Root CA and press Next.



On the Private Key page, select Create a new private key and press Next.

On the Cryptography page, select the cryptographic provider, hash algorithm, and key length, and press
Next (ensure compatibility with phone devices).

On the CA Name page, enter or confirm the CA name and press Next.
On the Validity Period page, set the CA validity period and press Next.
10. On the Certificate Database page, specify the database and log locations and press Next.
11. On the Confirmation page, review the configuration and press Configure.
[z AD CS Configuration - O >

DESTIMATION SERVER

Confirmation EC2AMAZ-4ULLLS).scep.lab
Credertials Te configure the following roles, role services, or features, click Configure.
Hole seniees () Active Directory Certificate Services
Setup Type
Certification Authority
CA Type .
CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAZ56
CA Mame Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
o -3 k=1 B L
Certificate Validity Period: 4/9/2031 5:06:00 PM
Certificate Database o
. Distinguished Name: CMN=scep-EC2AMAZ-4ULLLS)-CA DC=scep,DC=lab
Certificate Database Location:  Ch\Windows\system32\Certlog
Certificate Database Log ChWindows\system32\Certlog
Location:
< Previous Mext > | Configure | | Cancel |

AD CS Configuration

1. InTools, press Certification Authority, right-click the certificate, press Properties, and go to the Security
tab. Grant Administrators "Issue and Manage Certificates" and "Manage CA".



scep-ECZAMAZ-AULLLS)-CA Properties

Extensions Storage
General Palicy Madule
Enrollment Agents Auditing Recovery Agents

GI’OIJP ar user names:

Cerificate Managers
Exit Module

Securty

BB futhenticated Users

a MOES Service Account (ndes-sve@scep lab)
£2 Domain Admins (SCEP*Domain Admins)

5% Enterprise Admins (SCEP\Erterprise Admins)

Administrators (SCEP Administrators)

Add... Remaove
Permissions for Administrators Allow Deny
Read ] ]
lssue and Manage Cerificates ]
Manage CA ]
Request Certificates ] ]

CA Security Properties

The infrastructure required for certificate issuance is now in place. In the next section, the prerequisites for
Network Device Enrollment Service will be prepared before proceeding with its installation and configuration.

NDES Installation

Before installing and configuring NDES, a dedicated service account must be created in Active Directory, and
the required certificate template must be prepared and published on the CA to support SCEP enroliment.
These prerequisites ensure that NDES can properly authenticate and request certificates from the

Certification Authority.

Creating the Service Account

1. In Server Manager, press Tools, then select Active Directory Users and Computers.



: Active Directory Users and Computers

File Action View Help
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: Active Directory Users and Com

v

| Saved Queries
scep.lab

| Builtin
Computers

I

Domain Controllers
ForeignSecurityPrincipaly
Managed Service Accour

LEDELE

Users

Mame

E}Administratur
42 Allowed RO...
52 Cert Publish...
:%Clu:uneahle 0.
2 Denied ROD...

%Dnsﬁkdmins

:%DnsUpdateP...
EEDDmain Ad...
:EEDEII‘T‘IEiH Co...
EEDDmain Con...
:%Domain Gue...
%Domain Users
:% Enterprise A..
EEEnterprise K...
%Enterprise R..
EEGrDup Polic...

¥s Guest
:%Keyhdmins

EEPru:utected Us...
M2 RAS and 1AS ...
42 Read-only D...

Type
User

Security Group..,
Security Group...
Security Group..,
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group..,
Security Group...
Security Group..,
Security Group...

Uszer

Security Group...
Security Group...
Security Group...
Security Group...

Description

Built-in account for ad...

Mernbers in this group c..

Mermbers of this group ...

Members of this group t..
Mermbers in this group c...
DMS Administrators Gro...
DMS clients who are per...
Designated administrato...

All workstations and ser...

All domain controllers i...
All domain guests
All domain users

Designated administrato...

Mermbers of this group ...
Mermbers of this groug ..

Mermbers in this group c...
Built-in account for gue...

Mermbers of this group ...
Mermbers of this group ...

Servers in this group can...

Members of this group ...

1.
2.

1.

Navigate to Users and press .

Mew Object - User

ADUC Users

Enter the User logon name and press Next.

& Createin: sceplab/Users

First name: | | Initials: I:I
Last name: | |
Full name: |NDES Service Account |
|ser logon name:
|ndes-5'u.rc | @scep lab -
IUser logon name (pre-Windows 2000):
|5CEF‘\ | |ndes-sw.rc |
< Back Mext = Cancel

New User Logon

Enter and confirm the password, then configure password options, and press Next.



Mew Object - User >

; Create in:  sceplab/Users
did

Password: |7||-|||-| |

Confirm password:

[] User must change password at next logon
[] User cannot change password
Password never expires

[ ] Account is disabled

< Back Mext = Cancel

New User Password

1. Review the configuration and press Finish.

After creating the NDES service account, additional configuration is required by the NDES installation wizard
to allow it to run the service and interact with Internet Information Services and Active Directory Certificate
Services.

This includes adding the account to the IIS_IUSRS group in Active Directory Users and Computers and
configuring the required user rights.

Adding the account to IIS_IUSRS

1. InActive Directory Users and Computers, navigate to Builtin and press IIS_IUSRS.
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] Active Directory Users and Com || Name Type Description
iJ_ SAEINCHEIES :%Access Cont... Security Group... Members of this group ...
v fﬂ s‘c.ep.la.l:}. %Account Op.. Security Group...  Members can administe..,
j Eilrl"::uters %Administrat... Security Group... Administrators have co..
i Domain Controllers %Eackup Ope.. Security Group... Backup Operators can o..
.:i ForeignSecurityPrincipak %Certificate S Security Group..  Members of this group ..
“ Managed Service Accour :%Cr}rptugraph... Security Group... Members are authorized...
7 Users :%Distributed w Security Group..,  Members are allowed to...
%E\.rent Log R... Security Group... Members of this group ...
%Guests Security Group... Guests have the same ac...
%Hyper-‘u‘ﬂd... Security Group... Members of this group ..
= A1IS_IUSRS Security Group... Built-in group used by I...
%Incuming Fa.. Security Group... Members of this group ..
%Nehm:urk Co.. Security Group... Members in this group c...
%Perfurmanc... Security Group... Members of this group ...
:%Perfu:urmanc... Security Group... Members of this group ...
:%Pre-WindDw... Security Group... A backward compatibilit...
%Print Operat.. Security Group... Members can administe..,
%RDS Endpoi.. Security Group... Servers in this group run...
:%RDS Manage... Security Group... Servers in this group can...
%RDS Remote.. Security Group.. Servers in this group ena..
“ * || 8% Remote Des... Security Group... Members in this aroup a...

ADUC IIS IUSRS

1. Go to the Members tab and press Add, then enter the logon name of the created account in Select Users,
Computers, Service Accounts, or Groups, press Check Names, select the account, and click OK.

Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Service Accounts, Groups, or Built4n securty principals | Ohbject Types...
From this location:
|scep.lab | Locations...
Enter the object names to select (examples):

NDES Service Account indes-sve@scep labl)| Check MNames

Advanced... Cancel

Add Account to IIS IUSRS
1. Once the account is added as a member, press Apply.
Group Policy Management

1. Open Group Policy Management, go to Forest -> Domains, and select the domain. Right-click Default
Domain Controllers Policy and press Edit.
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|2 File Action View Window Help |- =
= 25 G|
'3, Group Policy Management Domains
W ‘,._ﬁl Forest: scep.lab Corterts
v |55 Domains -
~ i sceplab Domain Cument Domain Controller
= Default 7 Ed:t - = EC2AMAZ-4ULLLS) scep lab
» 2] Domain =
3 E Group F Enforced
» L WMIFF »  Link Enabled
o " Starter ¢ Save Report...
» [[@ Sites
J’.ﬁ Group Policy b Mew Window from Here
.+ Group Paolicy R
= PP Delete
Rename
Refresh
Help

Open the GPO editor
Group Policy Management

1. Navigate to Group Policy Management Editor -> Default Domain Controllers Policy -> Computer
Configuration -> Windows Settings -> Security Settings -> Local Policies -> User Rights Assignment and
Select Log on as a service.

&/ Group Policy Management Editor - m} *

File Action View Help

o 2RIXE = HMm

|5 Default Domain Policy [EC2AMAZ-4ULLLSLSCEP LAB] Policy  » Policy - Policy Setting
v C.:ampl..ltu' Confguration Ly Create symbolic links Mot Defined
. _J _?“;I:F:wlrt&ttings L Debug programs . Mot Deﬁned
~ [ Windows Settings 2| Deny access to this computer from the network Mot Defined
T [ Nasne Resohation Pobicy s Deny log on as a batch job Mot Defined
) Scripts (Startup/Shutdown) s/ Deny log on as a service Mot Defined
i 35 Security Settings i Deny log on locally Mot Defined
» 7 Account Policies s/ Deny log on through Remote Deskiop Services Mot Defined
v 3 Local Policies L4 Enable computer and user accounts to be trusted for delega... Not Defined
3 j Audit Palicy | Force shutdown from a remote system Mot Defined
- i UserRights Assignment i Generate security audits Mot Defined
) j Security Options | Impersonate a client after authentication Mot Defined
» & EventLog .| Increase a process working set Mot Defined
» [@ Restricted Groups 21 Increase scheduling priority Mot Defined
» [ System Services i/ Load and unload device drivers Not Defined
» [ Registry 21| Lock pages in memory Mot Defined
» La File System L Log on as a batch job Mot Defined
3 ;.-j:' Wired Network (|EEE 802.3) Policies 1= Log on as a service Mot Defined
r _. Windows Defender Firewall with Advanced Sec 1 Manage auditing and security log Not Defined
B . 2 Modify an abject label Not Defined
’ g w"'!.' Nm?tk SEERIREE) Pabdes ) Modify firmware emvironment values Mot Defined
' _l S ey Pul!‘.?s o s Obtain an impersonation token for another user in the same... Mot Defined
» | Software Restriction Policies i i )
. - g x P < . Perfarm volume maintenance tasks Mot Defined -




Group Policy Management Editor

Enable "Define these policy settings", then click Add User or Group. Click Browse, and in Select Users,
Computers, Service Accounts, or Groups, add the service account.

] 0N 3% a s& CE FTOPErties { )

Security Policy Setting  Explain

;{E' Log on as a service

—

Define these policy settings:

Add User or Group... Remove

QK Cancel Apply

Log on as a service Properties

Once the account is added, click Apply.

Because the server is a Domain Controller, the local group [IS_IUSRS is managed through Active Directory
Users and Computers (ADUC) instead of Computer Management.

In this guide, the configuration was applied directly in the Default Domain Controllers Policy. However, the
better practice is to create a separate GPO and link it to the Domain Controllers OU.

Creating the Certificate Template

1.

In Tools, open Certification Authority and click on the CA, then right-click Certificate Templates and
select Manage.

In the Certificate Templates Console, right-click Computer and select Duplicate Template. Configure the
tabs to match the desired settings, including security permissions to allow the service account to request
and enroll certificates.
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Using this template as a base, creates a template that supports Windows Server 2003 Enterprise CAs
Certificate Templates Console

Configure the template as follows, ensuring the key settings required for SCEP/NDES functionality are
applied. Other settings can remain at their default values unless specific requirements dictate otherwise.

- General
Template Display Name: Enter the template name, e.g., Grandstream
Validity Period: Set according to your policy
Publish certificate in Active Directory: Check to allow access during the lab

- Request Handling
Purpose: Set to Signature and encryption.
Allow private key to be exported: Checked

- Subject Name
Supply in the request: Select to allow non-domain devices like Grandstream phones to provide their own
identity (e.g., MAC address)

- Extensions
Application Policies: Must include Client Authentication.
Key Usage: Ensure Digital Signature and Key Encipherment are included
- Cryptography
Minimum key size: Set to 2048 and ensure compatibility with the phone's configuration
Providers: Select Requests can use any provider available on the subject's computer to ensure maximum
compatibility with different device hardwares
- Security
Permissions: Ensure the Service Account performing the enrollment has both Read and Enroll permissions



Grandstream Properties ? *

Subject Name lssuance Requirements
General Compatibilty Regquest Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

Group or user names:

BB Authenticated Users

; MDES Service Account (ndes-sve@scep lab)
a Administrator

S2 Domain Admins (SCEPDomain Admins)

£2 Domain Computers (SCEP“Domain Computers)
52 Erterprise Admins (SCEP\Enterprise Admins)

Add... Bemove

Pemissions for NDES Service Account

Full Control
Read
Write
Enrall
Autoennoll

LERIORIL %
I:II:IDDI:IE‘

Far special permissions or advanced settings, click Advanced
Advanced. n

Template Security Properties

Return to the Certification Authority console, right-click Certificate Templates, then select New and press
Certificate Template to Issue.
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File Action View Help

e z|d=H

Ll Certification Autherity (Local) Mame Intended Purpose
v o s‘c.ep-ECEAMAZ--le_.ILLLSJ-CA & Grandstream Server Authentication, Client Authentic...
j E.:EZ:E;E?;:;:::ES E IPSec (Offline request) IP security IKE interrmediate
Y — &l cep Encryption Certificate Request Agent
L 3 Failed Requests ) Exchange Enrollment Agent (Offline r... Certificate Request Agent
3 Certificate Ter——-1--- E Directory Email Replication Directory Service Email Replication
Manage mtroller Authentication Client Authentication, Server Authentic...
N e fication, Server Authentic...
Mew -] Certificate Ternplate to lssue
View ¥ Encrypting File Systern
introller Client Authentication, Server Authentic...
Refresh

Server Authentication

Export List... Client Authentication, Server Authentic...
Encrypting File Systern, Secure Email, Cl...

oy woworanuee Certification Authority <All=

&l Administrator Microsoft Trust List Signing, Encrypting ...

Help

Enable additional Certificate Templates on this Certification Authority
Certification Authority Add New Template

1. Select the newly created template and press OK.

B " Enable Certificate Templates X

Select one Cerificate Template to enable on this Certification Authority.

Mote: f a certfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts,

Mame Intended Purpose N
E Authenticated Session Cliert Authentication

E CA Exchange Private Key Archival

E Code Signing Code Signing

E Cross Certification Authorty  <All>

E Enrollment Agent Cerfficate Request Agent

E Enrollment Agent (Computer) Cerificate Request Agent

E Exchange Signature Only Secure Email

& Exchange User Secure Email

E Grandstream Server Authentication, Client Authentication

E! IPSec IP securty IKE intermediate o

Cancs

Certification Authority Enable Certificate Templates

The template is now published on the Certification Authority and is available for use. It will be used by NDES
when processing certificate enrollment requests to issue certificates to connecting devices based on this



configuration.

Installing NDES

This section describes the installation and initial configuration of Network Device Enroliment Service,
including role deployment, service account configuration, and required post-installation settings for certificate
enrollment.

NDES Installation

In Server Manager, click Manage, then select Add Roles and Features.

On the Before you begin page, click Next.

Select Role-based or feature-based installation, then click Next.

Select a server from the server pool, choose the local server being configured, then click Next.

a > 0N

Select Network Device Enroliment Service, then click Next. In the Add Roles and Features Wizard prompt,
click Add Features to include the required components (such as Internet Information Services).

6. Press Next through the remaining pages until the Confirmation page, then click Install.
fi; Add Roles and Features Wizard — O *

DESTIMATIOM SERVER

Confirm installation selections ECOAMAZ~ULLLS) scagiteb

Te install the following reles, role services, or features on selected server, click Install,

[+ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Network Device Enroliment Service

Web Server (IIS)
Management Tools
lI5 6 Management Compatibility
IS 6 Metabase Compatibility

Confirmation

15 Management Conscle

Web Server
Application Development
ISAPI Extensions

Export configuration settings
Specify an alternate source path

< Previous l Mext > Install | Cancel

Install NDES

NDES Post-installation Configuration

1. In Credentials, enter credentials to be able to install the role and press Next.
2. Onthe Role Services page, select Network Device Enrollment Service and click Next.

3. Onthe Service Account for NDES page, select Specify service account, click Select, enter the service
account name and password created earlier, click OK, then click Next.



Windows Security -
AD CS Configuration

Type the name and password of an account with user rights on
the selected servers.

For example, user@example.contoso.com, or domainiuser name.

ndes-svc

LA R L LA L) tat

Domain: SCEP

oK Cancel

Service Account for NDES

On the RA Information page, enter the required and optional Registration Authority information and click
Next.

On the Cryptography for NDES page, select the signature key provider and choose an appropriate key
length (ensure compatibility with target devices such as IP phones or SCEP clients), then click Next.

On the Confirmation page, review the configuration and click Configure.



iz ADCS Configuration

Confirmation

Credentials

Role Services

Service Account for NDES

RA Information

Cryptography for MDES

Confirmation

. O
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DESTIMATION SERVER

Te configure the following roles, role services, or features, click Configure,

@ Active Directory Certificate Services

EC2ZAMAZ-4ULLLS) . scep.lab

Metwork Device Enrollment Service

Account:

RA Information:

SCEP\ndes-svc

ECZAMAZ-4ULLLS)-MSCEP-RA

Mame:

Country/Regicn: us
Email: <Mone>
Company: <Mone>
Department: <Monex>
Cityr <MNonex>
State/Province: <MNonex

Signature Key Provider:
Signature Key Length:
Exchange Key Provider:
Exchange Key Length:

Microsoft Strong Cryptographic Provider

2048

Microsoft Strong Cryptographic Provider

2048

< Previous

NDES Post Installation Configuration

Configuration of Template Mapping

1.

In Server Manager, click Tools, then select Registry Editor.

Navigate to HKEY_LOCAL_MACHINE -> SOFTWARE -> Microsoft -> Cryptography -> MSCEP.
Right-click EncryptionTemplate and click Modify, then set the value of the data field to the name of the
certificate template used by the Network Device Enrollment Service for SCEP enrollment requests, and

press OK.

Edit String

Value name:

Mext »

et

Configure || Cancel

| Encryption Template

Value data:

|Grandstream|

Edit Template Mapping

Cancel

Repeat the same step for GeneralPurposeTemplate and SignatureTemplate.



B Regustry Editor - [m] x
File Edit View Favorites Help
Computer\ HKEY_LOCAL_MACHINE\ SOF TWARE\Microsoft\Cryptography MSCEP

v B Computer A || Mame Trpe Data
HKEY_CLASSES_ROOT
HEEY_CURRENT_USER

~ | HKEY_LOCAL MACHINE
BCOO0000000
HARDWARE
SAM
SECURITY
w | | SOFTWARE

a5 {Default) | REG_SZ {alue not set)
ab| EncryptionTemplate REG_SZ Grandstream
k| GeneralPurposeTemplate REG_SZ Grandstrearm
48] SignatureTemplate: REG_SZ Grandstream

Amazen

AMD

Classes

Clients

CVSM

DefaultUserEnvirenmment

Google

Inted

- Microsoft

METFramework
AccountsControl
Ative Setup
ADCS
ADs
Advanced INF Setup
ALG
AllUserinstallAgent
AMSI
Analog
AppServiceProtocols
AppV
Assistance
AuthHost
BestPractices
Bidinterface
BitlockerCsp
Cellular
Fhbde

Registry Editor

By default, NDES requires a new challenge password for every device, which can be tedious for bulk
deployments in a lab environment. To enable a single static password or no password for easier testing:

Tools
Registry Editor
HKEY_LOCAL_MACHINE -> SOFTWARE -> Microsoft -> Cryptography -> MSCEP -> EnforcePassword

EnforcePassword

After installing Network Device Enrollment Service (NDES), the service automatically uses the configured
MSCEP registry template mappings to request Registration Authority (RA) certificates from the Certificate
Authority. These include a signing certificate and an encryption certificate, which are used to secure and
validate SCEP communication. Once issued, they are installed in the local computer certificate store and
used by lIS/mscep.dll to process enrollment requests. If RA certificate generation fails, the admin page may
still load, but SCEP enrollment will not function.

Toensure everything is running correctly, open Command Prompt and run the following command to restart
IIS and apply the configuration changes:

iisreset

Once the services have been restarted, verify that NDES is functioning correctly by accessing the SCEP
endpoint in a web browser:

http://1ocal host/certsrv/nscep/ nscep.dl|
Then access the administration page to retrieve the challenge password and verify the configuration:

You might be prompted to log in

http://1ocal host/certsrv/nscep_admni n/



w (D MNetwork Device Enroliment Senvic. % =

& (O | @ localhost/certsrv/mscep_admin/

Network Device Enroliment Sarvice

Network Device Enroliment Service allows you fo obtain certificates for routers or other network devices using the Simple Certificate Enroliment Protocol (SCEP)
To complete certificate enroliment for your network device you will need the following information:

The thumbprint (hash value) for the CA certificate is: S&lF | HRSE. I BlRIS BAFSRICE Dil0 108

The enroliment challenge password is: TRL T TR LE |

This password can be used only once and will expire within 60 minutes.

Each enroliment requires a new challenge password. You can refresh this web page to obtain a new challenge password.

For more information see Using Network Device Enrollment Service

NDES Administration Page

Youmay be prompted to authenticate; in this case, sign in using the NDES service account credentials to
access the administration interface and view the current challenge password.

The /certsrv/imscep/mscep.dll endpoint is used by devices to submit SCEP enrollment requests, while
[certsrv/mscep_admin is used by administrators to retrieve the challenge password and verify NDES
functionality during configuration and troubleshooting.

Other Recommended SCEP Servers

Several trusted and commonly used SCEP server solutions are available to support automated certificate
enrollment across different environments. The following options are recommended based on reliability,
widespread use, and proven implementations:

- EJBCA

- ?Dogtag PKI?

- OpenXPKI

Phone Configuration

Once the server infrastructure is prepared, the WP8x6/GRP260x phones can be preconfigured with SCEP
parameters via provisioning to automatically request and renew client certificates. This section guides
administrators through Basic Settings and Local Configuration steps, HTTP Authentication to enable CA
server access, and Certificates and Updates, where the Update Interval before Certificate Expiration and
Scope of Use can be specified to handle certificate renewal.

Basic Settings

Toaccess SCEP Basic Configuration, navigate to System Settings -> Security Settings -> SCEP -> Basic
Settings and follow the steps below:

| Basic Settings

Enable SCEP (3) Success
SCEP Server URL ® http:/A B ER ai/certsrv/mscep/mscep.dll
CA FingerPrint Infomation (2) e e ke
Challenge Password (3) | sesess P

System Settings -> Security Settings -> SCEP -> Basic Settings



Enable SCEP: Enables or disables the SCEP service.
SCEP Server URL: Enter the SCEP enroliment endpoint provided by the NDES server, used by the device
to request certificates via SCEP.

http://<server>/certsrv/nscep/ nscep. dl |

CA Fingerprint Information: Enter the CA thumbprint used to verify the identity of the issuing CA or RA
certificate. This field is optional and can be retrieved from the NDES administration endpoint provided below.

Challenge Password: Enter the one-time authentication password used in SCEP to validate and authorize
certificate enrollment requests. This value is time-limited and can be obtained from the NDES administration
endpoint provided below.

http://<server>/certsrv/nscep_adm n/

Local Configuration

Toaccess SCEP Local Configuration, navigate to System Settings -> Security Settings -> SCEP -> Local
Configuration and follow the steps below:

| Local Configuration

Local Public and Private Key Length (3 2048 bit
The Name of Certificate Applicant 3 WP&36_Cert
The Country of Certificate Applicant Located (® Auto (Moroccao)

The State of Certificate Applicant Located (3
The Locality of Certificate Applicant Located (3
The Organization of Certificate Applicant Located 3

The arganization unit of Certificate Applicant (3

System Settings -> Security Settings -> SCEP -> Local Configuration

Local Public and Private Key Length: Select the key size used for generating the device's key pair. This
value must comply with the CA's minimum key requirements and ensure compatibility with the NDES/CA
configuration. 1024-bit RSA is considered insecure and obsolete.

The Name of Certificate Applicant: Enter the Common Name that will identify the device in the certificate
request. This value is required and will be used as the Subject CN in the generated certificate.

The Country of Certificate Applicant Located: Enter the applicant's country. This field is optional and may be
used depending on the CA's policy.

The State of Certificate Applicant Located: Enter the applicant's state or province. This field is optional and
may be used depending on the CA's policy.

The Locality of Certificate Applicant Located: Enter the applicant's city or town. This field is optional and
may be used depending on the CA's policy.

The Organization of Certificate Applicant Located: Enter the name of the applicant's organization or
company. This field is optional and may be used depending on the CA's policy.

The Organizational Unit of Certificate Applicant: The CSR may include the applicant's organizational unit.
This field is optional and depends on CA policy.



HTTP Authentication

Toaccess HTTP Authentication, navigate to System Settings -> Security Settings -> SCEP -> HTTP
Authentication and follow the steps below:

| HTTP Authentication

UserID 3

Password (%)

System Settings -> Security Settings -> SCEP -> HTTP Authentication

- User ID: Enter the user ID for accessing the CA server. This field is optional.

- Password: Enter the password for accessing the CA server. This field is optional.

Certificates and Updates
Toaccess Certificates and Updates, navigate to System Settings -> Security Settings -> SCEP ->
Certificates and Updates and follow the steps below:

| Certificates and Updates

CA Certificate View
Client Certificate (& View

Client Certificate Alternative Name ()
user@grandstream.com [+

Update Interval before Certificate Expiration (3) 20 Update now

Scope of Use (3
- Wi-Fi
wifi 801.2x
Network 6
OpenVPN
TROG9

SIP

WP8x6 System Settings -> Security Settings -> SCEP -> Certificates and Updates

CA Certificate: View the CA certificate in Textand Base64 formats.
Client Certificate: View the client certificate issued by the CA in Textand Base64 formats.

Client Certificate Alternative Name: Configure additional identifiers for the client certificate. These values
are added as Subject Alternative Name (SAN) entries on the server and allow the device to be identified
using multiple aliases:

- DNS Name: Enter a hostname or domain, for example www.example.com.

- IP Address: Enter the IPv4 or IPv6 address, for example 192.168.0.1 or 2001:db8::1.

- Email Address (RFC822 Name): Enter an email address, for example user@example.com.
- URI: Enter a uniform resource identifier, for example https://www.example.com.



- The default setting is $MAC.local, which assigns the phone device's MAC address as the identifier used
in the certificate request.

- Update Interval before Certificate Expiration: Define the number of days (1-30) before expiration to trigger
certificate renewal. The system attempts renewal when the remaining validity is less than the defined
interval.

- Scope of Use: Configures which device services automatically adopt SCEP-issued certificates without
manual upload or manual renewal. Available options depend on the hardware platform:

- WP8x6 Series: Wi-Fi (802.1X), OpenVPN, TR-069, and SIP.
- GRP260x Series: SSL/TLS Communication, Ethernet 802.1X, Wi-Fi (802.1X), and OpenVPN.

Configuration steps are now complete. Press Save and Apply to finalize the settings. If the configuration is
successful, the Status indicator next to Enable SCEP will display Success in green, as shown in the image
above.

On the server side, the issued client certificate can be verified by opening Server Manager, selecting Tools,
and launching Certification Authority. Then navigate to the created CA, open the Issued Certificates
folder, where the newly issued certificate will be displayed.

n  Certificate >

Gereral Detallzs  Certification Path

E Certificate Information

This certificate is intended for the following purpose(s):

*» Ensures the identity of a remote computer
* Proves your identity to a remote computer

Issued to: WP336_Cert

Issued by: scep-ECZAMAZ-4ULLLSI-CA

Valid from 4/15/2026 to 4/15/2027

Issuer Statement

Client Certificate on the Server



Supported Devices

Supported Devices
WP816

WP826

WP836
GRP2601(P/W)
GRP2602(P/WI/G)
GRP2603(P)

GRP2604(P)

Supported SCEP Scope

Firmware Version

SSL/TLS communication
Wi-Fi 802.1x

OpenVPN

TR-069

SIP

1.0.3.20+

SSL/TLS communication
Ethernet 802.1x
Wi-Fi 802.1x*

OpenVPN 1.0.7.10+

*Note: Wi-Fi 802.1x is supported on
GRP2601W/GRP2602\V (Wi-Fi) models only
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