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Google Workspace Integration

INTRODUCTION

This guide provides step-by-step instructions for configuring Google Workspace integration with the
Grandstream IP PBX, which includes both the Google Workspace application setup and the configuration on
the PBX. The goal is to enable secure Google user synchronization and optional Single Sign-On for web
access. This guide is intended for administrators performing the initial deployment or validation of the
integration.
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PREREQUISITES

Before proceeding, ensure that all the following prerequisites are met:

- Google Workspace domain with Super Admin access

- PBXrunning supported firmware (Please refer to the Supported Models table)
- A public FQDN resolving to the PBX (directly or via reverse proxy)

- HTTPS access to the PBX using the same FQDN

GOOGLE WORKSPACE CONFIGURATION

This section describes how to create and configure the Google OAuth application used by the PBX to
communicate with Google Workspace. This application establishes the trust relationship required for user
synchronization and SSO. All settings in this section must be completed before proceeding with the PBX-side
configuration.



Create a Google Cloud Project

A dedicated Google Cloud project is required to host the OAuth application and manage API access for

Google Workspace integration.

1. Loginto the Google Cloud Console with a super admin account.
2. Navigate to IAM & Admin->Manage resources.

3. Click Create Project.
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Creating a New Google Cloud Project

4. Enter a project name and select the appropriate organization.

= Google Cloud | search (/) for resources, docs, products, and more

New Project

You have 9 projects remaining in your quota. Request an increase or
delete projects. Learn more [

Manage Quotas [2

Project name *
UCM Integration @

Project ID: ucm-integration-486915. it cannot be changed later. Edit

~ Organization *

grandstream.com - @
Select an organization to attach it to a project. This selection can't be changed later

Parent resource *
B grandstream.com Browse

Select the organization or folder where this resource will be created

Configuring Project Name and Organization

5.  Click Create and wait for the project to be provisioned.
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@ Create Project: UCM Integration

Select Project

Just now

Project Provisioning Confirmation

Enable Google Admin SDK

The Google Admin SDK is required for the PBX to retrieve user information from the Google Workspace
domain. Without this API enabled, user synchronization and SSO-related user queries will fail even if OAuth

authorization succeeds.

1. In Google Cloud Console, select the project created for the PBX integration.



2. Navigate to APIs & Services->Library.
3. Search for Admin SDK API.
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Locating the Admin SDK API

4. Click Enable.

Google Cloud 2+ UCM Integration

&  Product details

Admin SDK API

Google Enterprise AFI

Manage Google Workspace account resources and audit usage.

Click to enable this API

Overview Decumentation Support Related Products
Overview
With the Admin SDK API, Google Workspace account administrators can Additional details

view and manage resources like users and groups. You can also run

) i Type: SaaS & APls
reports to audit usage within your account.

Last product update: 2/6/23
Learn more & Category: Google Enterprise APIs, Google Workspace
Service name: admin.googleapis.com

Enabling the Admin SDK API

Enabling the Admin SDK is mandatory for Google user retrieval and synchronization. If this APl is not
enabled, the PBX will not be able to list or link Google Workspace users.



Configure OAuth Consent Screen

The OAuth consent screen defines how the PBX application is presented to Google Workspace users during
authorization. This configuration is mandatory even if the application is used internally only.

1. Navigate to APIs & Services -> OAuth consent screen.
2. Make sure the correct new project is selected and click "Get Started".

= Google Cloud &* UCM Integration Search (/) for resources, docs, products, and more Q, search

@ Google Auth Platform / Overview
| Overview QAuth Overview
¢ Branding

6 Audience

# Clients

S» Data Access /\

B Verification Center

¢ Settings

Google Auth Platform not configured yet
'Get started to configure your application’s identity and manage credentials
for calling Google APIs and Sign in with Google. Learn more [2

Get started

Accessing the OAuth Consent Screen

3. Configure the required application information (Application name, support email).



g Google Auth Platform / Owverview / Create branding

E
@

4.

Overview Project configuration
Branding
RS © App Information
Clients App name *

(ucm
Data Access

Verification Center

Settings

The name of the app asking for consent

( User support email *

- |

For users to contact you with questions about their consent. Learn more [4

© Audience
|

© Contact Information
|

O Finish

Select Internal as the user type.

Configuring OAuth Consent Screen Details



g Google Auth Platform / Qverview / Create branding

| E Overview Project configuration
€ Branding
© Audience @ App Information
i#  Clients :

© Audience
e Data Access
Verification Center

Only available to users within your organization. You will not
need to submit your app for verification. Learn more about
user type @

£ Settings

O External

Available to any test user with a Google Account. Your app will
start in testing mode and will only be available to users you
add to the list of test users. Once your app is ready to push to
production, you may need to verify your app. Leam more about
user type @

| Next ‘

© Contact Information
|

© Finish

<l

Selecting User Type

5.  Enter a valid email address to receive project-related change notifications, agree to the Google API
Services: User Data Policy, then click Create.

Create OAuth Client Credentials

OAuth client credentials allow the PBX to authenticate securely against Google Workspace. These
credentials will later be entered on the PBX.

1. Navigate to APIs & Services -> Credentials.
2.  Click Create Credentials -> OAuth client ID.
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o~ Credentials
0O e Na Service account

0Auth consent screen

§

Enables server-to-server, app-level authentication using robot accounts
No API keys to displ

Su Page usage agreements
Help me choose
OAuth 2.0 Client | Asks a few questions to help you decide which type of credential to use

[0 Name Creation date

No OAuth clients to display

Service Accounts

Email Nam
O

Mo service accounts to display

Creating OAuth Client ID - Credentials Page

3.  Select Web application as the application type.

&  Create QAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app
runs on multiple platforms, each will need its own client ID. See Setting up OAuth
2.0 & for more information. Learn more [ about OAuth client types.

[Applicatiﬂn type *

Web application J

Android

Chrome Extension

i0s

TVs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)

Selecting Application Type - Web Application

4. Enter a name for the client.

5. Under Authorized redirect URIs, add the redirect URI provided by the PBX (HTTPS only).
6. Click Create.



&  Create OAuth client ID

A client 1D is used to identify a single app to Google's OAuth servers. If your app
runs on multiple platforms, each will need its own client ID. See Setting up OAuth
2.0 for more information. Learn more [ about OAuth client types.

Application type *
( Web application b

- Mame *
Web client

The name of your OAuth 2.0 client. This name is only used to identify the client in the
conscle and will not be shown to end users.

The domains of the URIs you add below will be automatically added
to your OAuth consent screen as authorized domains (4.

Authorized JavaScript origins

For use with requests from a browser

+ Add URI

Authorized redirect URIs @

For use with requests from a web server

|- URIs 1™
https:/fucm.grandstream.com/googlecauth/

+ Add URI

Note: It may take 5 minutes to a few hours for settings to take effect

Create Cancel

Configuring Authorized Redirect URI

7. Record the Client ID and Client Secret for later use.

The Client Secret is displayed only once at the time of creation. Make sure to download the OAuth
credentials or securely record the Client ID and Client Secret immediately. If the Client Secret is lost, it must
be regenerated in Google Cloud Console and updated on the PBX to restore authorization.



OAuth client created

The client ID can always be accessed from Clients tab under Google
Auth Platform.

0 OAuth access is restricted to users within your
organization unless the OAuth consent screen is published
and verified

Client ID u EE N DN N NN

kgl5lqo94.apps.googleusercontent.com
0

A You will no longer be able to view or download the client
secret once you close this dialog. Make sure you have
copied or downloaded the information below and securely

stored it.
Client secret EEmmE = cmemegfj5zej11dGx
o
Creation date February 10, 2026, 2:47:00 PM GMT+1
Status & Enabled
* Download JSON
OK

Recording Client ID and Client Secret

PBX CONFIGURATION

This section describes how to configure the Google Workspace integration on the PBX after the Google
Workspace application has been created. OAuth authorization must be completed successfully before
Google users can be retrieved, synchronized, or used for SSO.

Configure Google Workspace Authorization

This step establishes the OAuth trust between the PBX and Google Workspace using the Client ID and Client
Secret created earlier.
1. Loginto the PBX web interface as an administrator.

2. Navigate to Integrations -> Integration of Collaborative Office Platforms -> Google Workspace ->
Basic Settings.



Integration of Collaborative Office Platforms > Google Workspace

Basic Settings User Settings Single Sign-on (SSO)

q Connected

For more information about Google Workspace, see Google Workspace Configuration Manual.

Google Workspace Authorization ()

O Enter your Google Workspace app details below.

* Redirect URIs https:#ucm.grandstream.com/googleoauth/

* Application (Client) ID 2313383832-8gnt33ehgntsqc055gbkifsgnl344bd1.apps.googleuserc ...

* Client Password

Cancel Save and Authorize

Google Workspace Basic Settings Tab

3. Enable Google Workspace Authorization.
Enter the Redirect URI configured in Google Workspace.
Enter the Application (Client) ID and Client Password (Client Secret) obtained from Google Cloud
Console.
Click Save and Authorize.
When redirected, sign in using a Google Workspace administrator account.

Sign in with Google

Q

Choose an account B

to continue to UCM
e UCM User
user@grandstream.com

® Use another account

Selecting the Google Workspace Administrator Account

8. Review the requested permissions and click Allow to grant consent.



G Sign in with Google

This will allow UCM to:

UCM wants to access
your Google Account

& admin@grandstream.com @ See info about users on your domain

® View organization units on your domain

® View groups on your domain

© © ©

Make sure you trust UCM

@ Learn why you're not seeing links to UCM's Privacy Policy
or Terms of Service

Review UCM's Privacy Policy and Terms of Service to understand how
UCM will process and protect your data.

To make changes at any time, go to your Google Account.

Learn how Google helps you share data safely.

| Cancel ‘_] Allow

Granting OAuth Consent

9.  After consent is granted, Google redirects to a page displaying an Authorization Code.
Authorization Code

] i ] WEIEWrzTgYITOX ml74MZgh-TV6bqmTNGw E

Google Authorization Code Displayed

10. Return to the PBX authorization page and paste the copied Authorization Code into the required field.



Get Authorization Code

Q) Enter the Google account and password you want to authorize in the newly opened

authorization window and click “Accept” to get the authorization code.
If the window does not pop up please Click here to copy the link to the authorization window.

* Authorization Code

R | T T

Entering the Authorization Code on PBX

11. Click Confirm to complete authorization.

A confirmation prompt is displayed on the PBX indicating that the Google Workspace authorization was
successful. Google Workspace-related configuration tabs become available.

Integration of Collaborative Office Platforms > Google Workspace
e Data is saved successfully.

Basic Settings User Settings Single Sign-on (SSO)

G ==

For more information about Google Workspace, see Google Workspace Configuration Manual.

Google Workspace Authorization (:)

@ Enter your Google Workspace app details below.
# Redirect URIs https:/fucm.grandstream.com/googlecauth/

Successful Google Workspace Authorization on PBX

Configure Google User Synchronization

After Google Workspace authorization is completed, the PBX can retrieve users from the connected Google
Workspace domain. This section explains how to define the user scope and enable synchronization.

Enable Google Workspace User Retrieval

This step determines which Google Workspace users are retrieved and whether they are synchronized into
the PBX system.

1. Navigate to User Settings -> Google User.
2. Enable Get Google User.



3. Select the User Range:

- All Users: retrieves all users from the Google Workspace domain.
- Users within the designated organizational unit: retrieves users from a specified Organizational Unit.

- Users within the designated group: retrieves users belonging to one or more specified Google
Workspace groups.

4. If applicable, specify the Organizational Unit or Groups.

Google User

Get Google User ()

() When enabled, Google users can be associated one-to-one with

system users/extensions in UCM.

User Range (@ Users within the designated group
* Groups Tech Support *
Add User to LDAP ()

User Settings - Google User

5. (Optional) Enable Add User to LDAP to synchronize retrieved Google users into the PBX LDAP directory.

LDAP Server

LDAP Server Configurations

(I} ote: The first phonebock is for ext

e for extenicer, e modity the couets in Exbemaces” cage st To mady the sead ook Jiritntes, please et the Comesponging items in “Extension” aage. and the phone bock
will be autnmatically updated when the ch

s can edit LOVP attribistes and add or delete contacks deectly

13 ouspbxdcepbndemcom (D) L]
13 ousGrandstream.dc=pbxdescom (@) E o
15| ousgoogle.dc=pbxdc=com () Eo

Google Workspace PBX LDAP Phonebook

Link Google Workspace Users

Linking associates Google Workspace users with PBX system users or extensions. This association is
required for Single Sign-On and optional for user synchronization.

Configure Linking Method
This step defines whether users are linked automatically or manually.
1. Navigate to User Settings->Linked User Settings.

2.  Enable Linked PBX* (*The PBX field in this parameter varies based on the model).
3. Select a Linking Method:



- Automatic Link: the PBX automatically links Google users to PBX users or extensions.
- Manual Link: administrators manually link users from the Google User List.

4. When Automatic Link is selected, the PBX determines how Google users are matched to PBX users or
extensions. Under Link Policy, select one of the following:

- Automatic Allocation: the PBX creates or assigns an extension starting from a specified initial
extension number.

- Read Attribute Value: the PBX reads the Google user phone attribute to create/match a PBX extension.

Linked User Settings

Linked UCM ‘:)

@ If enabled, the linked UCM user's information (first name, last
name, email, mobile number, job title) will be overwritten by the

Google user's information.

Linking Method & (®) Automatic Link Manual Link

Link Policy & Read Attribute Value

Attribute Name .

User Settings - Linked User Settings

When Read Attribute Value is used, the PBX evaluates the Google Work Number attribute only. Mobile and
Home numbers are ignored.

= O Admin Q, Search for users, groups, settings, or devices

Users » Antonio Brock > User information
- & Directory
User details
Users
Antonio Brock

Groups ) Contact information Email (Home)
antonio.brock@grandstream.com Sz ey vl

Organizational units Active B Mohil
nin: 1 day ago Phone (Mobile)
. el (%) 0612345678
» Buildings and resources S =
Phone (Work
Directory settings Organizational unit 5000

Directory sync |BETA GSDEVTest » Grandstream Office

Phone (Home)

=
%) 0587654321
p-
» CO Devices RESET PASSWORD

Google User Phone Attributes

Google User List And Manual Operations

After users are retrieved, they are displayed in the Google User List. This section explains how to manually
synchronize and link users.

This list allows administrators to retrieve the latest user information immediately.



1. Navigate to the Google User List section.
2. Click Sync Now.

3. Wait for the synchronization process to complete.

Google User
User 3 FirstName 3 Last Name 3 Mobile Numbser 3 Job Titke 3 Link UCM User § Options
antono brock@grandstream.com Antonio Brock 5000 \é‘
glenn hartani@grandstream. com Glenn Horton &
angela.wright @grandstream com Angela Wright 5002

S

Manual Synchronization - Sync Now

When Manual Link is selected, administrators can explicitly associate Google users with PBX users or
extensions.

1. Inthe Google User List, select one or more Google users.

2. Click Batch Link or use the Options column for individual users.

Google User
-
= User 5 FirstMame = Last Name = Mobile Number - Job Title = Link UCM User 3 Options
antonio.brock@grandsiream.com Antonio Brock 5000 Ly
Bl  glennhortond@grandstream com Glenn Horton G
angela wright@grandstream.com Angela Wright 5002 P
Manual Linking - Batch Link and Options
3. Select the target PBX user or extension.
Confirm the association.
Account Linking X
Google User UCM User
antonio.brock@grandstream.com Mot Link
glenn.horton@grandstream.com Mot Link

Account Linking Dialog

The linked PBX system users and extensions are identified by a Google icon as shown below:



User Management

Custom Privilege User Portal/Wave Privileges Extension Login Management User Endpoint Access History

Username Privilege 3 Last Operation Time Options
admin Super Administrator 2026-02-11 DB:38:46 =
Cindy Administrator 2026-02-10 14:37:58 o
Glenn Administrator 2026-02-10 18:32:12 [ )
Mack Administrator 2025-12-31 1207:14 o

Custom Privilege-Privl 2025-12-29 14:08:48 &

Linked System User Identification

Extensions
Sync Contact
Status 3 Presence Status S Extension 3 Mame Message Type 3 P and Port 3 Sync to Contacts 5 Extension Info No... §  Options
Unsegistered Available Angela Wiright /oo SIP(WebRTC) - Synced (=Y EA

Totak: 1 - 30 fpage -+ Goto

Linked Extension Identification

Configure Sync Settings

The Sync Settings page defines how Google Workspace user lifecycle events are handled on the PBX and
whether synchronization runs automatically. This section ensures user data consistency between Google
Workspace and the PBX.

This Sync Settings page can be accessed from the Google User List as such:



Collaborative Office Integration > Google Workspace

Basic Settings User Settings Single Sign-on (S50) Google Calendar

Get Google User ()

O ‘When enabled, Google users can be associated one-to-one with
system users/extensions in UCM.

User Range @ All Users
Add User to LDAP @

Sync CDR CSV File to Google Docs @
Linked User Settings

Linked UCM (@)

O If enabled, the linked UCM user's information (first name, last
name, email, mobile number, job title) will be overwritten by the
Google user's information.

Linking Method @ Automatic Link @ Manual Link

O After saving, please edit the association on the right side of the
Google users table below.

Google User

Google Workspace Sync Settings

Configure Extension Cleanup Behavior

This configuration determines how linked PBX extensions are handled when a Google Workspace user is
deleted, suspended, or unlinked.

1. Navigate to Google User List -> Sync Settings.

2. Under the Extensions section, configure the following options as required:

- Deleted Google Workspace users: Automatically deletes the linked PBX extension when the
corresponding Google Workspace user is deleted.

- Paused Google Workspace users: Automatically deletes the linked PBX extension when the
corresponding Google Workspace user is suspended or paused.

- Unlinked Users: Automatically deletes PBX extensions that are no longer linked to any Google
Workspace user.

3. Click Save.



Extensions

Automatically Delete Extensions of (& Deleted Google Workspace users
Paused Google Workspace users

Unlinked Users

Extensions Sync Settings

Configure Scheduled Synchronization

Scheduled synchronization allows the PBX to periodically retrieve updated Google Workspace user
information and maintain link associations automatically.

1. Inthe Sync Settings page, enable Scheduled Sync.
2. Configure the desired synchronization schedule.
3. Click Save.

Synchronization may temporarily impact system performance. It is recommended to schedule
synchronization outside business hours.

Google User Data Sync

O Data synchronization includes obtaining the latest Google users and updating the association between Google users and UCM extension/system users. The

synchronization process may affect the efficiency of equipment usage. It is recommended to carry it out during non-office hours.

Scheduled Sync ()

Sync Time By Day - 04:00

Google User Data Sync Settings

Review Sync History

The Sync History section under Sync Settings provides visibility into previous synchronization attempts and
their results. This is useful for validation and troubleshooting.

The following information is displayed:

- Sync Time: Date and time when the synchronization was executed.

- Sync Mode: Indicates whether the sync was triggered manually or by schedule.

- Results: Displays the synchronization result (Success, Partial Success, or Failed).

- Options: Provides access to detailed synchronization logs for troubleshooting purposes.



Sync History

Sync Time Sync Mads Results Options
2026-02-09 14:10:04 Manual syne Success

2026-02-0% 14:0%:56 Manual sync Success

2026-02-05 16:59:40 Manual sync Success

2026-02-0515:11:11 Manual syne Success

2026-02-05 15:10:46 Manual sync Partial Success

2026-02-05 15:10:34 Manual syne Success

2026-02-05 15:10:30 Manual syne Failed

2026-02-05 15:08:56 Manual sync Failed

Google Workspace Sync History

Configure Single Sign-On (SSO)

Single Sign-On enables Google account-based authentication for the PBX web interface. When enabled,
users can log in using their Google credentials instead of local PBX credentials.

The following conditions must be met for SSO to function correctly:

- At least one Google Workspace account must be linked to a PBX user or extension.

- The PBX must be accessed using a public FQDN over HTTPS.

Configure Authorized Domain and Redirect URI

Google requires the domain used to access the PBX to be registered in the OAuth consent screen and the
exact login URL to be configured as an authorized redirect URI.

Add Authorized Domain
The domain used to access the PBX must belong to your Google Workspace organization.

Log in to Google Cloud Console.

Select the project created for the PBX integration.

Navigate to APIs & Services->OAuth consent screen, and access the Branding tab.
Under Authorized domains, click Add Domain.

Enter the root domain of the PBX FQDN (not the full subdomain).

Click Save.

2 o

If the PBX is accessed via: "https://pbx.example.com", enter: "example.com".



g Google Auth Platform / Branding

El Overview Branding
] AT I TS R 1T LT TR R S I A G S L
| @ Branding | consent screen.
& Audience

[ Application home page |

i Clients
Provide users a link to your home page

=& Data Access

Application privacy policy link ‘
Verification Center | iy P e

Provide users a link to your public privacy policy
£ Settings

[ Application terms of service link |

Provide users a link to your public terms of service

Authorized domains

‘When a domain is used on the consent screen or in an OAuth client's configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorized. Learn more [4 about the authorized domain
limit.

~ Authorized domain 1 *
grandstream.com ‘

~ Authorized domain 2 *
example.com |

+ Add domain

Developer contact information

~ Email addresses *
admin@grandstream.com [x]

These email addresses are for Google to notify you about any changes to your project.

Discard changes
<l

Authorized Domains Configuration

Configure Authorized Redirect URI

After adding the authorized domain, configure the exact redirect URI used by the PBX during OAuth
authentication.

Navigate to APIs & Services -> Credentials.

Locate the previously created OAuth 2.0 Client ID.

Click Edit.

Under Authorized redirect URIs, click Add URI.

Enter the exact HTTPS login URL used to access the PBX.

Click Save.

o g s~ w P

The URI must match exactly (including HTTPS and path).

Do not omit /login.

Any mismatch will result in redirect_uri_mismatch or invalid_request errors.



0 Google Auth Platform / Clients / Client: .apps.googleusercontent.com

Overview
Branding

Audience

& Client ID for Web application W Delete

| .
The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

fii Clients

The domains of the URIs you add below will be automatically added

Configure SSO on the PBX

Data Access
Verification Center

Settings

to your OAuth consent screen as authorized domains [2.

Authorized JavaScript origins

For use with requests from a browser

=+ Add URI

Authorized redirect URIs

For use with requests from a web server

~URIs1*
https://ucm.grandstream.com/googlecauth/

- URIs2*
https://pbx.example.com/login

+ Add URI

Note: It may take 5 minutes to a few hours for settings 1o take effect

Save Cancel

Authorized Redirect URI for SSO

After the Google side configuration is complete and OAuth authorization has already been successfully
established under Basic Settings, enable SSO on the PBX.

1. Loginto the PBX web interface as an administrator.

2. Navigate to Integrations->Integration of Collaborative Office Platforms->Google Workspace->Single
Sign-On (SSO).
3. Enable Google Workspace SSO.
Save the configuration.

Users will be unable to use the SSO feature if there are no linked PBX users/extensions.

Integration of Collaborative Office Platforms > Google Workspace

Basic Settings User Settings

Single Sign-on (S50)

Single Sign-on (S50)

@

@ If enabled, users will be able to log into the webUI and Wave
with their linked Google account.

Google Workspace Single Sign-on (SSO) Tab



Once enabled, the PBX will use Google authentication for linked users, and the Sign in with Google option
will appear on the PBX login page.

Log in with Local Account

Or Log in via

s Log in with Microsoft

Log in with Google

Log in with Google Option

Verify SSO Login
Tovalidate SSO functionality, please refer to the steps below:

1. Open the PBX login page using the configured public FQDN (https://pbx.example.com). If a private IP is
used, Google will block the OAuth request and display the following error.

G Sign in with Google

device_id and device_name are required for private IP:

Access b | OC ked : https://192.168.6.61:8089%/login Learn more about this error
Authorization Error Uyommmin oo Agplifl, won i

*  admin@grandstream.com

Error 400: invalid_request

SSO Private IP Access Error

2. Click Sign in with Google.

3. Signin using a Google Workspace account that:



- Exists in the Workspace domain.
- Has been retrieved under User Settings.
- Islinked to a PBX user or extension.

G Sign in with Google

Choose an account Glenn Horton

glenn.horton@grandstream.com

to continue to UCM
(® Use another account

SSO Login - Google Account Selection
4.  Grant consent if prompted.

G Sign in with Google

. . Google will allow UCM to access this info about
Sign in to UCM you

® Glenn Horton

P %
@ glenn.horton@grandstream.com ~ |
&= Name and profile picture

B glenn.horton@grandstream.com
Email address

Review UCM's Privacy Policy and Terms of Service to understand how
UCM will process and protect your data.

To make changes at any time, go to your Google Account.

Learn more about Sign in with Google.

Cancel ) Continue

SSO Login - Google Authentication Confirmation



G Sign in with Google

This will allow UCM to:

UCM wants to access
your Google Account

@ Seeinfo about users on your domain @

Make sure you trust UCM
e glenn.horton@grandstream.com

i ] Learn why you're not seeing links to UCM's Privacy Policy

r Terms of Servi

Review UCM's Privacy Policy and Terms of Service to understand how
UCM will process and protect your data.

To make changes at any time, go to your Google Account.

Learn how Google helps you share data safely.

( Cancel Allow

SSO Login - Google Consent Screen

If the configuration is correct, the user is redirected back to the PBX and logged in under the mapped user
account.

CDR Synchronization to Google Sheets

Using this integration, the administrator can configure to have the CDR synchronized to Google Sheets. A
new spreadsheet will be create everyday to synchronize all the CDR of that day.

For the configuration of this feature, follow the steps below.

1. On Google Cloud Console, search "Google Sheets API". Click on the market place product.

Google Sheeﬂ * Q, Search |

Top results <l

\t_/ Google Sheets API
=%  Marketplace product - Google Enterprise API - Read and write Google Sheets data

B Google Sheets | Integration Connectors
Documentation - in the Cloud console. go to the Integration Connectors > Connections page...

\0!» Google Sheets Connector by Fivetran
**  Marketplace product - Fivetran - Effortlessly replicate all your Google Sheets data into...

Products and pages
#~ Google Workspace
Product - Transform how people work

Google Cloud Console Search

2. Click "Enable" to activate Google Sheets API.



.

= GoogleCloud [ % MyFirstProject |

-

<  Product details

Google Sheets API
Google Enterprise API

Read and write Google Sheets data

oo | TR

Overview Documentation Support Related products

Overview
With the Google Sheets API, you can create and modify spreadsheets data in Google Sheets.

Learn more (2

Google Sheets API

3. On the sidebar, hover the mouse cursor on "APIs & Services" then click on"OAuth consent screen".



X Google Cloud

3= CloudHub >
Ii!  Cloud overview >
=a Solutions >
(©  Recently visited »
Favorite products

Favorite products appear here

Products
B Biling i
B  1AME Admin &
‘_é_f Marketplace T
APT  APIs & Services > |
| Ll Enabled APIs & services
4 Agent Platform o > Library
’ Credentials
{8 Compute Engine >
@ Kubernetes Engine % Page usage agreements
2  Cloud Storage o T
i’ Security & >
@  BigQuery 3 ]
E2  Monitoring & >
W™  CloudRun * >

*3 View all products

&= Get Agent Platform APl key
https/feonsole cloud google.com/apis/c ials/

Google Cloud Console

4. Click on "Data Access on the side bar, then click "Add or remove scopes" button.



Google Auth Platform / Data access

© Google Auth Platf...

Google Cloud

| google calendar

Data Access

x Qseren | 4+ B DG i @

E Overview
€ Branding Scopes express the permissions you request users to authorize for your
8 Audence app and allow your project to access specific types of private user data
from their Google Account. Learn more &2
B Clients
I | o Data Access || Add or remove scopes ‘
Verification Center
£ Settings
Your non-sensitive scopes
APl 1 Scope User-facing description
No rows 1o display
& Your sensitive scopes
Sensitive scopes are scopes that request access to private user data.
APl T Scope User-facing description
No rows to display
a Your restricted scopes
Restricted scopes are scopes that request access to highly sensitive user data.
APl T Scope User-facing description
No rows to display
San
Data Access
5. Onthe search bar, type "Google Sheets API" and from the results, select the scope highlighted below.




X Update selected scopes

") Only scopes for enabled APis are listed below. To add a missing scope to this screen, find and
enable the AP in the Google API Library or use the Pasted Scopes text box below. Refresh the page
10 see any new APIs you enable from the Library.

= Filter ~ Google Sheets API @  Enter property name or value x @
B AP 4 Scope User-facing description
& Google .../auth/spreadsheets See, edit, create, and delete all your Google
Sheets AP Sheets spreadsheets
O Google ...Jauth/spreadsheets See all your Google Sheets spreadsheets
Sheets API .readonly

Manually add scopes

If the scopes you would like to add do not appear in the table above, you can enter them here. Each scope should
be on a new line or separated by commas. Please provide the full scope string (beginning with “https./”). When
you are finished, click "Add to table”.

‘ #

Add to table

Update

Add Scope

6. Onthe UCM, Navigate to Integrations > Google Workspace then click on the button "Integration", after
that navigate to User Settings tab and find the option highlighted below and enable it.



Collaborative Office Integration > Google Workspace

Basic Settings User Settings Single Sign-on (S50) Google Calendar

Get Google User ()

@ ‘When enabled, Google users can be associated one-to-one with
system users/extensions in UCM.

User Range @ All Users

Add User to LDAP ©

Sync CDR CSV File to Google Docs @ |

Linked User Settings

Linked UCM (@)

@ If enabled, the linked UCM user's information (first name, last
name, email, mobile number, job title) will be overwritten by the
Google user's information.

Linking Method © Automatic Link @ Manual Link

@ After saving, please edit the association on the right side of the
Google users table below.

Google User

Google Workspace - User Settings

7. Then navigate to CDR > CDR, then click on "Automatic Download" and enable "Google Docs" as a
download destination.



Automatic Download

Auto Download COR &

* Download Destination ©

* Email @

Google Docs @

Automatic Download Period @

By Day

0

Delete Downloaded CDR (&

The sheets created in each spreadsheet is affected by the option "Automatic Download Period". E.g., If it is

Cancel

Email Template

CDR Automatic Download

set to "Daily" then one new sheet will be created each day.

Youcan view the CDR spreadsheet by going to your Google Sheets and the record of call details will be

logged same as the following figure.
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GOOGLE-CALENDAR-BASED ROUTING

Overview

The Google Calendar-based call routing feature is an extension of the UCM call routing functionality. In
modern hybrid work environments, an employee's work status (e.g., in a meeting, at their desk) directly
impacts the calling experience. This section explains how to enable smart routing based on Google Calendar
schedules. By automatically synchronizing and analyzing users' Google Calendar events, the UCM can
determine when to automatically enable the "Do Not Disturb” presence status for a user, thereby activating
the call policy configured for that status. This avoids high-frequency invalid ringing and optimizes the
customer waiting experience through automated rules, making communication workflows better aligned with
actual business rhythms.

Prerequisites
Google Calendar integration serves as an extension of Google Workspace capabilities.

- If your UCM has not yet integrated with Google Workspace, please refer to the section [GOOGLE
WORKSPACE INTEGRATION].

- The subsequent features in this section assume that the UCM has successfully integrated with Google
Workspace.

Enabling Google Calendar API

Log into https://console.cloud.google.com using an Admin account, select the project associated with your
UCM. Navigate to the API configuration page via the navigation bar and enable the Google Calendar API.

1. From the side bar, click on "APIs & Services" then click on "Enabled APIs & Services".

Google Cloud

M ox

Cloud Hub >

Cloud overview b
5% Soluticns »
(©  FRecently visited >

Favorite products.
Faworite products appesr here

Products

B Biling

O 1AM& Admin
'\‘%f Marketplace

APT  APis & Services )
Enabled APis & services

Agent Platform > Library

ial:
Compute Engine E==0
OAuth consent screen
Kubernetes Engine

Page usage agreements

Claud Storage

Security

BigGuery

¢ # 2 ¢ = 2z ¢ & B =
v

9 & n e a8 +

Monitoring
| 12 View all products

| ®= Get Agent Platform AP key

Google Cloud Home Page

2. Click on the search button and look up "Google Calendar API".



Google Calendar AP X Q Search
Top results ‘

Google Calendar AP

Marketplace « Manage calendars and events in Google Calendar

jle

Documentation - This connector supports Google Calendar REST APis. Select Google

CalDAV AP

Marketpiace - Manage calentars and events in Google Calendar using the CalDAY protocol

Products & pages
jle Maps P
Product - Resl-world insights and location experiences
m Cloud Scheduler
Proguct - Managed cron job service

Documentation & tutorials “ Show more

[y  Sonfigure Ofuth for Google Calendar | Gemini Enterprise

Documentation - This pags describes how 1o configune QAuth to connect Goagle Calendar 1
B GoogeCalendar i ion Connectors
Documentation - This connectar supports Google Calendar REST APis. Select Google.

] Authentication | Service Usage
the suths for AP methods

Marketplace “ Show more
& Google Calendar AP

T Marketpiace - Manage calendars and events in Google Calendar.

Calendar MCP AP

Ly
Marketplace - Calendar MCP AP! provides remote MCP for Calendar features.

in Google C: g the CalDAY protocol

s for §¢ UCM-Demo anly (3

Google Cloud APIs and Services

3. Click on "Enable" after opening the product page.

= GoogleCloud | # UCH-Demo a+m 2O :Q

< Product details

Google Calendar API

31

Manage calendars and events in Google Calendar,

Enterprise AP|

Overview  Documentation  Support Related Products
Overview
With the Calendar API, you can display, create and modify calendar Additional details

events as well as work with many other calendar-related objects, such

Type: Saas & APls
as calendars or access controls. I —

Last product update: 6/3
Learn more &3 Category: Google Workspace

6

Senvice name: calendar{son.googleapis.com
About Google Enterprise API

Google's mission is to organize the world's information and make it
universally accessible and useful. Through products and platforms like
Search, Maps, Gmail, Android, Google Play, Chrome and YouTube,
Google plays a meaningful role in the daily lives of billions of people.

Tutorials and documentation

Overview (2 Quickstarts &2

1 aarn kaw tarme and 11e6 racae Fraate a cimnla ann tn etart

Enable Google Calendar API

4.  Once enabled, the following page will be displayed.
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FFI  APIs & Services B & APl/Service Details W Disable AP

@ Enabled APls & services |

Google Calendar API
8 Library i kil

The Google Calendar AP 15 you manage your calendars and events
o= Credentials

By Google Enterprise API
i# OAuth consent screen
So Pageusageagreements | Service name Type Status Documentation

calendar json.googleapis.com Public API Enabled BoverviewZ  [B Quickstarts

B AP reference 2
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Google Calendar API

Adding Service Account and Key

Tobe able to connect to the API, the administrator should create a service account. The credentials of the
services accounts are the information required to authenticate into the server.

1. Open the sidebar then click on "APIs & Services" then click on "Service Accounts".

X Google Cloud

35 CloudHub » Identity & Access
1AM

1il  Cloud overview >
Service Accounts

2% Solutions » o

@  Recentlyvisited 3 Privileged Access Manager
Roles

Favorite products.

Workioad Identity Federation

Favorite products appear here
Workforce identity Federation

Products
Principal Access Boundary
B Baing s Managed Workload dentities
O 1AM Aamin o Resource Management
W Marketplace + Organization Policies
Asset Inventory
WL APis & Services & >
Settings
4 Agent Patform > Labels.
T
] Computefingire ¥ > 2
Manage Resources
[ D SR Creste a Project
B CloudStorage & >
Diagnestic Tools
@ security #r > Security Insights [
Policy Analyzer
@  EigQuery & >
Policy Troublesnaoter
B2 Monitoring & >
——— Cloud Administration
| s R P Quotas & System Limits
| = Get Agent Platform APIkey | Auditiogs
\ e B

Service Accounts

2.  Click the button "Create service account”.



1AM & Admin |

]

Google Cloud

1AM & Admin

Identity & Access

1AM

Service Accounts

2 Groups

Privileged Access Ma.
Roles

Workload Identity Fe..
Workforce dentity Fe..

Principal Access Bou

il Managed Workioad |

Resource Management

Diagnostic Tools

Cloud Administration

e B @

GQuotas & System Limi..

Audit legs
Identity & Crganization
Essential Contacts

Privacy & Security

Access Risk

B

1A

]

IAmatity-Awane Pri
Manage Resources

Release Motes

3+ UCM-Demo google calendar api % Q search + 0 & @ H 0

Service accounts

E

Service accounts C Refresh ® Learn

Service accounts for project "UCM-Demo"

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about service accounts. [2
Grganization policies can be used 10 secure service accounts and block risky service account features, such as automatic LAM Grants, key creation/upload, of the creation of service accounts entirely. Learn more aboul service account organization policies
= Fitter Enter property name or value @ m

O Email Status Name 1 Description Key ID Key creation date: QAuth 2 Client ID (D Actions
o rows 1o display

Service Account Creation

Enter the following information in the respective fields.

Service account name: Enter a unique name to help easily identify this account.

Service account ID: Enter the ID of the account.

Service account description: Describe the purpose of this account.

Once the fields are configured, click on "Create and continue".

Google Cloud

1AM & Admin

Identity & Access

1AM

Service Accounts

T Groups

Privileged Access Ma
Roles

Worklioad Identity Fe.
Workforce Identity Fe

Principal Access Bou..

il Managed Workioad L.

Resource Management

Diagnostic Tools

Cloud Administration

B

L]

Quotas & System Limi...
Audit legs

Identity & Crganization
Essential Contacts

Privacy & Security

Access Risk

B

5.

Idantit-Aware Brry

Manage Resources

Release Notes

2+ UCM-Demo google calendar api X Q Search + i & @ H 0

& Admin / Service accounts |

E

Create service account

€ Create service account

© Create service account

name

Service acco
[ google-calendar-service-account

Display name for this service account

Service account ID *
google-calendar-service-accoun X C

Email address: google-calendar-service-accoun@ucm-

demo iam gsenviceaccountcom 1B

Service account desc

Describe what this servi

Create and continue |

@ Permissions (optional)
|
@ Principals with access (optional)

Service Account Configuration

In the role field, select "Owner", then click on "Create and continue".
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B 1AM & Admin
Identity & Access
2 1AM

2 Service Accounts
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Privileged Access Ma..

Roles
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Workload Identity Fe..

Workforce Identity Fe...
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Resource Management
Diagnostic Tools

Cloud Administration
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@ Privacy & Security
Access Risk
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& Release Notes

€ Create service account

& Create service account
|
@ Permissions (optional)

Grami this service acoount access to UCM-Deme so that it has permission 1o
complete specific 8cTions 0N The fESBUICES in Your project. Learm more (2
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[ Q, Search Service, roke or permission
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Quick access Owner Full access 1o mast Google Cloud resources. See the list of
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| Currently used
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By product or service

0 P Access Approval
Access Comext

=

Manage Roles

Service Account Permissions

6. Click on "Done".
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The service

€ Create service account

& Create service account
|
@ Permissions (optional)
|
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Grant access 10 users or groups that need 1o perform actions as this service
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Grant users the permissions 1o depioy jotis and VMs with this service account
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Service Account Principals with Access

account will be displayed on the list, as shown in the screenshot below.
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Role / Principal Inheritance
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= GoogleCloud | I UCM-Demo | guogle calendar api
1AM & Admin | Service accounts
B |AM & Admin B Service accounts + Create service account 3 C Refresh
Identity & Access - . i
Service accounts for project "UCM-Demo”

2 1AM i A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, of systems running outside Google. Learn more about service accounts. [
5 Service Accounts i
2 Groups H -
L] eged Access Ma.. i

= Filter Enter property name or value
= Roles :

O  Email Status. Name 4
R [ =3 googlecalend demo fam g com ©cnatled  googlecalendar-service-

account

Workforce Identity Fe..

@ Principal Access Bou. i

Managed Workdoad .. H
Resource Management v
Diagnastic Tools ~
Cloud Administration A

Guotas & System Limi..
Audit legs H
B Identity & Organization 2
@ Essential Contacts i

@ Privacy & Security H

Access Risk ~

B Idntite- s Prov :
B Manage Resources

& Release Notes

% Q search

+800G: 0

® Learn

Organization policies can be used 10 secure service accounts and block risky service account fealures, such as automatic AM Grants, key ereation/upload, of the ereation of service accounts entiely. Learn mare aboul Senice account organization policies.
@

Service Account Created

7.  Click on the three-dot button then click on "Manage keys".

= Google Cloud
IAM & Admin | Service accounts
O 1AM & Admin E
Identity & Access A
2 1AM 5
% Service Accounts i
Groups i
L] eged Access Ma.  §
= Roles H
® Workioad Identity Fe..
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( 3 UCM-Demo |

google calendar api

Service accounts + Create service account ] 2 M C Refresh

Service accounts for project "UCM-Demo”

A service account represents a Google Cloud service identity, such as code running on Compute Engine Vis, App Engine apps, or systems running outside Google. Learn more about service accounts. %

Description Key ID
No
keys

X Q Search

Key creation date

QAuth 2 Client ID (3
10554140341 6275676805 H

+ 800G :Q

® Learn

Organization policies can be used 10 secure service accounts and block risky service account fealures, such as automatic AM Grants, key ereation/upload, of the ereation of service accounts entiely. Learn mare aboul Senice account organization policies.
e

F Filter Enter property name or value

0O Email Status. Name 4
O =@ googlecalend demo.am.g Lom @Enabled google-calendar-service-
Beeount

Manage Keys

8. Click on "Add key", then click on "Create new key".

KeyID
N
keys

Key creation date

OAuth 2 Client ID (3
10554140341 6275676803 H
Manage details
Manage permissions
Manage keys
Wiew metics
View logs
Disable

Delete
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1AM & Admin | Service accounts | Service account: 105541403416275678803 / Keys

B 1AM & Admin E & google-calendar-service-account
Identity & Access. ~ Details Permissions Keys Metrics Logs Principals with access
2 1AM

Keys
1 Service Accounts
" ~ 4  Service acoount keys could pose a security risk if you avoid 4 nt keys and instead use the Workload identity Learn more about the best way 1o authenticate service
22 Groups i accounts on Goagle Cloud (3.
@ Frivieged Access Ma.. 1
= Roles A @ Google disables in public You behavior by using the ‘iam. Leam more 2
= TR s Add a new key pair or upload a public key certificate from an existing key pair.
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Resource Management -
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Cloud Administration A
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© Identity & Organization
@ Essential Contacts

@ Privacy & Security

Access Risk a

B Idntite- s Prov
B Manage Resources

& Release Notes

Create New Key

9. Select "JSON", then click Create.

Create private key for "google-calendar-service-
account”

Downloads a file that contains the private key. Store the file securely because
this key canit be recovered if lost.

Key type

@ Json

Recommended

Qe

For backward comgatiility with code using the P12 format

Select Key Type

Once the steps above are completed, a JSON-formatted key file will be created and save locally. Keep this
key confidential and store it safely.

Enable Domain-wide Delegation

1. Log in with your Admin account https://admin.google.com, and use the navigation bar to navigate to
Security > Access and data control > API controls, then click on "Manage Domain Wide Delegation".
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Show less

@ Upgrade

C¢  Assign user licenses

Security > API Controls

API controls

Use these controls 10 manage the AP|
access OAuth apps have to users’
Google data

App access control

Manage app access to users' Google data. Learn about app access controls

a B @ +

Apps on your Google Workspace Marketplace allowlist and Android and i0S apps on your Web and mobile apps list are automatically

Trusted.

Qverview 0 restricted Google services

18 unrestricted Google services

MANAGE GOOGLE SERVICES

Settings (D

0 apps pending review

10 accessed apps

MANAGE APP ACCESS

Manage settings for user messages, unconfigured third-party apps, internal apps, and more.

Domain wide delegation

Developers can register their web applications and other API clients with Google 10 enable access 1o data in Google services like
Gmail. You can authorize these registered clients to access your user data without your users having to individually give consent or

their passwords. Learn more

MANAGE DOMAIN WIDE DELEGATION

API Controls

2. Click on "Add new" to create a new ID along with its scope.

O Admin

(m) Home

EE Dashboard
» & Directory
» CO Devices

Agents @

Apps

Generative Al
- e Security
Overview
Security advisor
Alert center
» Authentication
~ Access and data control
API controls

Data protection

Google Cloud session

control

External sharing

Data

» 1ls Renortinn

~

C¢  Assign user licenses

Security > APl Controls » Domain-wide Delegation

a 8 @ +

o Developers can register their web applications and other API clients with Google to enable access to data in Google services like Gmail. You can authorize these
registered clients to access your user data without your users having to individually give consent or their passwords.

API clients

+ Add a filter

Name Client ID

UCMB30x

UCMB30x

ucm

UCM-YY

Download client info

Scopes

..fauth/calendarreadonly  ./auth/drive +2 More
..fauth/documents  ../authsdrive  +1 More
...fauth/calendar.readonly

.../auth/calendar.readonly

-../auth/calendar.readonly

Add New API Client

GOTIT



Add a new client ID

ClientID
105541403416275678803

(] overwite exsting chent 1D @
X
https:/fwww.googleapis.com/auth/calendar readon

CANCEL  AUTHORIZE

Client ID & OAuth Scopes

Use the following OAuth scope for reading the calendar events
"https://www.googleapis.com/auth/calendar.readonly”. Remove the quotation marks when copying the scope.

For more information regarding the scopes of OAuth, please refer to the following link:
https://developers.google.com/identity/protocols/oauth2/scopes#calendar

If you want the UCM to promptly detect the events you add/delete/modify in Google Calendar, you need to
enable WebHook and complete the following steps in the section below. Use the anchor referenced in the
section below to view the steps required to configure a webhook.

Google Workspace OAuth2

If your UCM has already completed integration with Google Workspace, please repeat the OAUTH2
authorization steps to ensure you have Google Calendar permissions:

View organization units on your domain

View groups on your domain

See info about users on your domain

See, edit, share, and permanently delete all the
calendars you can access using Google Calendar

This section [Create OAuth Client Credentials] shows how to create OAuth credentials, please follow the
same steps to create OAuth credentials for Google Calendar.

Webhook Domain Name Authentication
Log in to https://admin.google.com using an Admin account and navigate to the API controls page.

1. On Google Search Console, click on the list of properties (owned domains) on the sidebar, then click on
"Add Property".



= 4 Google Search Console Q

Search property Overview

Q  Gevinsights into your site's Search performance

Explore your insights >

Google Search Console

2. Select "Add a website".

Select a property type

& Add a website

Select a Property Type

3.  Enter your domain name in Domain section.

(@]
© Performance Full report >
® total web
- search clicks
a :
< 2
Mot verified 1
[e]
o
(4] 6/26/26 TN norze mum rzarze L] 8l B8
)
Indexing Full report >
& Links
= 2 notindexed pages = D Indexed pages
@ achisvements
3
@ settings
: [
[0 submit feedback |
(D About Search Console: !

So




Select property type

Domain URL prefix

« AllURLS scross all subdomains (m, www. ) +Onlv URLS under entered address
& AllURLS across hitps or http. i
o e - o Sawrday, Jul 11

= Total web searchclicks 0
example.com

Enter domain o subdomain

CONTINUE

LEARNMORE ~ CANCEL

Select a Property Type 2

After authentication is complete, you need to add the Google-generated authentication TXT flag to the
domain provider platform. After completion, DNS resolution will return the text as
google-site-verification=XXXXXXXXXXXXXXXXXXXX.

If you are using the URL of the UCM provided by gdms.cloud domain (xxxx.a.gdms.cloud) and you wish to
add this URL as a property, please reach out to Grandstream support.

UCM Configuration

After completing the preparations, you may go to the UCM page to enable Google Calendar configuration
and enable call routing based on Google Calendar schedules for extensions.

Enabling Google Calendar Configuration

Log into the UCM configuration page with the admin account, then navigate to Integrations > Collaborative
Office Integration > Enterprise Platform, then click on "Integration" button of Google Workspace.



Collaborative Office Integration

Enterprise Platform SAML S50

Deep integration with mainstream identity providers (such as Microsoft Entra 1D, Windows AD, and Google Workspace) enables centralized user account management
and automated extension provisioning. Employees can use enterprise Single Sign-On (550) to log into UCM/Wave clients, significantly improving security and
operational efficiency.

Be

v

-
)

D

- 5
B e

Collaboration User Synchronization Single Sign-on (SSO) Contacts Sync

Supported Platform

Connected

.. Microsoft Entra ID (Azure AD) ) .
. Configuration Manual Integration

Windows AD Configuration Manual [Tl

on
an

Google Workspace

Configuration Manual

Connected

o

Enterprise Platform Integration

Navigate to "Google Calendar" tab, then configure the required fields.



Collaborative Office Integration > Google Workspace

Basic Settings User Settings Single Sign-on (S50) Google Calendar

O Please complete the relevant configurations in Google Workspace before setting up this page. For more information, see Google Calendar Usage Guide.
If extension presence status sync is behaving abnormally, please re-authorize Google Workspace before enabling Google Calendar to ensure the feature works properly.

Google Calendar Sync ()

(1) I enabled, the schedules of
associated users can be retrieved
and synced to the PEX extension's
presence status to configure
different call policies.

* Key File ‘ google_workspace_service_accou...

Scheduled Sync Every Day 10:00

*  Real-time Update (:)

via Webhook
*WebHook URL @ https:/c074ad453e40.b.gdms.clou...  Auto Obtain
O Using the Webhook URL requires
the domain to be verified by Google.
Enable Calendar w Oitem  Available w 0item Selected

Sync for Extensions

No data MNo data

Google Calendar Configuration

Key File: The key file saved locally during the preparatory steps.

Scheduled Sync: selects the frequency and timing of UCM syncing events from Google Calendar
(considering WebHook's real-time nature, it is recommended to sync daily at midnight to synchronize Google
Calendar events for the next 24 hours).

WebHook URL: The URL that was successfully authenticated in the prerequisites steps should be in
https://XXXXXX/calendar-webhook format.

Enable Google Calendar Routing for Extensions

If you have not selected the extensions in the step above, you can still configure the extensions by navigating
to Extension/Trunk > Extensions. Select the extension to synchronize, then click on edit settings button
Edit button icon (pencil and ruler) for modifying the item, then navigate to "Call Policy". Tick the box next to
"Enable Calendar Sync", after that click "Save".



Extensions > Edit Extension: 2005

Basic Settings Media Call Palicy Features Voicemail Custom Time Al ‘Wave Client Follow Me Advanced Settings

Presence Status

(i) Ditferent online statuses use different call forwarding settings. Other extension users can subscribe to the online status of this extension to decide whether to call it.

Presence Status @ Available

Enable Calendar Sync ©

Online Status Change

Available Away Chat Custom Presence Status Unavailable Do Mot Disturb

Internal Calls

Call Forward Always @ Extension CFU Time Condition @ All Time
Call Forward No Answer © Extension CFN Time Condition © All Time
Call Forward Busy © Extension CFB Time Condition @ All Time

External Calls

Call Forward Always @ Extension CFU Time Condition © All Time

Call Forward No Answer © Extension CFN Time Condition © All Time

Cancel m

Call Policy

SUPPORTED MODELS

Google Workspace User Account Sync and Single Sign-on

The table below lists the supported models and firmware support for the Google Workspace integration
single sign-on and user account synchronize it.

Models Firmware Required
UCM630x Series 1.0.33.7+
UCMBG630xA Series 1.0.33.7+
SoftwareUCM 1.0.33.7+
ClouduUCM 1.0.33.10+

Extension Routing and Google Sheets Sync

The table below lists the supported models and firmware support for the Google Workspace integration for
extension call routing.

Models Firmware Required

UCM630x Series 1.0.35.x or higher

UCMG630xA Series 1.0.35.x or higher
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